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FOREWORD 


The  Whit*  House 
Washington 
May  17, 1984 

I  welcome  the  opportunity  to  extend  my  beet 
wishes  to  officers  and  members  of  the  National 
Classification  Management  Society  as  you  gather 
for  the  Society's  twentieth  anniversary. 

Since  its  inception  in  1964,  the  Society,  through 
its  efforts  to  promote  professionalism  in  the 
information  and  industrial  security  fields,  has  done 
a  great  deal  to  improve  the  security  posture  of 
our  Nation.  Its  security  education  and  training 
programs  bridge  the  gap  between  government 
and  industry  and  foster  that  spirit  of  cooperation 
so  necessary  to  the  successful  accomplishment 
of  our  national  security  objectives. 

Moreover,  the  Society  has  played  a  significant 
role  in  the  development  of  Executive  Orders  and 
departmental  regulations  which  have  governed 
the  information  security  program,  including 
Executive  Order  123S6,  National  Security  Infor¬ 
mation.  The  annual  report  of  the  Information 
Security  Oversight  Office  covering  the  first  year 
under  the  new  Order  has  shown  that  we  have 
improved  significantly  the  credibility  and  effi¬ 
ciency  of  the  classification  program.  Our  success 
is  due  in  no  small  part  to  the  efforts  of  the  fine 
professionals  of  the  NCMS. 

The  theme  of  the  Society's  Twentieth  Anniver¬ 
sary  Training  Seminar,  "Technology  Transfer," 
is  of  particular  interest  at  this  time  because  of  the 
serious  threat  the  loss  of  our  sensitive  technology 
poses  to  our  security. 

I  know  the  Society  will  keep  up  its  fine  work 
and  wish  all  of  you  continued  success  in  the  com¬ 
ing  years. 


s  Ronald  Reagan 


KEYNOTE 


Maynard  C.  Aitderson 
Director 

Security  Plana  and  Progratna 
Office  of  the  Secretary  of  Defense 
Washington,  D.C. 


Greetings  and  best  wishes  for  a  successful  1964 
training  seminar  on  the  twentieth  anniversary  of 
your  organization.  George  Bernard  Shaw  is 
reported  to  have  written,  "For  every  complex 
problem,  there  is  a  simple  solution— and  it  is 
always  wrong."  That  is  an  apt  warning  that  should 
give  us  a  premonition,  at  least,  to  treat  this  busi¬ 
ness  of  technology  transfer  with  the  respect  that 
it  deserves. 

To  begin  any  discussion  of  your  theme.  I  would 
suppose  we  should  agree  to  accept  the  definition 
of  "technology"  that  has  become  official  within 
the  Department  of  Defense,  at  least,  with  the  pub 
lication  of  a  directive  concerning  tha  matter. 
Technology  is  "the  technical  information  and 
know-how  that  can  be  used  to  design,  produce, 
manufacture,  use.  or  reconstruct  goods,  includ¬ 
ing  technical  data  and  computer  software.  The 
term  does  not  include  the  goods  themselves." 

This  definition  encompasses  ideas,  innovation, 
creativity,  all  significant  to  the  maintenance  of 
the  informational  advantage  of  the  West  in  the 
world  community.  Protection  of  that  informa¬ 
tional  advantage  becomes  a  goal  within  the  United 
States  objective  of  controlling  technology  trans¬ 
fer.  while  maintaining  the  competitive  position  of 
American  Industry  in  the  world  market. 

The  definition  of  technology  does  not  restrict 
us  to  the  consideration  of  either  classified  or 
unclassified  information.  Our  traditional,  struc¬ 
tured  approach  to  the  control  of  classified  infor¬ 
mation.  however,  eliminates  that  category  of 
material  from  principal  concern  when  we  discuss 
technology  transfer. 

Since  we  know  that  our  classification  systems 
works,  sometimes  too  well,  it  would  seem  that 
we  might  take  some  lessons  from  our  back¬ 
ground  of  knowledge  and  experience  in  the  infor¬ 
mation  classification  system  and  apply  them  to 
the  control  of  technology. 


It  Is  in  this  regard  that  the  National  Classifica¬ 
tion  Management  Society  has  much  to  offer  in 
bringing  to  bear  on  this  issue  the  extraordinary 
assets  of  its  membership.  As  you  provide  for 
exchanges  of  views  concerning  information 
security  programs,  it  was  inevitable  that  you  would 
come  to  the  decision  to  examine  the  issue  of 
technology  transfer  because  it  involves  infor¬ 
mation,  the  indiscriminate  disclosure  of  which  is 
damaging  to  the  national  interest  both  in  terms 
of  military  systems  and  economic  welfare. 

I  am  delighted  to  be  able  to  discuss  some  aspects 
of  the  matter  with  you  this  morning  because  you 
have  been  in  the  forefront  of  past  efforts  to  ensure 
that  the  government's  philosophies  for  protect¬ 
ing  information  in  the  interest  of  the  national 
defense  have  been  understood.  You  can  help  us 
now  in  promoting  understanding  of  the  dimen¬ 
sions  of  problems  involved  in  dealing  with  this 
different  kind  of  information. 

There  is  no  other  single  issue  that  surpasses 
technology  trsnsfer  in  the  ability  to  cause  intense 
debate  among  representatives  of  government, 
industry,  the  scientific,  academic  and  technical 
communities  today.  That  pleases  me  because  out 
of  such  constructive  conflict  comes  many  inno¬ 
vative  ideas. 

In  the  context  of  conflict,  however,  we  might 
recall  an  admonition  from  Proverbs  Chapter  25, 
9th  verse.  "Argue  your  case  with  your  neighbor, 
and  do  not  reveol  the  secret  of  another." 

We  all  have  equities  >  •  this  issue,  some  stron¬ 
ger  than  others,  but  I  would  submit  that  by  con¬ 
sideration  of  all  concerns,  we  will  emerge  with  a 
stronger  national  base.  I  hope  that  you  and  I  can 
begin  today  to  reach  some  measure  of  agree¬ 
ment  that  will  strengthen  our  sense  of  mutual 
responsibilitv  in  dealing  with  this  subject  and  its 
issues.  It  has  been  established  that  technology 
transfer  is  a  multifaceted  creature  involving 
research  and  development,  communications, 
international  trade,  political  and  economic  policy, 
with  implications  in  the  realm  of  security. 

There  are.  consequently,  some  competing 
interests.  For  example,  the  United  States  Govern¬ 
ment  encourages  exports  to  promote  employ¬ 
ment  and  an  improved  balance  of  payments.  At 
the  same  time,  the  United  States  Gotremment 
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does  not  want  to  let  go  of  something  that  would 
weaken  our  national  defenses  if  in  Soviet  hands. 

In  a  message  to  the  Congress  on  1 1  July  1983, 
President  Reagan  stated,  "We  are  continuing  our 
cooperation  with  the  U.S.S.R.  in  science  and  tech¬ 
nology.  This  is  a  complex  matter  made  more  dif¬ 
ficult  because  of  Soviet  behavior  regarding 
Afghanistan  and  Poland,  as  well  as  their  efforts 
to  acquire  sensitive  Western  technology.  Deci¬ 
sions  to  renew  agreements  are  being  made  on  a 
case-by-case  basis  taking  these  concerns  into 
account  along  with  the  benefits  to  the  U.S.  through 
participation.  For  example.  I  have  recently 
approved  the  renewal  of  an  agreement  for  coop¬ 
eration  with  the  Soviets  on  atomic  energy,  with 
appropriate  limitations  to  protect  our  interests 
while  letting  the  work  proceed." 

The  United  States  is  not  going  to  abandon  free 
trade.  But.  our  policies  are  intended  to  make  it 
more  difficult  for  our  adversaries  to  acquire  some 
of  the  sophisticated  technology  they  need  to  match 
Western  weapons.  We  would  hope  to  balance 
protection  with  profits. 

It  has  been  written  that  "Technology  is  the  nat¬ 
ural  foe  of  Nationalism",  and  "there  is  a  sense  of 
cooperative  accomplishment  among  the  ‘Repub¬ 
lic  of  Technologists',  regardless  of  national  loy¬ 
alties.  "  This  is  another  aspect  of  the  problem  that, 
unfortunately,  sometimes  affects  both  classified 
and  unclassified  information  as  we  struggle  with 
the  problem  of  mitigating  damage  done  by  "cross 
talk." 

It  is  clear  that  the  objectives  of  the  Soviet  Union 
are  inimical  to  our  own  in  the  areas  of  military 
and  dual  use  technology.  There  is  much  evidence 
available  to  prove  the  intensity  and  site  of  the 
effort  by  the  Soviet  Union  to  collect  Western  tech¬ 
nology.  It  is  not  surprising  when  you  think  about 
Soviet  goals: 

•  To  maintain  parity,  if  not  superiority,  the 
Soviets  recognize  readily  that  the  real  test 
may  be  not  who  first  develops  technology, 
but  rather,  who  is  first  to  use  it  effectively; 
e  To  save  money  on  research  and  develop¬ 
ment  by  acquiring  proven  technology; 
e  fo  save  research  time; 
e  To  speed  production  of  weapon  systems; 
e  To  rapidly  develop  countermeasures: 


e  To  avoid  costly  and  time  consuming  mis¬ 
takes;  and 

e  To  know  in  advance  that  a  system  will  work. 

The  "vacuum  cleaner"  approach  used  by  the 
Soviet  Union  and  its  surrogates  to  collect  Western 
information  must  result  in  a  great  hall  filled  with 
analysts  who  attempt  to  determine  the  relative 
worth  of  all  that  comes  to  them.  Those  analysts 
and  the  politburo  bc:ses  obviously  subscribe  to 
the  old  Hebrew  proverb,  "Quality  is  more  impor¬ 
tant  than  quantity;  but  is  best  in  large  numbers." 

The  theft  of  information  from  the  West  has 
become  therapy  that  somewhat  relieves  the  Sovi¬ 
ets  of  their  oft*n  paranoic  feelings  toward  the 
west,  perhaps,  and,  as  Dr.  Fred  Ikle,  the  Under 
Secretary  of  Defense  for  Policy,  has  speculated, 
we  might  well  be  creating  a  group  of  lazy  soviet 
scientists.  These  salutary  benefits  in  addition  to 
creating  a  Soviet  dependence  which  could  always 
keep  them  a  couple  of  years  behind,  are  not 
enough,  unfortunately,  to  justify  our  failure  to 
restrict  from  their  acquisition  information  of  sig¬ 
nificance  to  our  rational  defense. 

How  should  we  attack  this  problem?  In  recog¬ 
nition  of  the  fact  that  we  have  been,  and  perhaps 
are  now  being  taken  advantage  of,  how  do  we 
balance  the  necessity  for  protection,  with  the 
necessity  for  free  trade,  with  the  rights  of  aca¬ 
demics  and  researchers,  not  to  mention  the  rights 
of  individuals,  in  finding  s  reasonable  solution? 

Henri  Regnard.  a  distinguished  French  civil  ser¬ 
vant.  writing  in  Defense  Nationals,  December  1983. 
established  a  broad  premise  for  future  action  after 
he  described  Soviet  collection  efforts:  "This  range 
of  hostile  activities  calls  for  the  closest  kind  of 
collaboration  at  European  and  Western  levels.  It 
requires  the  development  of  a  whole  complex  of 
new  defensive  measures  aimed  at  enclosing  east- 
west  exchanges,  particularly  those  in  the  trade, 
scientific,  and  technological  areas,  in  a  more 
selective,  if  not  more  restrictive  framework." 

Prime  Minister  Thatcher,  addressing  the  Parlia¬ 
ment  in  a  prelude  to  submission  of  the  report  of 
the  Security  Commission  concerning  the  prime 
case  last  year,  stated  her  government's  case  for 
security  with  great  eloquence:  "All  security  pro¬ 
cedures  imply  some  degree  of  encroachment  upon 
the  rights  and  freedoms  of  the  individual.  We 


have  to  decide  how  to  strike  the  balance  between 
those  considerations  and  the  need  to  protect 
national  security,  in  laying  down  security  proce¬ 
dures  that  will  be  as  effective  as  possible  within 
the  limits  of  what  is  acceptable  in  a  free  and  dem¬ 
ocratic  society.  In  doing  so,  we  have  to  bear  in 
mind  that  no  system  of  security  can  be  guaran¬ 
teed  to  confer  absolute  protection;  even  in  a  total¬ 
itarian  society,  it  is  not  possible  to  be  sure  that 
there  are  no  spies." 

The  Soviet  Union,  while  stealing  our  technol¬ 
ogy.  has  not  overlooked  the  fact  that  whatever 
they  have  developed  that  is  worth  lifting  must  be 
protected.  The  Soviets  are  treating  the  problem 
in  typical  fashion.  On  3  February  1984,  the  New 
York  Times  reported  that  "The  Soviet  Union  has 
promulgated  a  new  law  providing  prison  terms 
for  anyone  passing  economic,  scientific,  techni¬ 
cal  or  other  'official*  secrets  to  foreigners.  Passing 
and  gathering  with  the  intention  of  passing  to 
foreign  organizations  or  their  representatives 
economic,  scientific-technological  or  other  infor¬ 
mation  comprising  official  secrets,  by  a  person 
to  whom  this  information  was  entrusted  through 
service  or  work  or  became  known  by  other  means, 
will  be  punished  by  deprivation  of  freedom  for 
up  to  three  years  or  corrective  work  for  up  to  two 
years." 

The  principal  commodity  with  which  you  deal 
is  information  and  I  would  submit  that  it  is  our 
greatest  concern.  Export  controls  and  trade  pol¬ 
icies  sre  not  enough  to  control  the  loss  of  the 
technology  edge.  They  will  not,  for  example,  effect 
the  loss  of  technology  right  here  through  tech¬ 
nical  and  professional  publications,  or  through 
the  purchase  of  commercially  available  end  prod¬ 
ucts. 

Divid  S.  Brown,  Professor  of  Management. 
George  Washington  University,  has  written  that 
"The  gifted  thief  steals  ideas,  not  things."  That 
puts  our  concern  today  into  proper  perspective. 
He  has  also  written  that,  "The  greatest  contribu¬ 
tion  to  openness  of  governmental  administration 
is  not  the  Freedom  of  information  Act,  but  the 
xerox."  That  may  be  true,  and  the  xerox  may  be 
a  contributor  of  significance  to  uncontrolled  tech¬ 
nology  transfer  as  well. 

William  B.  Bader,  Vice  President  SRI-interna- 
tional,  Washington,  has  speculated  that  our  task 


may  be  larger  than  we  believe;  "In  the  long  run, 
it  may  be  impossible  for  a  country  like  the  United 
States  to  limit  the  flow  of  technology  and  knowl¬ 
edge,  even  if  it  wants  to.  The  United  States  has 
thrown  open  its  universities,  research  laborato¬ 
ries  and  corporations  to  citizens  from  abroad. 
About  300,000  foreign  students,  eight  times  as 
many  as  in  1954,  are  enrolled  in  United  States 
colleges  and  universities." 

Somewhat  in  support  of  the  extraordinary 
dimensions  of  the  problem  is  the  opinion  of  Ste¬ 
phanie  G.  Neuman,  International  Organization, 
Winter  1984,  that  technology  has  replaced  mili¬ 
tary  end-items  as  the  new  medium  of  exchange 
in  the  world's  arms  trade. 

Despite  the  size  and  complexity  of  the  problem 
we  have  elected  to  consider,  it  must  be  treated.  I 
would  think  that  we  should  begin  the  ministra¬ 
tions  by  establishing  that  creativity  and  innova¬ 
tion  in  findings  solutions  are  required. 

if  we  establish  the  environments  that  are  recep¬ 
tive  to  the  results  of  creative  thinking,  innovative 
solutions  will  follow  which  will  influence  our 
established  institutions  to  take  appropriate  actions. 
"Most  organizations  today  cannot  be  controlled. 
Today's  institutions  can  be  influenced  and  man¬ 
aged,  but  they  are  not  responsive  to  any  unilat¬ 
eral  decree  or  decision."  (David  S-  Bushnell. 
George  Mason  University,  and  David  H.  Bennet, 
Dynamic  Systems,  Inc.,  "Management  is  an 
unnatural  act,"  The  Bureaucrat,  Spring  1984.) 

Creative  solutions  will  provide  necessary  insti¬ 
tutional  influence.  Security  planning,  to  include 
planning  for  the  control  of  technology,  must  fol¬ 
low  national  planning.  Dr.  Ikle's  writing  in  Stra¬ 
tegic  Review,  Fall  1983,  stated  "It  is  also  impor¬ 
tant  that  we  exploit  every  means  of  encouraging 
the  Soviets  to  slow  down  their  military  build  up 
over  the  longer  run,  thus  dampening  the  arms 
competition  and  enabling  the  United  States  to 
spend  a  greater  share  of  its  resources  for  much- 
needed  domestic  purposes.  This  objective 
accounts  for  the  emphasis  the  Reagan  adminis¬ 
tration  has  placed  on  controlling  the  transfer  of 
technology  to  the  Soviet  Union.  It  is  axiomatic 
that  the  greater  the  flow  of  militarily  relevant 
Western  technology  into  the  Soviet  military- 
industrial  base,  the  easier  it  becomes  for  the  Soviet 
leadership  to  sustain  and  even  accelerate  the  cur¬ 
rent  momentum  of  Soviet  military  programs." 


"Another  way  of  making  it  easier  for  us  to  com¬ 
pete  with  the  Soviet  Union  in  the  long  term  is  to 
pursue  technological  advances  that  will  have  the 
effect  of  hastening  the  obsolescene  of  Soviet 
equipment.  The  accumulated  assets  in  Soviet 
arsenals  cannot  be  matched  by  the  west,  tank  for 
tank  and  missile  for  missile.  Evan  trying  to  do  so 
would  entail  substantially  enlarged  U  S  and  allied 
defense  budgets  and  efforts.  Yet,  we  do  have  it 
in  our  power  to  harness  technology  and  tactical 
innovations  in  order  to  bring  about  an  accaler- 
ated  depreciation  of  those  Soviet  assets." 

The  protective  systems  we  devise  then  must 
be  responsive  to  national  priorities,  economically 
feasible,  and  flexible.  To  begin  with,  you  and  I 
must  determine  what  information  needs  protec¬ 
tion.  Because  of  the  burgeoning  availability  of 
information,  the  dynamics  of  maintaining  an 
informational  advantage  will  mean  more 
resources  must  be  devoted  to  discriminating 
among  sensitivities  of  information  in  order  to  be 
able  to  protect  that  which  is  truly  sensitive,  and, 
that  includes  information  that  is  not  otherwise 
available  to  an  adversary. 

I  believe  the  concept  of  classification  manage¬ 
ment  will  be  translated  into  reality  by  modern 
technological  means— not  because  program 
managers  will  want  it  any  more,  but  because  they 
will  have  no  choice.  And,  finally,  because  we  have 
the  tools  to  make  it  work.  Resources  will  not  keep 
up  with  the  requirements  that  exist  today,  let  alone 
what  are  forecast  for  tomorrow  if  program  man¬ 
agers  continue  to  seek  protective  shrouding  for 
their  information  at  the  same  pace  as  they  do 
today,  so  protection  priorities  must  afford  cov¬ 
erage  to  only  that  which  is  essential,  and  they 
must  be  dynamic  in  order  to  keep  up  with  chang¬ 
ing  environments,  obsolescence  and  foreign 
availability  of  technology. 

Information  control  procedures  must  be  deter¬ 
mined  on  the  basis  of  strategic  treatment  and 
deal  in  broad  principles,  circumstances,  threats, 
environments  and  vulnerabilities  differ  and  wiH 
differ  more  and  more  rapidly  as  change  becomes 
more  rapid.  Your  creativity  will  be  tested  as  you 
apply  the  proper  protective  techniques  in  response 
to  the  particular  challenges  you  face  in  any  given 
set  of  circumstances. 

Willis  H.  Ware,  "Information  Technology  Crime 
and  the  Law,"  The  Rand  Corporation,  November 


1982,  says,  "Keep  your  eye  on  the  functional  role 
of  the  information  system,  for  therein  will  be  the 
crime.  Do  not  be  misled  by  the  manner  in  which 
information  is  represented — on  magnetic  tape, 
on  cards,  on  paper,  on  video  discs.  Moreover,  do 
net  be  confused  by  how  it  is  manipulated— by 
computer,  by  computer  and  communications,  by 
manual  methods,  ora  combination  of  them.  Fur¬ 
thermore,  do  not  be  misled  by  the  way  informa¬ 
tion  is  transported— by  satellite,  by  microwave, 
by  pony  express,  or  by  U.S  Mail  Keep  your  eye 
on  the  information,  how  it  is  used,  misused  or 
laundered;  and,  how  it  relates  to  the  crime  or  the 
abuse  to  be  deterred.  Target  the  law  accord¬ 
ingly." 

During  the  recent  past,  we  have  embarked  on 
a  course  of  information  management  which  con¬ 
centrates  on  emphasizing  and  extending  the  reg¬ 
ulatory  process  over  critical  military  technology. 
Mr.  Anthony  Mitchell,  my  Deputy  for  Information 
Security  and  Mr.  David  Whitman  of  his  staff  will 
discuss  facets  of  this,  and  others  will  acquaint 
you  with  other  aspects  of  the  U.S.,  Canadian  and 
British  programs.  Since  you  will  hear  much  dis¬ 
cussion  of  the  details  of  those  processes  over  the 
next  few  days,  let  me  leave  them  with  merely  a 
mention,  and  take  a  slightly  more  esoteric  path. 

We  have  given  little  consideration  to  the  human 
factor  involved  in  this  problem.  Contrary  to  our 
concerns  for  personnel  security  in  the  realm  of 
dealing  with  classified  information,  we  have  done 
nothing  to  ensure  that  the  technology  embar¬ 
goed  from  export,  or  otherwise  identified  as  crit¬ 
ical  to  the  national  security,  is  in  the  hands  of 
trustworthy  people. 

One  must  ask  whether  ft  Is  logical  to  take  all  of 
the  regulatory  steps  to  protect  sensitive,  national 
security  related  technology  while  disregarding  a 
need  for  some  determination  cf  the  integrity  or 
the  motivations  of  the  custodians  of  that  infor¬ 
mation?  Penalties  for  illegal  export  will  not  reach 
the  extent  of  persuasion  required.  Therefore,  l 
would  suggest  that  once  reasoned  decisions  have 
been  made  as  to  what  must  be  protected,  some 
means  must  be  devised  to  ensure  its  custodian's 
responsibility. 

The  preferable  mean',  of  course,  is  a  relation¬ 
ship  between  custodian  and  employer,  whether 
government  or  industrial,  which  fosters  alle- 
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giance  through  loyal  participation  in  the  enter¬ 
prise  to  include  sharing  of  burdens  and  profit, 
and,  which  would  make  betrayal  of  trust  repug¬ 
nant  despite  the  ideological  or  economic  temp¬ 
tation. 

Another  means  would  be  an  administrative 
process  (quasi-judicial)  under  which  individual 
failures  to  accept  the  responsibility  for  protection 
are  subject  to  penalty.  What  I  am  suggesting,  of 
course,  is  a  covenant  between  the  government 
and  the  individual,  just  as  we  must  have  between 
the  government  and  an  industrial  enterprise,  a 
mutually  binding  contractual  agreement.  I  don’t 
mean  to  be  a  skeptic  by  insisting  that  our  infor¬ 
mation  custodians  be  legally  bound,  but  the 
necessity  for  oath  taking  in  legal  proceedings  does 
not  speak  well  for  the  probity  of  witnesses,  and 
perhaps  we  can  learn  a  lesson  from  that. 

in  the  now  famous  Snepp  decision,  all  mem¬ 
bers  of  the  court  agreed  that  even  in  the  absence 
of  a  written  contract,  under  the  common  law,  an 
employee  has  a  fiduciary  obligation  to  protect 
confidential  information  obtained  during  his 
employment  and  that  a  breach  of  this  obligation 
could  be  punished  by  the  seizure  of  personal  prof¬ 
its  from  the  exploitation  of  such  information.  Per¬ 
haps  this  principle  is  worth  considering  in  deter¬ 
mining  means  by  which  a  custodian  of  desig¬ 
nated  technology  may  be  obligated  to  its 
protection  and  punished  for  failure  to  adhere  to 
such  an  obligation. 

In  the  fourth  century  before  Christ,  Demos¬ 
thenes  wrote.  "There  is  one  safeguard  known 
generally  to  the  wise,  which  is  an  advantage  and 
security  to  all,  but  aspecially  to  democracies  as 
against  despots.  What  is  it?  Distrust." 

In  order  to  reconcile  our  security  policies  with 
the  place  of  technology  in  the  world,  there  is 
needed  a  clear  understanding  that  there  must  be 
some  parity  between  the  two.  There  must  be  a 
recognition  that  there  is  mutual  benefit  from 
cooperative  management  in  which  a  security  sys¬ 


tem  has  been  created  that  allows  both  the  devel¬ 
opment  and  exploitation  of  technology  to  take 
place.  There  must  be  an  admission  that  the 
national  interest  is  served  sometimes  by  sharing 
technology,  both  among  ourselves  and  with  oth¬ 
ers  in  the  world.  There  must  be  an  acceptance  of 
the  fact  that  suggested  guidelines  for  security 
often  inspire  better  judgment  and  more  creative 
application  through  the  conferring  of  responsi¬ 
bility  than  does  the  imposition  of  hard,  inflexible 
rules  within  which  there  is  no  opportunity  for 
participants  in  the  program  to  exercise  good  old 
American  initiative  and  resourcefulness. 

We  cannot  adjust  events  to  policies.  We  must 
be  ready  to  respond  to  the  uncertainties  that  we 
will  surely  face.  During  these  few  minutes,  I  have 
mentioned  creativity  and  innovation  more  than 
once  as  assets  which  we  must  employ  in  meeting 
the  new  and  uncertain  challenges  in  maintaining 
control  over  technology  transfer.  I  am  of  the  happy 
faith  that  you  will  bring  to  bear  on  this  issue  the 
twenty  years  of  accomplishments  and  achieve¬ 
ments  that  are  represented  here  this  morning. 
And  it  is  necessary  that  you  do  just  that  because 
I  believe  as  the  editorialist  in  the  Philadelphia 
Inquirer  wrote  on  September  25, 1981,  that  "Indi¬ 
vidual  institutionalized  liberty  lies  at  the  heart  and 
the  minds  of  the  immensely  complex  competi¬ 
tion  between  the  United  States  and  its  allies  on 
one  hand  and  the  forces  of  tyrannical  repression 
on  the  other,"  but  "the  price  of  liberty  is  not  to 
strangle  it." 

And,  a  personal  note.  I  have  known  many  of 
you  here  for  many  years.  I  know  of  your  efforts, 
both  privately  and  collectively  that  have  been 
dedicated  to  the  preservation  of  our  national 
security.  I  would  say  to  you,  in  closing,  some 
words  that  1  wrote  to  a  former  leader  of  this  Orga¬ 
nization,  Frank  Larsen:  "When  I  cannot  help  but 
place  myself  in  the  position  of  George  Santay¬ 
ana's  thought^  man  who  might  ask  whether  the 
present  civilization  is  the  last  one  the  world  will 
see,  I  can  answer  that  if  it  is,  you  will  be  among 
those  who  helped  make  it  the  best  the  world  has 
ever  seen." 
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Recently  I  was  asked,  "What  do  the  Depart¬ 
ments  of  State,  Commerce,  Defense  and  Energy 
and  the  Nuclear  Regulatory  Commission  (NRC), 
Customs,  Federal  Bureau  of  Investigation  (FBI) 
and  the  Defense  Investigative  Service  (DIS)  all 
have  in  common?"  I  thought  for  a  minute  and 
said,  "I  don't  know."  The  questioner  then  advised 
me  that  we  all  have  a  role  in  securing  America's 
high  technology.  The  contractor  then  asked  me, 
"Who  is  In  charge  of  this  effort?"  And,  again,  I 
said,  "I  don't  know."  The  questioner  then  said,  "I 
don't  either."  The  commentary,  in  a  sense,  sums 
up  a  part  of  the  problem.  There  are  many  agen¬ 
cies  involved  in  this  very  complex  and  difficult 
area,  but  we  don't  really  have  a  "team  captain." 
This  factor,  in  itself,  makes  the  problem  difficult 
to  deal  with  but  I  submit  to  you  that  this  organi¬ 
zational  aspect  is  only  part  of  the  problem. 

What  are  some  of  the  others?  First,  we  all  rec¬ 
ognize  that  the  administration  of  any  security  or 
control  system  in  a  free  society  is  a  very  difficult 
task.  This  is  one  area  where  we  cannot  and,  indeed, 
should  not  be  competitive  with  the  Soviet  Union. 
In  our  open  society  and  democratic  way  of  life, 
security  control  systems  run  against  the  grain! 
Inherently,  there  will  be  difficulties  and  problems. 

Another  part  of  the  problem  is  the  fact  that 
technology  in  the  United  States  and,  indeed, 
throughout  the  Free  World,  is  a  very  lucrative 
target.  The  Soviets  and  their  partners  in  the  War¬ 
saw  Pact  have  long  recognized  the  value  of  the 
Free  World's  technical  exploits  and  they  have 
mounted  a  very  sophisticated  and  well-financed 
effort  to  obtain  this  technology.  They  recognize, 
and  we  should  recognize,  that  much  of  their  suc¬ 
cess  in  building  up  their  defense  establishment 
is  due  to  the  technology  which  they  have  been 
able  to  obtain  from  the  West. 

The  dimensions  of  the  problem  do  not  stop 
here.  The  first  really  effective  export  control  leg¬ 
islation  which  led  to  the  establishment  of  a  listing 


of  munitions  and  implements  of  war  was  the 
Munitions  Control  Act.  It  came  about  in  the  1930's 
as  a  follow  on  to  military  rearming  after  World 
War  I.  The  first  Export  Control  Act  was  enacted 
in  1 949,  shortly  after  World  War  II.  Both  the  Inter¬ 
national  Traffic  in  Arms  Regulations  (ITAR)  which 
implement  the  Munitions  Control  Act  and  the 
Export  Administration  Regulations,  which  per¬ 
tain  to  the  Export  Control  Act,  were  developed 
during  periods  of  history  when  the  primary  focus 
of  attention  was  on  implements  of  war,  commod¬ 
ities,  products  and  hardware.  These  were  the  pri¬ 
mary  considerations.  Almost  as  an  afterthought, 
the  ITAR  states  "and  also  information  relating 
thereto."  I  submit  to  you  that  one  of  our  problems 
is  that  our  concept  and  approach  to  dealing  with 
export  control  was  designed  during  the  period  of 
time  when  export  of  products  was  the  main  focus 
of  attention.  Today,  during  this  period  of  "the 
information  revolution,"  high  technology-infor¬ 
mation  critical  to  weapons  design  is  is  important 
if  not  more  important  than  the  hardware  itself. 
My  question  is,  "Has  the  legislative  and  regula¬ 
tory  approach  kept  pace  with  the  shift  from  com¬ 
modities  and  implements  of  war  to  the  informa¬ 
tion  which  embodies  today's  high  technology?" 

Traversing  aH  of  these  problems  is  the  funda¬ 
mental  competing  considerations  of  free  trade 
versus  restrictions  which  are  intertwined  with  the 
whole  area  of  export  control.  One  of  the  majot 
problems  facing  the  United  States  today  is  the 
trade  deficit  and  the  unfavorable  balance  of  pay¬ 
ments  which  is  now  approximately  70  billion  dol¬ 
lars.  The  U.S.  economy  depends  upon  an  envi¬ 
ronment  conducive  to  free  trade.  Control  of  exports 
seriously  inhibits  the  open  market  which  is  so 
essential  to  the  long  term  economic  well  being 
of  the  United  States  and  the  rest  of  the  Free  World. 

So  much  for  the  big  picture  and  the  big  prob¬ 
lems.  What  are  some  of  the  solutions  and  how 
does  the  Defense  Industrial  Security  Program  fit 
into  the  picture?  First,  I  want  to  point  out  that  our 
Industrial  Security  Program  is  preventively  ori¬ 
ented  vicapunitively  oriented.  In  the  U.S.  society, 
voluntary  compliance  by  its  citizens,  including  its 
corporate  citizens,  m  our  greatest  strength  end 
greatest  asset.  It  is  in  this  area  of  voluntary  com¬ 
pliance  that  the  Defense  Industrial  Security  Pro¬ 
gram  plays  its  primary  role.  I  submit  to  you  that 
we  are  losing  more  technology  today  because  of 
a  lack  of  awareness  and  a  lack  of  understanding 
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rather  than  because  of  calculated  and  pre-medi- 
tated  efforts  to  circumvent  export  controls.  Our 
job  in  this  area  is  to  increase  the  level  of  aware¬ 
ness  and  level  of  understanding.  OIS  has  a  unique 
relationship  with  over  12,700  cleared  facilities 
throughout  the  United  States  which  employ 
approximately  1.4  million  cleared  personnel.  These 
facilities  and  their  employees  are  on  the  cutting 
edge  of  today's  technology.  By  increasing  aware¬ 
ness  and  understanding  of  the  rules  governing 
export  of  technology,  we  will  take  a  significant 
step  forward  in  promoting  the  voluntary  compli¬ 
ance  that  is  so  essential  to  successfully  combat 
the  current  technology  drain. 

Now,  let  me  be  a  little  more  specific.  For  many 
years,  the  Industrial  Security  Manual  has  directed 
specific  attention  to  the  requirements  of  the  ITAR 
and  the  Export  Administration  Regulations. 
Therefore,  a  contractor  by  virtue  of  his  involve¬ 
ment  in  classified  procurement,  will  be  reminded 
of  his  related  responsibilities  in  the  area  of  tech¬ 
nology  export. 

In  addition,  the  Industrial  Security  Manual  pro¬ 
vides  a  very  structured  system  for  the  identifica¬ 
tion  and  safeguarding  of  classified  information. 
We  feel  controls  work  well  and  as  a  result  export 
of  classified  information  is  denied,  except  where 
specific  information  is  authorized  to  be  shared 
with  selected  allies  on  a  government-to-govern- 
ment  basis. 

The  Industrial  Security  Manual  also  establishes 
the  specific  requirements  governing  unclassified 
information  related  to  classified  contracts.  A  con¬ 
tractor  may  not  publicly  disclose  nor  export 
unclassified  information  in  this  category  without 
specific  approval  from  the  Department  of  Defense. 
This  provision  is  particularly  significant  in  mar¬ 
keting  endeavor  and  in  the  control  of  technology 
released  at  meetings  and  international  sympo¬ 
siums. 

In  another  area,  tl  w  ustrial  Security  Manual 
establishes  very  definitive  requirements  for  pro¬ 
viding  defensive  security  briefings  to  people  who 
travel  to  Comnunist  countries  or  who  attend 
international  conferences  Or  symposiums  where 
representatives  from  Communist  countries  will 
be  in  attendance.  By  alerting  these  people  to  the 
potential  dangers  that  these  types  of  interna¬ 
tional  meetings  might  generate,  we  reduce  the 


likelihood  of  inadvertent  or  unintended  disclo¬ 
sures. 

We  also  have  a  system  whereby  contractors 
must  report  unclassified  visits  to  their  U.S.  facil¬ 
ities  by  representatives  from  Communist 
countries.  By  requiring  such  visits  to  be  reported, 
and  by  reminding  contractors  of  their  responsi¬ 
bilities  to  brief  and  alert  all  of  their  personnel  who 
will  be  hosting  or  briefing  the  foreign  visitors  of 
the  information  disclosure  prohibitions,  includ¬ 
ing  the  ITAR  and  the  Export  Administration  Reg¬ 
ulations  prohibition,  we  reduce  the  likelihood  that 
representatives  from  Communist  countries  will 
gain  access  to  embargoed  technologies. 

Today,  there  are  approximately  6,500  cleared 
employees  of  U.S.  contractors  permanently  sta¬ 
tioned  abroad.  In  addition,  some  10,000  cleared 
employees  of  U.S.  contractors  make  annual  for¬ 
eign  visits.  The  Industrial  Security  Program  directs 
special  attention  to  these  personnel.  We  require 
that  procedures  be  established  to  indoctrinate 
these  personnel  with  a  view  toward  ensuring  that 
they  are  well  versed  on  security  requirements. 
Specifically,  that  they  know  what  is  and  what  is 
not  authorized  for  public  release  and  foreign  dis¬ 
closure. 

In  the  Industrial  Security  Program,  we  also  look 
to  each  cleared  facility  to  determine  whether  or 
not  it  is  under  foreign  ownership  or  influence.  As 
a  part  of  this  process,  we  require  the  contractor 
to  disclose  the  existence  of  contracts,  licensing 
agreements,  patent  arrangements  and  trade  secret 
agreements  with  foreign  interests.  This  gives  us 
the  opportunity  to  remind  the  contractor  of  the 
statutory  obligation  to  comply  with  the  Interna¬ 
tional  Traffic  in  Arms  Regulation  and  the  Export 
Administration  Regulations.  We  also  assess  the 
possibility  that  foreign  influence  might  result  from 
interlocking  directors  from  foreign  corporations. 
Out  effort  in  monitoring  foreign  ownership  or 
control  of  U.S.  companies  serves  to  heighten  the 
level  of  awareness  and  reduce  the  likelihood  that 
this  type  of  foreign  entanglement  will  result  in  a 
conduit  for  the  improper  or  illegal  export  of  tech¬ 
nology. 

The  foregoing  is  fl  listing  of  some  of  the  more 
specific  requirements  directed  to  the  heart  of  the 
technology  export  problem.  We  have,  in  addition, 
the  general  security  awareness  which  results  from 
the  inspections  of  our  cleared  facilities. 
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Generally  speaking,  our  Industrial  Security 
Representatives  inspect  facilities  every  six  months 
(some  are  on  a  9-month  schedule).  One  of  the 
benefits  of  these  inspections  is  to  promote  gen¬ 
eral  security  awareness  or  what  we  like  to  call  "a 
security  environment." 

In  addition,  we  frequently  publish  articles  in  the 
Industrial  Security  Letter  which  directs  specific 
attention  to  issues  involving  control  of  technol¬ 
ogy.  We  also  publish  a  Security  Awareness  Bul¬ 
letin.  The  issue  of  February  1983  was  devoted 
exclusively  to  technology  transfer.  This  publica¬ 
tion  has  been  widely  acclaimed  as  "must"  read¬ 
ing  and  an  excellent  reference  for  anyone  involved 
in  security  or  responsible  for  controlling  high 
technology.  If  you  don't  have  a  copy,  the  Defense 
Investigative  Service  will  be  pleased  to  make  a 
copy  available.  We  also  promote  security  aware¬ 
ness  through  the  various  courses  conducted  by 
the  Defense  Security  Institute  and  through  the 
audio  visual  products  produced  by  the  Institute. 

In  addition  to  the  foregoing,  the  Defense  Inves¬ 
tigative  Service  cooperates  with  the  FBI  in  their 
security  or  DECA  briefings  for  industry.  These 
briefings  highlight  the  threats  encountered  by 
industry  and  directs  specific  attention  to  ensure 
the  contractor  is  aware  of  and  acts  in  compliance 
with  statutes  governing  technology  export.  DIS 
also  cooperates  fully  with  the  U.S-  Customs  Ser¬ 
vice  in  their  Operation  Exodus.  Throughout  the 
country,  we  have  provided  assistance  to  Cus¬ 
toms'  agents  in  their  efforts  to  intercept  illegal 
exports. 

So  much  for  what  is  being  done  by  the  Defense 
Industrial  Security  Program.  Let  me  now  direct 
your  attention  to  the  most  important  aspect.  What 
should  be  done  by  U.S.  industry?  It  is  my  sug¬ 
gestion  that  industry  must  promote  a  high  sense 
of  awareness.  This  seminar  today,  sponsored  by 
NCMS,  is  a  very  meaningful  step  in  promoting 
the  kind  of  awareness  that  is  essential  if  we,  as  a 
Nation,  are  to  be  successful  in  controlling  tech¬ 
nology  exports. 

But  to  get  from  the  general  to  the  specific,  I 
think  every  company  must  reassess  its  approach 
to  this  problem.  Don't  assume  that  your  employ¬ 
ees  are  automatically  aware  of  what  information 
is  classified,  of  what  i  nformation  i s  related  to  clas¬ 
sified  contracts  and,  therefore,  subject  to  con¬ 


trols.  Don't  assume  that  your  employees  are  aware 
of  that  body  of  information  covered  by  the  ITAR 
or  the  Export  Administration  Regulation.  These 
are  very  complex  and  difficult  issues.  People  are 
not  automatically  aware  of  the  parameters.  A  great 
deal  of  attention  must  be  directed  to  educate, 
inform  and  caution. 

In  addition,  each  company  should  be  aware  of 
the  special  problems  and  pitfalls  that  confront 
various  categories  of  their  people.  I  use  as  an 
example,  marketing  personnel.  A  marketeer,  to 
be  successful,  must  be  fully  knowledgeable  of  his 
product  and  he  must  employ  all  the  attributes  of 
a  good  salesman  to  promote  a  free  exchange  of 
information  in  order  to  be  successful  in  his  mar¬ 
keting  endeavors.  Unless  specific  steps  are  taken 
to  educate  a  marketeer  of  the  problems  and  lim¬ 
itations  on  disclosure,  it  is  almost  certain  that  in 
a  foreign  marketing  endeavor,  he  will  move 
beyond  permissible  parameters. 

Similar,  although  different  problems,  are  faced 
by  your  technical  and  engineering  personnel. 
When  an  engineer  is  brought  in  to  solve  a  tech¬ 
nical  problem  for  a  foreign  client,  his  natural  incli¬ 
nation  will  be  to  bring  all  his  technical  expertise 
to  bear  on  the  problem.  The  engineer,  unless 
aware,  will  not  stop  to  compartmentalize  in  his 
mind  that  information  which  might  be  classified 
or  that  information  subject  to  export  controls. 
Given  the  natural  training  and  background  of  the 
engineer,  his  primary  focus  of  attention  will  be, 
solving  the  problem  at  hand. 

A  similar  problem  is  encountered  by  scientific 
and  technical  personnel  who  participate  in  inter¬ 
national  scientific  meetings  and  symposiums. 
Again,  their  natural  inclination  will  be  to  "fully" 
participate.  Your  role  must  be,  from  a  security 
standpoint,  to  ensure  they  understand  what 
information  may  be  disclosed  and  what  infor¬ 
mation  must  be  held  back. 

Another  category  of  your  employees  which 
requires  special  attention  are  those  who  are  per¬ 
manently  assigned  overseas  and  those  who  visit 
overseas.  These  people  have  direct  encounters 
with  foreign  clients  and  this  poses  a  particular 
kind  of  a  risk— a  risk  that  technical  data,  not 
authorized  for  export,  will  be  inadvertently  dis¬ 
closed. 


So  how  does  a  company  go  about  promoting  Cognizant  Security  Office  (COG)  is  not  used,  the 

security  awareness?  How  can  companies  ensure  possibility  of  compromise  of  the  classified  mate- 

that  their  people  are  attuned  to  the  problem?  I  rial  is  greatly  increased, 

suggest  that  your  company  establish  a  Corporate 

Technology  Control  Team  to  provide  high  visi-  2.  Guidance  is  not  tailored  to  the  performance 
bility  and  oversight  to  the  technology  control  of  the  contract/subcontract.  Entire  guides  are  often 

problem.  This  team  should  be  made  up  of  top  cited  as  guidance  on  the  DD  Form  254  when  only 

executives  from  engineering,  marketing,  legal  and  a  small  portion  of  the  guide  is  applicable  to  the 

security.  The  team's  role  should  be  to  keep  the  performance  of  the  contract.  Extracts  or  specific 

technology  transfer  problem  front  and  center  to  reference  to  certain  portions  of  the  guide  should 

ensure  that  employees  who  have  occasion  to  meet  be  provided.  We  also  see  many  references  to  user 

with  and  deal  with  foreign  representatives  know  agency  directives,  i.e.,  Air  Force  regulation  No.  _, 

what  is  classified  and  know  what  technology  is  Army  regulation  No.  _  ,  or  Navy  instruction,  etc., 

embargoed.  Above  all,  to  be  successful  in  this  should  be  consulted.  These  documents  are  not 

very  difficult  area,  we  must  have  the  full  support  provided  to  the  contractor  and  even  if  they  were, 

of  top  management.  If  top  management  lets  it  be  normally  they  would  not  provide  adequate  guid- 

known  that  control  of  technology  and  compliance  ance  for  the  performance  of  the  contract.  This 

with  statutory  and  regulatory  requirements  is  practice  places  an  unnecessary  burden  on  the 

company  policy,  we  will  succeed.  Your  partici-  contractor  and  should  be  avoided, 

pation  in  this  conference  is  a  very  meaningful 

step  toward  a  solution  to  the  problem.  3.  Item  15  of  the  DD  Form  254  contains  only 

information  extracted  from  the  Industrial  Secu- 
Let  me  talk  briefly  on  our  Classification  Man-  rity  Manual  (ISM).  All  contractors  performing  on 

agement  (CM)  function.  a  classified  contract  are  bound  by  the  security 

agreement  to  the  provisions  of  the  ISM.  Extracts 
We  are  continuing  to  stress  our  (CM)  function  from  the  ISM  do  not  provide  classification  guid- 

in  DIS — providing  guidance  and  assistance  to  ance  to  a  contractor  and  often  only  causes  con- 

contractors  and  user  agencies.  Many  training  fusion.  The  ISM  provides  procedures  and  guid- 

sessions  have  been  held  over  the  past  year  by  ance  for  safeguarding  classified  information  that 

our  classification  management  (CM)  specialists.  has  been  provided  to  the  contractor  or  that  has 

We  now  have  CM  specialists  in  all  regions,  with  been  generated  2nd  classified  by  the  contractor 

experience  in  a  user  agency  or  a  contractor  facil-  using  the  guidance  that  was  provided  with  the 

ity,  (except  the  Los  Angeles  region  which  is  cur-  DD  Form  254. 

rently  vacant).  We  are  placing  more  emphasis  in 

our  review  of  the  guidance  provided  and  are  look-  We  see  many  guides  and  DD  Form  254s  which 

ing  for  ways  and  means  to  improve  on  our  role  are  very  wordy  and  look  very  impressive.  How- 
in  this  area.  ever,  if  the  words  do  not  pertain  to  the  perfor¬ 

mance  of  the  contract  and  if  the  DD  Form  254 
We  continue  to  see  many  problems  with  the  does  not  provide  the  contractor  or  subcontractor 

DD  Form  254s  which  are  provided  to  contractors  with  the  the  guidance  needed  for  his  particular 

and  subcontractors  alike,  such  as:  contract,  it  is  meaningless. 

1.  The  name  and  address  of  the  contractor  We  solicit  your  cooperation  in  trying  to  improve 
subcontiacto r  is  not  correct.  This  is  very  impor-  the  guidance  and  the  DD  Form  254.  With  your 

tent  since  the  name  and  address  furnished  by  the  help  and  cooperation  we  can  improve  this  area 

C  rgnizant  Security  Office  (COG)  doting  the  veti-  of  the  industrial  security  program.  Please  feel  free 

fixation  process  is  the  address  that  has  been  to  call  on  our  CM  specialist  in  each  region  if  we 

established  to  receive  classified  information  at  can  be  of  assistance  to  you. 

the  facility.  Some  facilities  have  a  great  volume 
c;f  registered  and  certified  mail  that  is  normally 
received  by  them  and  establish  a  specific  address 
solely  for  the  purpose  of  receipt  of  their  classified 
mail.  If  the  exact  address  that  is  provided  by  the 


Let  me  now  highlight  for  you  some  aspects  of 
the  OISP  workload.  Figure  1  shews  our  growth 
from  FY  1980  where  we  had  10,869  cleared  facil¬ 
ities  to  FY  1984  where  there  are  currently  over 
14,000  cleared  facilities.  (See  Figure  1) 

There  has  further  been  a  dramatic  increase  in 
contractor  facilities  with  ADP  Systems.  Please  note 
that  these  have  grown  from  994  in  FY  1982  to 
1588  in  FY  1984.  (See  Figure  2) 

Total  ADP  Systems  in  use  in  all  these  facilities 
now  number  over  8,000,  providing  an  ever 
increasing  responsibility  upon  our  ADP  Special¬ 
ists.  There  is  one  or  more  such  Specialist  assigned 
in  each  region.  (See  Figure  3) 

Our  DISP  contractor  inspections  have  increased 
to  a  projected  inspection  schedule  of  over  21,000 
for  FY  1984.  (See  Figure  4) 

With  this  number  of  inspections  we  find  the 
greater  majority,  43%,  are  with  no  deficiencies. 
Approximately  3%  involve  major  deficiencies, 
while  only  nine  facilities  to  date  in  FY  1984  have 
been  unsatisfactory.  (See  Figure  5) 

Our  Office  of  Industrial  Security,  International 
at  Brussels,  Belgium  keeps  tabs  on  cleared  per¬ 
sonnel  assigned  overseas.  There  are  over  2700 
in  Europe,  about  2,000  in  the  Middle  East,  171  in 
Africa,  697  in  the  Far  East  and  several  hundred 
others  in  other  parts  of  the  world.  (See  Figures  6 
and  7) 

With  respect  to  Personnel  Security  clearances, 
our  Defense  Industrial  Security  Clearance  Office 
(DISCO)  will  process  approximately  230,000  in  FY 
1984.  This  is  up  from  155,000  in  FY  1980.  (See 
Figure  8) 

As  many  of  you  know  we  are  gradually  reduc¬ 
ing  the  times  for  Secret  and  Top  Secret  clear¬ 
ances. 

With  our  emphasis  on  reporting  of  Adverse 
Information  there  has  been  an  increase  of  reports 
from  879  in  FY  1981  to  e  projected  amount  of 
approximately  3,000  reports  in  FY  1984.  (See 
Figure  9) 

The  average  Deify  openings  and  closings  of 
personnel  Security  Investigations  is  now  at  about 
840  cases  per  day.  This  should  help  reduce  and 
eliminate  our  backlog.  (See  Figure  10) 


I  have  one  final  chart  (Figure  11)1  want  to  show 
you  and  give  you  a  little  background  on  it.  It's  a 
little  bit  of  a  "tongue  in  cheek"  thing.  It's  a  bal¬ 
ance  statement.  You  know  the  Defense  Investi¬ 
gative  Service  conducts  investigations  and  works 
on  a  normal  budgeting  process  like  most  govern¬ 
ment  agencies.  The  Office  of  Personnel  Manage¬ 
ment  (OPM)  operates  on  an  industrial  funding 
basis.  They  do  the  investigations  for  most  of  the 
non-DoD  agencies  of  government.  Their  biggest 
customer  is  the  Department  of  Energy.  Whenever 
any  of  those  departments  request  an  investiga¬ 
tion  from  OPM  they  get  a  bill  and  they  have  to 
pay  about  $1,500  for  every  investigation.  On  the 
first  of  March  OPM  put  out  a  revised  reduced 
price  list  of  what  they  charge  per  investigation.  A 
special  background  investigation  is  about  eigh¬ 
teen  hundred  dollars  ($1800).  A  regular  back¬ 
ground  investigation  is  about  fifteen  hundred 
dollars  ($1500).  We  took  their  prices  and  we  mul¬ 
tiplied  that  by  the  number  of  investigations  that 
the  Defense  Investigative  Service  accomplished 
in  these  categories  during  fiscal  year  1983.  If  we 
were  to  operate  on  an  industrial  funding  basis 
we  would  have  had  net  sales  in  that  fiscal  year  of 
$234.5  million.  Now,  reduce  from  that,  the  actual 
budget  of  that  year  to  run  our  investigation  oper¬ 
ation  of  78.6  million.  We  would  have  had  a  gross 
profit  of  155.9  million.  Now  we  have  to,  of  course, 
run  a  headquarters  and  that  costs  us  $6  million  a 
year  and  I  threw  the  Industrial  Security  Program 
in  free.  We  run  that  for  the  taxpayers  for  nothing, 
so  we  reduce  that  from  the  total,  to  give  us  a  net 
profit  of  128.9  million  dollars,  which  would  have 
been  a  net  profit  of  55%.  We  had  a  budget  in  fiscal 
1983  of  about  $110  million  and  if  we  were  to 
operate  on  a  profit  and  loss  basis,  the  industrial 
funding  basis  we  would  have  been  able  to  turn 
back  to  the  stockholders,  the  taxpayers,  $128  mil¬ 
lion.  I  only  put  that  up  to  show  that  I  think  you, 
the  taxpayers,  are  getting  your  dollar's  worth  from 
the  efforts  of  The  Defense  Investigative  Service. 
We  are  conducting  more  personnel  security 
investigations  than  have  ever  been  run  in  the 
pest,  end  we  think  we  ere  doing  en  excellent  jot. 
Our  people  are  working  awfully  hard  to  do  that.  I 
think  these  statistics  emphasize  that  fact.  Thank 
you  very  much. 


DISP  WORKLOAD  VS  ISP  RESOURCES  (LESS  OSI) 


CONTRACTOR  FACILITIES  WITH  ADP  SYSTEMS 
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DISP  INSPECTION  RESULTS 


RESULTS 


NUMBED  ** 


%  OF 
TOTAL 

NUMBER 

%  OF 
TOTAL 

46 

M20 

47 

14 

2,756 

15 

31 

6,742 

36 

2 

303 

2 

.03 

5 

.02 

100% 

It, 626 

100% 

fQ  VI 
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V0460:  OFFICE  OF  INDUSTRIAL  SECURITY  INTERNATIONAL,  BRUSSELS,  BELGIUM 

NUMBER  OF  CLEARED  PERSONNEL  ASSIGNED  OVERSEAS  MARCH  I9M 


EUROPE 

MIDDLE  EAST 

AFRICA 

Balgnim 

234 

Bahiatn 

4 

Algal  ta 

It 

Oanmaik 

21 

Bangiadath 

1 

Camaioim 

1 

Fianca 

42 

Egypt 

139 

Congo 

Cm  many 

1.344 

Itiaal 

49 

tialmn 

1 

tiiaaca 

•2 

Jim  dan 

26 

Kanya 

1 

leal  and 

20 

Kuwait 

91 

Liliana 

t 

li  aland 

6 

India 

1 

MiNIKLI) 

31 

Italy 

190 

Muicat/Oman 

1 

Niyitt 

1 

luaambouig 

4 

Pakistan 

63 

Nigaiia 

1 

Na  that  land* 

69 

Saudi  Aiatxa 

1.613 

Sanagal 

1 

No*  way 

16 

llnilad  Emu  at  a* 

10 

SaytluHIvt 

7li 

Pot  lugal 

9 

Yaman 

1 

Somalia 

1 

Swtdm 

3 

Sou  (It  AIih4 

3 

St*atn 

169 

IOIAL  PERSONNEL 

1.999 

Si  IkilatM 

2tt 

Sun  t/ai  land 

4!i 

Duty  Station* 

206 

Sudan 

li 

Tuikay 

217 

lamina 

1 

Unilad  Kingdom 

279 

- — - 

(DIAL  PI  I1SONNEL 

171 

IOIAL  PERSONNEL 

2.739 

Duly  Station* 

34 

Duly  Station* 

911 

FIGURE  • 
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DISCO:  ADDITIONAL  CLEARED  PERSONNEL  ASSIGNED  OVERSEAS  -  MARCH  1984 


FAR  EAST 

Australia 

99 

Hong  Kong 

4 

Indonesia 

11 

Japan 

216 

Koraa 

162 

Malaysia 

27 

Phillip  mas 

102 

Singapore 

24 

Taiwan 

4S 

Thailand 

I 

total  personnel 

69/ 

Duty  Stations 

349 

CLASSIFIED  SITE 

TOTAL  PERSONNEL 

46 

Duty  Stations 

1 

SOUTH  AMERICA 

Aigantina 

3 

Braid 

10 

Colombia 

1 

Ecuador 

6 

Paru 

1 

Vanaruala 

63 

TOTAL  PERSONNEL 

73 

Duty  Stations 

29 

miscellaneous 

Bahamas 

162 

Bar  muds 

46 

Graanland 

209 

Otago  Garcia 

6 

Nm  Zed  and 

2 

TOTAL  PERSONNEL  414 

Duly  Stations  K 


CENTRAL  AMERICA 

■ 

Guatemala 

19 

Honduras 

Panama 

H 

TOTAL  PtHSONNEL 

6 

Duty  Statiuiis 

4 

NORTH  AMERICA 

Canada 

99 

Mmko 

9 

TOIAI  PERSONNEL 

108 

Ouiy  Station* 

66 

1  Asol 

March 

May 

19M 

1983 

Total  Parsomsal 

Assigned  Overseas  -  6.241 

6.909 

Total  NunsluM  ul 

Duty  StalHMis  1.616 

1.03/ 

DISCO:  PERSONNEL  SECURITY  CLEARANCES  GRANTED 
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DISCO  -  ADVERSE  INFORMATION  REPORTS 


NUMBER 

RECEIVED: 

INDUSTRY 

622 

743 

1,257 

1,372 

2,352 

GOVERNMENT 

257 

306 

375 

376 

654 

TOTALS 

879 

1,049 

i 

1,632 

1,748 

2,997 

NGS 


OEFENSE  INVESTIGATIVE  SERVICE 

INCOME  STATEMENT 

FOR  FISCAL  YEAR  ENDING  SEPTEMBER  30,  1983 

Dollars  in  millions 


SALES  (DIS  completed  workload  at  OPM  prices)  $234.5 

EXPENDITURES  (PSI,  FY83  Budget  Costs)  78.6 

Gross  Profit  155.9 

ALLOCATION  OF  OVERHEAD 

Industrial  Security  (FY  1983  Budget  Costs)  21.0 

DIS  Headquarters  (FY  1983  Budget  Costs)  -  0.0 

Net  Profit  $128.9 

Gross  Profit  as  a  %  of  sales  66.4 

Net  Profit  as  a  %  of  sales  55.0 ja/ 


_a /  DIS  can  pay  for  the  Industrial  Security  program  and  still  make  a  55% 
profit  on  Sales  (  DIS  workload  completed  at  OPM  prices). 

FIGURE  11 
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U.S.  STATE  DEPARTMENT  APPROACH  TO 
TECHNOLOGY  TRANSFER 

Allen  Suchinsky 

Deputy  Chief,  Arms  Licensing  Div. 

Office  of  Munitions  Control 
U.S.  Department  of  State 
Washington,  D.C. 

Mike  and  I  have  been  talking  about  the  possi¬ 
bility  of  my  joining  this  organization.  He  just 
handed  me  about  25  applications,  and  I'm  not 
sure  what  that  means.  He  also  assured  me  at 
lunch  today  that  no  one  would  throw  anything, 
awaybut  I've  heard  that  before  but  I've  got  some 
distance  on  you  in  the  U.S.  Department  of  State 
approach  to  technology  transfer.  It's  certainly  s 
very  timely  and  interesting  subject  these  days 
because  the  Department  of  State  has  many  peo¬ 
ple  who  don't  understand  and  realize  it  is  :he  only 
government  agency  involved  with  licensing  com¬ 
mercial  sales  of  military  equipment.  Many  people 
assume  that  that's  a  DoD  function,  but  it  never 
has  been.  It's  always  been  a  State  Department 
function,  and  as  I'll  indicate  to  you  later  and  I 
think  you  will  hopefully  begin  to  understand  that 
we  have  a  tremendous  responsibility  and  a  tre¬ 
mendous  effort  these  days  in  view  of  the  greater 
and  greater  concern  on  what  technology  is  being 
released,  to  whom  it's  going,  which  agency  is 
doing  the  licensing,  and  are  companies 
approaching  the  proper  agency.  I'll  get  into  this 
also.  More  and  more  we  are  finding  that  com¬ 
panies  are  not  going  to  the  right  agency  for  licenses 
and  this  is  causing  many  severe  difficulties.  As 
Tom  0'8rien  emphasized  this  morning  one  of  the 
biggest  problems  in  loss  of  technology  to  the  bloc 
countries  or  other  unacceptable  destinations  is  a 
lack  of  understanding  on  the  part  of  corporate 
employees  as  to  what  the  regulations  are,  what 
the  responsibilities  are  of  the  various  agencies 
with  licensing  responsibilities  and  I  certainly 
couldn't  agree  with  them  more  that  this  is  a  severe 
problem  I  would  certainly  hope  that  your  com¬ 
panies  would  attempt  at  their  utmost  to  educate 
such  people  as  marketeers,  who  as  it  was  indi¬ 
cated  this  morning  are  interested  in  making  a  sale 
and  sometimes  they  are  not  too  interested  in  any¬ 
thing  else  but  making  a  sale.  They  can  cause 
severe  difficulties  for  themselves  and  yourselves, 
especially  in  these  days  when  many  more  people 
are  watching  and  concerned  about  where  tech¬ 
nology  is  going.  There  is  not  a  speaker  on  the 


agenda  from  the  Department  of  Commerce.  They 
have  a  tremendous  role  also  in  the  export  and 
the  licensing  of  technology  that  may  have  mili¬ 
tary  utility  and  I  would  hopefully  touch  on  a  num¬ 
ber  of  aspects  relating  to  their  responsibility  and 
give  you  some  feeling  for  the  sorts  of  things  that 
they're  involved  with  and  interested  in.  My  pri¬ 
mary  focus  will  be  on  the  State  Department's 
role.  In  that  regard,  the  Department  of  State's  role 
in  technology  transfer  is  strictly,  and  I  say  strictly 
a  control  scenario.  We  have  a  control  function  as 
opposed  to  the  Department  of  Commerce  func¬ 
tion  which  is  to  promote  exports  of  equipment 
technology  of  whatever  sort.  This  is  very,  very 
important  to  understand  because  we  are  fre¬ 
quently  accused  of  not  helping  out  companies  in 
their  foreign  sales  efforts.  Why  don't  you  have 
people  in  the  embassy  running  around  pushing 
the  sale  of  military  equipment  in  various  countries? 
Why  don't  you  go  on  trips  as  say  the  French  or 
many  others  do,  trips  with  the  marketeers  and  be 
right  at  their  side  and  show  that  the  U.S.  govern¬ 
ment  is  behind  them?  Well,  there  is  some  validity 
to  this  but  what  it  would  take  would  be  a  total, 
and  I  mean  a  total  180  degree  turn  in  the  role  of 
the  Department  of  State.  The  promoters  in  certain 
instances  are  people  over  on  the  DoD  side.  Our 
role  again  is  strictly  a  control  function.  In  fact  it's 
always  interesting  to  go  to  a  joint  meeting  in 
Washington  where  there  are  Department  of  Com¬ 
merce  Office  of  Export  Administration  people 
present  and  Office  of  Munitions  Control  people 
present.  You  will  find  the  Office  of  Export  Admin¬ 
istration  people  and  others  from  Commerce  run¬ 
ning  around  tapping  people  on  the  shoulder  from 
industry  saying  watch  for  such  and  such  an 
opportunity,  look  at  this  and  read  about  that.  We 
unfortunately  at  times  have  to  stand  there  and 
say  but  don't  be  so  certain  you'll  be  able  to  get 
an  approval  down  the  road  should  you  make  a 
sale.  We  are  talking  from  State  Department's  per¬ 
spective  at  something  called  a  munitions  list  item 
for  export  purposes  or  munitions  list  technology. 
One  of  the  great  difficulties  is  definitional.  What 
are  we  talking  about  when  we  say  munitions  list 
item  as  opposed  to  a  commercial  item  that  the 
Department  of  Commerce  has  licensing  respon¬ 
sibility  over.  Many  of  the  items  which  are  used 
by  foreign  military  organizations  fall  under  the 
Department  of  Commerce  export  licensing  juris¬ 
diction.  Many,  many  others  fall  under  the  State 
Department's  license  and  jurisdiction  and  part  of 
the  educational  process  within  your  companies 
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is  to  clearly  understand  and  make  sure  your  peo¬ 
ple  understand  the  distinction  between  those  two 
jurisdictional  set  ups.  If  you  are  on  the  verge  of 
consummating  a  big  deal  for  a  lot  of  dollars,  say 
on  the  military  side,  and  for  whatever  reasor.  you 
go  to  the  wrong  agency  with  your  license  appli¬ 
cation,  you're  talking  about  the  possibility  of  a 
number  of  months  in  extra  delay  over  and  above 
what  it  takes  to  process  a  license  application 
because  it  may  be  batted  around  between  the 
two  agencies.  Commerce  may  consult  with  us, 
we  may  have  to  consult  with  Commerce  and  we 
may  have  to  start  switching  papers  back  and  forth 
and  you  might  lose  a  sale.  You  might  lose  a  letter 
of  credit  or  a  number  of  possibilities  and  it  makes 
nobody  look  good,  quite  frankly,  on  the  commer¬ 
cial  side  or  on  the  governmental  side.  So  what 
I'd  like  to  do  is  just  give  you  a  very,  very  brief 
definition  of  what  we  consider  a  munitions  list 
item,  meaning  an  item  of  equipment  or  technol¬ 
ogy  which  is  licensable  by  the  Department  of 
State.  Basically  it's  this;  any  item  which  is 
designed,  built  or  modified  for  a  specific  military 
application  falls  on  the  U.S.  Munitions  List  and  is 
licensable  by  the  State  Department.  Designed, 
built  or  modified  encompasses  certainly  such 
items  as  nomenclatured  equipment,  equipment 
built  under  a  DoD  contract,  or  equipment  which 
may  have  been  commercial  at  one  time  and 
licensed  by  the  Department  of  Commerce  but 
now  has  been  modified  for  some  specific  military 
program.  This  material  is  licensable  by  the 
Department  of  State  and  I  have  to  stress  if  there 
ever  is  any  question  of  that  come  and  talk  to  us 
about  it  and  if  necessary  we  can  run  what  we  call 
a  commodity  jurisdiction  case,  which  is  a  formal 
letter  request  from  you  for  a  firm  jurisdictional 
determination  on  who  has  licensing  responsibil¬ 
ity  down  the  road  on  an  item  of  equipment. 

What  confuses  the  issue  frequently  is  this.  Your 
company  may  have  an  item  which  since  its  incep¬ 
tion  or  invention  and  from  the  first  time  it  was 
exported  has  always  gone  out  under  a  Depart¬ 
ment  of  Commerce  license.  The  end  users  abroad 
have  always  been  commercial  end  users.  All  of  a 
sudden  you're  approached  by  a  foreign  military 
organization  and  they  show  some  interest.  Many, 
many  people  jump  to  the  conclusion  that  the  item 
now  has  to  go  to  the  State  Department  to  be 
licensed.  That  is  incorrect,  by  definition  that  item 
again  is  not  designed,  built  or  modified  for  mili¬ 
tary  application  and  is  on  the  Commerce  list.  In 


other  words  the  end  user  is  never  the  determi¬ 
nant  as  to  who  has  licensing  responsibility,  it's 
the  very  nature  of  the  item  itself. 

There  is  one  other  aspect  of  the  factor  of  saving 
time  like  going  to  the  proper  agency  with  the 
license  request.  You're  not  only  saving  time  and 
a  lot  of  other  potential  problems  nowadays 
because  of  project  EXODUS  which  was  alluded 
to  earlier  this  morning  where  many,  many  com¬ 
panies  are  running  afoul  of  customs.  They're  hav¬ 
ing  items  seized,  they're  having  items  detained, 
they're  paying  fines,  they're  making  customers 
in  many  instances  extremely  unhappy  because 
promised  delivery  dates  have  gone  awry.  It's  not 
always  the  manufacturer  or  the  company  that 
comes  for  the  export  license  that's  the  perpetra¬ 
tor  of  the  crime  in  effect,  as  far  as  customs  may 
be  concerned  or  any  other  person  or  body  look¬ 
ing  at  what's  being  shipped.  Freight  forwarders, 
another  group  which  primarily  is  out  to  make 
their  money  and  make  it  quickly,  want  to  ship 
equipment  They  have  a  contract  with  a  U.S.  com¬ 
pany  to  ship  their  equipment  and  that's  what  their 
business  is  all  about.  Many  are  not  the  least  bit 
concerned  with  the  regulations  other  than  there's 
a  license  that's  necessary  and  somebody  has  to 
send  it  to  customs  and  we  think  it  has  to  be  filed 
m  some  such  way.  Many  U.S.  Manufacturers 
licensees  of  munitions  list  equipment  are  finding 
that  their  freight  forwarders  are  getting  the  prime 
company  into  situations  where  they're  paying 
excessive  fines  for  violations  or  technical  viola¬ 
tions  of  the  regulations  even  when  licenses  have 
been  obtained.  I  know  for  a  fact  that  there  are  a 
number  of  freight  forwarders  that  have  been 
dropped  by  U.S  companies  and  your  companies 
in  certain  instances  may  have  had  some  experi¬ 
ence  with  this.  It's  a  very,  very  touchy  situation 
these  days,  so  by  all  means  educate,  not  only 
your  own  people,  but  anybody  whose  peripher¬ 
ally  involved  in  your  export  activities,  be  it  for 
technology  or  equipment. 

The  Office  of  Munitions  Control  is  physically 
located  outside  the  State  Department  building  in 
Rosslyn,  Virginia  If  any  of  you  are  familiar  with 
that  area,  it's  a  part  of  Arlington,  Virginia  right 
across  the  liver  from  the  District.  We've  always 
been  located  outside  of  the  main  building  so  we 
can  afford  easier  access  to  people  from  industry 
or  outsiders  so  they  can  come  and  bombard  us 
with  their  questions,  calls  and  license  applica- 


tions  and  they  certainly  do.  They've  taken  advan¬ 
tage  of  the  situation  to  an  unbelievable  degree. 
I'll  give  you  some  brief  statistics  on  that.  In  the 
Office  of  Munitions  Control,  I  have  working  for 
me  now  four  licensing  officers.  One  of  them  is 
new  and  one  of  those  positions  is  unfilled  and  it 
hasn't  been  for  six  months.  We  are  now  process¬ 
ing  in  excess  of  40,000  cases  a  year  by  those  four 
licensing  officers.  About  20%  of  those  cases  require 
extensive  review  outside  of  the  State  Department 
and  a  good  deal  of  review  within  the  office.  They're 
not  routine  cases  and  everybody  wants  their 
approvals  yesterday.  It's  a  very,  very  difficult  sit¬ 
uation.  Those  four  licensing  officers  are  process¬ 
ing  three  times  as  many  cases  as  were  processed 
by  this  office  when  we  had  twice  as  many  licens¬ 
ing  officers  a  number  of  years  ago.  That  does  not 
make  sense  to  me.  It  does  not  make  sense  to  a 
lot  of  people,  but  that's  the  way  it  is.  It's  a  very 
difficult  situation  and  your  people  who  have  to 
deal  with  us  or  those  of  you  who  do  deal  with  us, 
and  especially  those  who  come  into  the  office 
can  see  what  a  very,  very,  very  busy  place  it  is.  A 
lot  of  our  activity  is  entertaining  calls  and  visitors 
about  cases  which  have  gone  awry.  It's  been  a 
problem.  The  problem  is  that  they  haven't  been 
submitted  properly,  often  times  the  companies 
haven't  provided  sufficient  information  to  enable 
people  to  carry  out  their  review  in  a  most  expe¬ 
ditious  manner,  or  the  companies  maybe  haven't 
provided  enough  documentation  or  proper  doc¬ 
umentation  and  we  have  to  send  those  cases 
back  to  the  applicant  without  action.  It’s  very 
important  and  again  I  have  to  emphasize  to  make 
sure  that  everybody  in  companies  that  are  doing 
exporting  of  military  or  munitions  list  equipment 
understand  what  is  required.  What  is  required  is 
spelled  out  in  a  document  called  the  International 
Traffic  in  Arms  Regulations  (ITAR).  This  is,  an 
extraction  from  the  Federal  Code.  Any  of  you  who 
are  interested  in  looking  at  this  and  if  you  can't 
get  a  copy  of  the  ITAR  itself  and  you  have  access 
to  a  library  where  the  Federal  Code  is  available 
should  look  for  Title  22,  Code  of  Federal  Regula¬ 
tions,  Section  121  through  130.  This,  in  effect,  is 
the  ITAR. 

Now  within  the  ITAR,  encompassed  by  that 
document,  is  what  I  have  been  alluding  to  as  the 
U  S.  Munitions  List.  It's  a  very,  very  brief  generic 
listing  of  categories  of  military  equipment  and  it 
leaves  open  this  question  of  interpretation  which 
I've  been  mentioning  and  I  cannot  emphasize 


enough  the  need  for  consultation  such  as  calling 
us,  or  visiting  us  if  there  is  any  question  relating 
to  what  the  document  means.  I  believe  you  have 
my  phone  number,  we  have  a  lot  of  other  phone 
numbers  which  I'd  be  more  than  happy  to  pro¬ 
vide  to  you,  but  I  can't  emphasize  the  need  to 
consult.  Basically  we  guide  and  advise  II. S. 
industry  on  U.S.  government  policies  regarding 
arms  transfers  to  specific  countries  or  regions. 
That  is  one  of  our  primary  responsibilities.  If  you 
want  to  come  see  us  by  all  means  call,  make  an 
appointment  or  if  any  of  your  people  are  inter¬ 
ested  or  they  are  in  Washington  and  they  want 
to  check  up  on  a  pending  case  or  discuss  a  new 
case,  by  all  means  give  us  a  call.  We  frequently 
have  to  direct  you  to  other  agencies  or  offices  to 
seek  additional  guidance.  On  some  deep  foreign 
policy  related  concerns,  we  might  send  you  over 
to  the  main  State  Department  building  to  see  an 
appropriate  country  desk  officer,  or  regional  affairs 
officer.  As  far  as  the  technical  strategic  side  of  it 
it's  most  important  that  you  talk  to  people  over 
at  the  Pentagon  or  other  agencies  that  may  have 
some  involvement  with  your  equipment.  We  do 
give  basic  guidance  as  to  what  the  possibilities 
are  of  obtaining  licenses  for  specific  countries,  or 
regions,  or  groups  of  countries.  There  are  times 
when  it's  best  for  you  to  send  us  a  letter  request¬ 
ing  an  advisory  opinion.  These  are  situations  or 
scenarios  where  you  have  a  possibility  or  you 
heard  that  there's  the  possibility  of  making  a  sale 
in  country  X  of  equipment  Y.  The  country  is  a 
little  touchy  and  you  are  not  sure  if  it's  a  sensitive 
enough  country  that  because  of  the  politics  of 
that  country  or  region  you'd  get  an  ultimate 
approval  of  an  export  license  should  you  submit 
one  to  us.  You  are  not  certain  whether  or  not  you 
should  expend  the  effort  and  start  sending  peo¬ 
ple  on  trips  abroad  because  everything  may  fall 
apart  when  you  come  for  that  license  and  we 
have  to  tell  you  no.  The  thing  to  do  is  write  us  a 
letter  requesting  an  advisory  opinion.  Tell  us  the 
nature  of  the  program,  give  us  as  much  infor¬ 
mation  as  you  can  as  to  what  you  foresee  as  the 
scope  of  the  sale  and  the  level  of  technology 
which  might  be  released.  We  will  send  that  request 
to  the  people  who  would  be  reviewing  the  actual 
request  for  the  hardware  or  technical  data  license. 
In  some  instances  send  the  manufacturing  or 
technical  assistance  agreement  that  you'll  be  put¬ 
ting  together,  and  we  will  come  back  to  you  with 
an  inprinciple  position  which  we  generally  95  per¬ 
cent  of  the  time  can  live  with  and  will  all  live  with. 


This  falls  apart  itself  on  occasions  as  there  have 
been  such  instances  of  countries  like  Iran  going 
down  and  in  that  instance  a  lot  of  companies  lose 
a  lot  of  contracts,  money  and  a  lot  of  sales  effort. 
We  were  faced  with  having  to  revoke  hundreds 
and  hundreds  of  export  licenses  and  finding  out 
where  those  licenses  were  logged  and  which  cus¬ 
toms  agencies  even  had  those.  So  sometimes 
things  do  fall  apart,  but  write  the  letters  or  talk  to 
us  and  we  can  give  you  a  pretty  firm  indication 
as  to  what  the  possibilities  of  gaining  approval 
from  us  will  be. 

We  process  other  types  of  cases  beside  the 
advisory  opinion  requests  such  as  the  commod¬ 
ity  jurisdiction  requests,  as  I  mentioned  earlier. 
We  process  the  actual  licenses  themselves  for  the 
export  of  technical  data  or  equipment.  We're  talk¬ 
ing  about  a  separate  license  for  unclassified 
equipment  and  data  and  a  different  form  for  clas¬ 
sified  equipment  and  data.  We  have  a  different 
form  for  temporary  export  for  demonstration 
purposes  of  equipment  and  another  form  for 
temporary  import  of  equioment  that's  being  sent 
back  to  the  United  States  for  repair  or  overhaul, 
or  whatever  and  then  is  being  returned  to  the 
owner  of  the  equipment.  There  are  a  lot  of  forms 
involved,  a  lot  of  paper  work  involved  and  some¬ 
times  it  is  difficult  to  sort  it  all  out,  and  then  you 
compound  that  by  adding  the  requirement  for 
what  we  call  manufacturing  license  agreements 
when  you  are  going  to  in  effect,  set  up  a  co¬ 
production  arrangement  with  a  foreign  company 
or  foreign  government.  We're  not  talking  about 
a  license  form  there,  we  are  talking  about  a  doc¬ 
ument  that  has  to  be  put  together  by  your  cor¬ 
porate  legal  types  and  is  page  after  page  of  legal¬ 
ities  and  clauses  and  U.S.  government  legislated 
stipulations  which  must  be  included  in  those 
agreements.  Technical  assistance  agreements  to 
provide,  by  indication,  technical  assistance  over 
a  lengthy  period  of  time  in  a  foreign  country. 
These  sorts  of  activities  that  can  be  difficult  and 
confusing  and  when  I  give  these  seminars  at  the 
corporate  levels  and  go  to  visit  a  company  you 
stand  there  for  hours  sometimes  going  through 
the  nuts  and  bolts  of  filling  out  an  application, 
putting  it  all  together,  getting  it  submitted  prop¬ 
erly  and  that  doesn't  even  cover  it  all.  It's  very, 
very  confusing.  But,  again  it  can  lead  to  some 
difficulties  so  actually  it's  not  a  bad  idea  if  you 
have  only  peripheral  involvement  with  those  reg¬ 


ulations  to  just  pick  up  a  copy  and  look  them  over. 
It  can  be  very  enlightening  and  you  might  dis¬ 
cover  that  some  of  the  people  in  your  company 
are  doing  things,  or  have  been  doing  things  which 
raise  some  questions  as  to  whether  or  not  that 
marketeer  should  have  talked  as  much  as  he  had, 
even  under  an  approved  license,  because  the 
scope  of  the  license  didn't  cover  everything  Be 
concerned  about  these  things.  As  was  indicated 
earlier,  it's  not  only  classified  material  we're  con¬ 
cerned  with.  It's  any  material  that  is  under  some 
control.  Meaning  that  there  is  a  licensing  require¬ 
ment  for  it. 

I  mentioned  earlier  that  about  15  to  20  percent 
of  the  cases  we  receive  are  sent  out  of  the  office 
for  review.  The  remainder  are  generally  routine 
cases  which  are  for  spare  parts,  or  there  are 
renewals  of  expiring  licenses  or  they're  for 
unshipped  balances  remaining  from  previously 
issued  licenses.  These  are  the  routine  ones.  It's 
those  12  to  20  percent  that  take  up  a  lot  of  time 
and  there  are  a  lot  of  things  certainly  companies 
CBn  do  to  assist  in  the  processing  of  those  cases 
which  are  going  to  take  time,  which  do  require 
outside  review.  Here's  a  few  examples:  When 
you  submit  a  case  or  when  your  company  sub¬ 
mits  a  case,  it  may  take  longer  to  do  it  and  it  may 
require  a  little  digging  from  people  filling  out  the 
license  applications,  but  write  a  cover  letter  and 
tell  us  about  the  sorts  of  things  which  might  be 
important  in  getting  somebody  who  is  reviewing 
the  case  to  possibly  move  it  along  quicker.  In 
other  words,  a  very,  very  basic  example.  We 
receive  a  lot  of  cases  in  the  office  and  we  take  a 
look  at  them,  and  we  even  take  a  look  at  the  back 
up,  technical  data,  or  descriptive  brochure  and 
we  still  haven't  the  foggiest  idea  which  U.S.  ser¬ 
vice  or  services  has  cognizance  over  those  items. 
If  it's  clear  to  us  that  it's  an  item  that  the  Air  Force 
has  been  involved  with  or  had  contracted  for  pro¬ 
duction  wise,  we  know  that  the  case  has  to  be 
sent  to  the  Air  Force  along  with  any  other  parties 
which  may  have  an  interest  in  »t.  but  if  we  can't 
determine  that,  we  may  and  we  do  send  cases  to 
the  Air  Force  and  Army,  or  the  Air  Force,  Army 
and  Navy  and  sometimes  to  the  National  Security 
Agency  unnecessarily.  It's  important  to  give  us 
the  sort  of  information  which  will  assist  us  in 
expeditious  processing  of  these  cases.  If  this  type 
of  information  is  not  in  the  brochure,  give  us  a 
cover  letter  and  name  names  and  tell  us  who  at 
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DoD  is  the  contract  office.  When  the  case  gets 
over  to  DoD  it  has  to  go  through  about  15  differ¬ 
ent  offices  within  one  service.  In  those  cases  if 
somebody  has  that  case  and  has  to  say  some¬ 
thing  about  it  and  doesn't  have  the  foggiest  idea 
what  it  is  really  all  about,  and  if  they  have  a  name 
of  a  contact,  they  can  move  the  case  quickly  rather 
than  setting  it  aside  and  saying,  well  I'll  get  back 
to  that  when  t  can  focus  on  it  better.  In  other 
words,  provide  the  Department  of  State  with  suf¬ 
ficient  information  to  make  it  clear  to  us  as  lay¬ 
men  and  we  are,  we  are  not  technicians,  what  it's 
all  about.  Do  the  same  thing  with  descriptive  lit¬ 
erature.  We  ask  for  six  copies.  Please  give  us 
copies  that  are  comprehendible  to  us.  That's  not 
to  say  don't  send  technical  data  packages.  Yes,  if 
you  are  exporting  a  technical  data  package,  we 
do  want  to  see  that  because  it  is  going  to  have  to 
be  reviewed  by  the  technicians.  But  also  if  you 
have  sales  type  literature  such  as,  glossy  bro¬ 
chures  that  put  everything  in  laymen's  terms,  the 
people  not  only  in  my  office,  but  the  people  in 
the  main  State  Department  building  who  may 
have  to  look  at  these  cases  are  certainly  going  to 
understand  what  it's  all  about.  Other  short  cuts 
are  to  come  to  Washington  and  pre-brief  our  peo¬ 
ple.  Tell  them  they  have  a  case  that's  coming  in 
that's  very  sensitive  or  complicated,  and  let  them 
know  what  it's  all  about,  bet  them  know  it's  on 
its  way  and  let  them  know  if  there  are  time  con¬ 
straints  such  as  deadlines  that  you  have  to  meet. 
Time  constraints  are  another  very,  very  touchy 
aspect  of  this  whole  business.  You  can  come  to 
Washington  and  tell  everybody  about  the  prob¬ 
lems  you  are  having  in  meeting  a  contractual 
date.  You  just  put  together  this  data  package  and 
it  took  you  so  long  to  do  it  and  it  has  to  be  in  the 
country  within  only  two  or  three  weeks  and  you 
know  that  the  staffing  time  at  the  Department  of 
State  is  more  like  one  to  two  months  What  can 
we  do?  You  come  and  you  tell  me  about  it,  or  the 
people  from  your  company  do  and  you  plead 
your  case  and  you  may  go  over  to  DoD  and  do 
the  same  thing.  You  may  go  to  five,  six,  seven 
different  people  and  tell  them  about  the  time  con¬ 
straints.  That's  fine,  but  the  fifteen  other  people 
that  may  have  to  look  at  that  case  won't  know 
about  it  and  you  probably  won't  know  who  they 
are  to  be  able  to  tell  them  Even  if  you  did  tell 
them,  they  might  forget.  Therefore,  put  the  sort 
of  information  in  your  cover  letters,  by  all  means. 
Leave  very  little  to  chance,  quite  frankly,  in  this 


business.  It's  really  to  your  benefit  to  do  this. 
Bringing  this  all  together  isthe  problem  with  proj¬ 
ect  EXODUS.  I  know  this  for  a  fact  because  I've 
been  going  every  few  months  to  the  custom  train¬ 
ing  school  in  Georgia  and  keep  talking  to  their 
people.  The  customs  people  need  to  be  educated 
on  this  whole  business.  Customs  has  on  perma¬ 
nent  duty  now  in  our  office  a  customs  agent.  It's 
been  very,  very  helpful  to  us  and  to  Customs,  and 
to  industry  to  have  this  arrangement  because  we 
frequently  have  to  suggest  to  people  from  indus¬ 
try  who  call  us  that  they  talk  to  our  resident  cus¬ 
toms  agent.  The  agent  also  coordinates  on  EXO¬ 
DUS  cases,  seizure  cases  and  detention  cases.  He 
can  consult  with  the  appropriate  people  in  the 
office  so  decisions  can  be  made  quickly  as  to 
whether  or  not  to  seize  or  to  detain  an  item  of 
equipment.  On  the  industry's  side  in  relation  to 
EXODUS  not  only  is  it  important  to  make  sure 
that  your  people  ere  dealing  with  the  proper 
agency  and  are  filing  licenses  correctly,  your 
freight  forwarders  should  be  doing  the  same.  It's 
important  to  let  the  people  who  are  doing  the 
exporting  for  you,  such  as  the  freight  forwarders 
to  let  them  know  about  certain  types  of  exporta¬ 
tion  which  may  be  a  cause  for  some  problems 
with  customs.  In  other  words  here's  an  item  that 
looks  like  a  military  radio,  it's  packaged  like  a 
military  radio,  it's  painted  like  a  military  radio  and 
yet  the  Commerce  Department  has  been  licens¬ 
ing  that  item  for  a  long  time  and  they've  been 
licensing  it  for  the  simplest  of  reasons.  A  number 
of  years  ago  you  came  in  to  us  and  you  asked  for 
a  commodity  jurisdiction  ruling  and  you  pleaded 
the  case  that  this  item  does  look  like  a  military 
radio,  but  when  you  tear  it  apart  and  you  get  into 
it,  it's  made  of  all  commercial  components.  The 
Department  of  State  rule  as  a  Commerce  item 
means  that  probably  no  license  will  even  be 
required  to  slop  it  under  Commerce  jurisdiction 
to  most  any  destination.  We've  run  the  case  on 
items  like  that  and  come  back  and  have  said  to 
you  by  letter,  yes,  this  is  a  commerce  item  Fine, 
that  was  10  years  ago.  Nowadays  somebody  may 
be  stopped  at  a  port  of  exit  because  of  what  this 
•tern  looks  ike  and  the  question  may  again  be 
raised.  Therefore,  it's  a  good  idea  to  advise  freight 
forwarders  or  others  who  are  doing  the  shipping 
for  you  about  such  circumstances  where  there  is 
a  item  that  may  be  a  problem.  If  nothing  more, 
have  your  companies  talk  to  your  shipping  peo¬ 
ple  and  at  least  let  them  know  who  within  the 
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company  is  familiar  with  the  licensing  of  that  item 
of  equipment  so  that  when  these  forwarders  get 
stopped  and  are  in  a  quandry  as  to  what  to  do,  at 
least  they  will  have  somebody's  name  and/or 
number  to  call.  They  can  then  quickly  consult  and 
hopefully  smooth  the  waters  without  creating  tidal 
waves.  It  is  very  important.  There's  no  question 
that  it's  a  complex  business.  It's  important  that 
everybody  do  things  right  nowadays  and  cer¬ 
tainly  if  that  means  getting  in  touch  with  the  Office 
of  Munitions  Control,  Department  of  State.  We're 
more  than  happy  to  talk  to  you  and  have  you  visit 
with  us.  I  think  it  will  be  easier  and  save  every¬ 
body  a  lot  of  problems. 

We  have  a  few  more  minutes  and  I  know  none 
of  the  speakers  have  done  this,  but  I  am  certainiy 
willing  to  answer  some  questions. 

Q:  What  about  the  1976  version  of  ITAR7 

A:  For  many  of  you  or  most  of  you  who  may 
not  know  what's  been  going  on  these  past  few 
years,  the  ITAR  that  you'll  pick  up  today  has  a 
cover  on  it  which  says  1976  version.  It  is  the  cur¬ 
rent  version.  There  have  been  some  supplements 
to  that  and  they  have  been  sent  out  as  gospel  in 
various  newsletters  which  we  send  out  periodi¬ 
cally.  There  has  been  a  major  effort  for  a  number 
of  years  to  redo  that  document  significantly.  We've 
been  tatting  industry  that  it's  going  to  be  ready 
this  year  and  we  started  saying  this  year  about 
five  years  ago.  There  have  been  a  great  many 
difficulties  when  we’ve  come  up  with  versions 
that  we  felt  would  be  somewhat  acceptable.  We’re 
deluged  with  contrary  opinions.  Industry  had  a 
chance  to  look  at  it  when  it's  been  in  the  Federal 
Register.  Other  U.S.  government  agencies  have 
inGii  iiuiG  secuon  wfiicn  inoy  q  use  io  so©  runner 
modified  or  whatever.  We’ve  even  had  many 
comments  from  foreign  embassies  and  foreign 
governments  on  this.  It's  taken  a  tong,  tong  time 
to  rework  the  document.  It’s  taken  an  even  longer 
time  to  get  it  through  the  State  Department  legal 
office.  The  problem  there  is  that  there  are  people 
being  called  off  to  negotiate  treaties  in  Greece, 
or  Turkey  or  wherever  and  so  it  sits  for  long  peri¬ 
ods  of  time.  I  can  only  assure  anybody  that  is 
interested  that  the  legal  people  have  wrapped  up 
their  effort  on  this  and  it  is  now  back  at  our  office. 
We  are  hopefully  in  the  final  process  of  getting 
something  on  the  street,  but  I’m  not  going  to  say 
this  year.  Thank  you. 


ENFORCEMENT  OF  CRIMINAL  LAW  RELA  T/VE 
TO  STRA  TEG/C  EXPORTS 

Joseph  Tafe 

U.S.  Department  of  Justice 

Ladies  and  gentlemen,  it's  a  pleasure  to  be  here 
today.  When  Jerry  Ravino,  the  head  of  security 
at  the  Justice  Department  asked  me  if  I  would  be 
interested  in  appearing  before  your  group  we 
readily  accepted  and  I  had  the  idea  that  you  num¬ 
bered  about  24  to  40.  You  are  going  to  be  one  of 
the  biggest  groups  I  have  ever  spoken  to.  Actually, 

I  feel  as  if  I'm  among  friends  here  today.  In  my 
experience  at  the  Justice  Department,  in  the  Export 
Control  area,  I've  come  to  know  some  of  the 
speakers  that  are  going  to  appear  before  you  this 
week.  Tom  O'Brien  who  has  already  spoken  today 
is  a  person  I'd  like  to  call  a  colleague  in  the  sense 
that  we  have  dealt  with  each  other  over  the  years. 
Jim  Dearlove  from  the  DIA  is  a  dedicated  career 
man  with  the  Defense  Department  and  I  noticed 
Art  Van  Cook  who  was  with  Defense  was  also 
mentioned  as  a  speaker,  although  he  is  no  longer 
on  the  agenda.  I  think  it  is  good  when  you  are 
getting  acquainted  with  someone  to  try  and  give 
them  an  idea  of  who  you  are.  where  you've  been 
and  what  you've  done.  It's  been  my  honor  for  the 
last  eighteen  years  to  be  an  attorney  with  the  U.S. 
Department  of  Justice.  During  my  18  year  career 
1  have  spent  my  whole  career  prosecuting  and 
supervising  the  prosecution  of  criminal  cases.  In 
1966  under  President  Johnson  I  came  to  Wash¬ 
ington  and  at  that  time  Nicholas  Katzenback  was 
the  Attorney  General.  At  that  time  I  was  a  special 
assistant  to  Fred  Vincent.  I'm  going  to  mention 
some  of  these  people  who  may  be  people  you’ve 
met  over  the  years.  The  first  year  I  was  at  Justice 
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major  United  States  Attorney's  office  to  work  on 
a  special  project  for  the  criminal  division.  I  had  a 
unique  introduction  to  the  prosecution  of  crimi¬ 
nal  cases  and  to  see  how  our  criminal  justice 
system  works.  After  that  year  I  joined  the  Orga¬ 
nized  Crime  and  Racketeering  Section.  That  sec¬ 
tion  was  primarily  concerned  with  the  prosecu¬ 
tion  of  racketeers.  Not  marketeers  but  racketeers. 
During  that  time  I  had  a  unique  experience  to  see 
how  investigative  programs  start,  how  they 
develop  and  whet  type  of  resources  ate  put  into 
a  program  when  the  political  emphasis  comes. 
As  you  know  in  the  Organized  Crime  and  Racke¬ 
teering  area  there  were  no  strike  forces  back  in 
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1967.  This  was  what  we  called  pre-strike  force 
days.  Two  attorneys  would  go  out  in  the  field.  I 
worked  and  covered  six  states.  We  were  sup¬ 
posed  to  have  an  integrated  program  directed  at 
organized  crime.  Well,  we  had  various  racketeer¬ 
ing  statutes  directed  at  labor  corruption.  You  would 
go  to  a  state  say  gee,  how's  your  program? 
You  would  talk  to  two  investigators  who  spent 
every  waking  hour  on  their  job  just  collecting 
reports  and  filing  various  statements  with  the 
Labor  Department.  In  a  short  time  we  came  to 
realize  that  in  the  prosecution  of  labor  racketeer¬ 
ing  offenses  the  emphasis  just  wasn't  there.  I 
mentioned  that  just  to  give  you  relevance  later  in 
my  talk.  After  that  I  went  to  the  general  crime 
section  where  we  had  a  general  view  of  all  the 
criminal  laws,  bankruptcy,  extortion  and  kidnap¬ 
ping  cases.  I  handled  some  prosecution  and  mostly 
supervision  of  actual  prosecutions. 

In  the  late  60s  and  early  70s,  I  started  to  spe¬ 
cialize  in  bombing  cases.  You  are  probably  aware 
of  the  cap  bomb,  pin  bomb  and  the  State  Depart¬ 
ment  bombings.  One  of  the  major  cases  that  I 
worked  on  during  that  time  was  the  bombing  of 
the  University  of  Wisconsin  case  in  Madison, 
Wisconsin.  In  a  case  like  the  Madison.  Wisconsin 
bombing  case,  which  I'm  sure  you  will  recall  was 
in  1970,  a  Ph.D.  was  doing  his  final  papers  to  get 
his  doctorate  degree.  Four  individuals,  students 
of  the  University  of  Wisconsin  detonated  a  fertil¬ 
izer  bomb  next  to  the  University  of  Wisconsin 
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killed  the  professor.  The  FBI  sent  out  what  I  would 
consider  one  of  the  greatest  investigative  teams 
I  have  every  seen.  They  brought  in  top  agents 
from  every  area  of  the  country  and  the  case  itself 
was  supervised  by  Mr.  Bill  Sullivan.  Mr.  Sullivan 
was  an  inspector  in  the  Inspector  Erskin  tradition. 
He  was  respected  not  only  by  all  the  higher  ech¬ 
elon  in  the  Bureau,  but  by  the  special  agents 
themselves.  Sullivan  worked  that  case  night  and 
day  and  these  hundred  and  some  agents  that 
were  dedicated  to  that  case  worked  to  the  point 
where  we  made  a  prosecution  in  that  area  and 
we  were  able  to  solve  the  crimr 

After  that  I  had  association  with  other  cases 
such  as  the  May  Day  case  in  Washington,  D.C. 
where  the  anti-war  people  came  to  close  the  town 
of  Washington.  Do  you  recall  that  one?  In  1973, 1 
figured  it's  time  to  get  out  of  the  field  so  I  decided 
to  go  to  the  Internal  Security  section.  In  that  sec¬ 


tion  today  I  work  under  Lowell  Jensen.  He  was 
the  Assistant  Attorney  General  and  now  he  is  the 
head  of  the  Justice  Department.  I  work  under 
Steve  Trock,  the  Assistant  Attorney  General.  These 
are  people  I'm  sure  some  of  you  may  know.  Our 
job  in  the  Internal  Security  section  is  to  supervise 
every  major  criminal  investigation  involving  the 
national  security  laws  of  the  United  States.  At  the 
top  of  the  list,  of  course,  would  be  the  espionage 
area.  Since  1973,  we've  had  more  espionage  cases 
then  we've  seen  in  the  last  30  years.  It's  been  a 
very  active  area,  you  may  not  realize  it  but,  it  is 
tremendously  active.  You  are  aware  of  the  Cam- 
pillies  case  involving  the  K— 11  manual.  It  was 
purloined  from  the  CIA  and  sold  to  the  Soviets. 
That's  a  case  that  was  directly  handled  and  super¬ 
vised  by  attorneys  in  our  section,  who  were  work¬ 
ing  with  the  FBI  and  working  with  the  assistant 
United  States  attorneys  as  a  partner  on  the  team 
that  prosecutes  the  case.  I'm  sure  you  are  aware 
of  the  Boyce  Lee  case  involving  the  theft  of  infor¬ 
mation  from  TRW.  You  may  have  read  the  book 
The  Falcon  and  The  Snowman.  Then  there  was 
the  Mattson  case  and  the  recent  case  involving 
Harper  in  San  Francisco.  He  was  sentenced  this 
month  and  received  life  imprisonment.  We're  now 
handling  the  Smith  case  in  Alexandria.  Virginia 
which  involves  a  former  Army  officer  who  is 
accused  of  giving  secrets  to  the  soviets. 

Of  some  interest  to  you  perhaps  is  that  our 
section  also  handles  what  we  call  the  "leak  cases" 
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Before  an  investigation  is  initiated  into  the  field 
of  leaks  or  mishandling  the  FBI  will  come  over 
and  directly  deal  with  the  attorneys  in  our  section. 
The  question  is  whether  or  not  we  initiate  an 
investigation  or  not.  If  the  investigation  is  initi¬ 
ated,  the  results  of  that  investigation  are  given  to 
the  Justice  Department.  Our  lawyers  in  the  inter¬ 
nal  section  make  a  judgment  as  to  whether  or  not 
prosecution  should  go  forward.  Our  section  also 
handles  the  neutrality  statutes.  These  briefly 
involve  cases  where  anti-Castro  Cubans  or  Hai¬ 
tians  decide  that  they  want  to  go  and  invade  the 
motherland,  or  that  they  want  to  destroy  property 
in  a  foreign  country.  We  also  prosecute  those 
cases.  We  handle  Atomic  Energy  Act  violations 
involving  nuclear  cabotage  and  the  mishandling 
of  uranium  and  plutonium.  I'm  sure  you  are  aware 
of  the  various  matters  that  have  come  up  over 
the  years  involving  the  New  Mexico  situation. 
When  the  Iranian  sanctions  came  in  it  became  a 
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criminal  violation  to  deal  with  Iran  during  the 
time  of  the  embargo.  That's  the  International 
Emergenc/  Economic  Powers  Act  (IEEPA)  so  that 
previously  when  the  President  wanted  to  prohibit 
exports  to  a  country  he  would  act  under  the  trad¬ 
ing  with  the  enemy  act.  Now  of  course  we  have 
what  we  call  IEEPA.  There  are  more  controls  on 
the  President's  conduct  and  in  order  to  initiate  an 
investigation  you  have  to  have  the  existence  of  a 
national  emergency  before  you  can  have  a  boy¬ 
cott.  In  these  periods  where  we  initiate  embar¬ 
goes,  they  are  done  under  the  IEEPA  statute  and 
any  violations  of  that  would  come  to  the  internal 
section  for  handling  with  U.S.  attorneys. 

I  tried  to  give  you  a  fair  idea  of  who  I  am,  what 
our  section  is  and  what  we  do.  Since  1982, 1  have 
been  chief  of  a  group  called  the  Export  Control 
Enforcement  Unit  within  the  Internal  Security 
Section.  We  supervise  criminal  cases  and  inves¬ 
tigations  that  are  brought  under  the  Export 
Administration  Act  and  the  Arms  Export  Control 
Act.  We  work  very  closely  with  the  headquarters 
and  the  field  agents  in  the  various  investigative 
agencies  and  we  deal  with  United  States  attor¬ 
neys  of  which  there  are  94  United  States  Attorney 
offices  throughout  the  country.  We  deal  directly 
with  the  Assistant  United  States  Attorney  who’s 
working  with  the  investigator  on  the  case.  We 
handle  liaison  with  the  headquarters  units,  and 
with  the  various  other  departments  which  would 
become  involved  including  the  Office  of  Muni¬ 
tions  Control.  I  deal  with  Clyde  Bryant  and  Robbie 
Robinson  of  that  office.  We  deal  with  the  State 
Department  involving  matters  of  foreign  rela¬ 
tions  that  are  sometimes  effected  in  these  areas 
and  we  deal  with  Defense  and  the  Intelligence 
Community.  DIA.  CIA  and  the  NSA.  Tom  O'Brien's 
speech  and  the  way  he  approached  his  speech 
gave  me  an  idea  to  alter  somewhat  my  presen¬ 
tation.  Tom's  key  point,  at  least  the  key  point  that 
he  made  for  me  during  his  presentation,  was  that 
one  man  can  make  a  difference.  People  within 
corporations  can  become  effective  partners  with 
the  government  in  making  our  system  of  controls 
work.  Allen's  speech  sort  of  crystallised  the  thought 
somewhat  that  there  is  so  much  criticism  espe¬ 
cially  now  that  the  Export  Administration  Act  is 
up  for  renewal.  There  is  criticism  of  the  govern¬ 
ment's  activities  and  much  of  it  I  feel  is  ill  informed 
or  motivated  from  reasons  other  than  what  I  see 
as  clear  thinking.  The  Export  Control  System  is 
geared,  as  I  see  it.  to  one  purpose.  The  licensing 


under  the  Export  Administration  Act  only  has  one 
primary  purpose  and  that  is  to  assure  strategic 
goods  being  licensed  are  not  diverted  to  the  Soviet 
Union  or  to  some  other  destination  that  would 
be  against  our  interests.  So  that  when  a  manu¬ 
facturer  has  an  item  that  he  wants  to  sell  through 
a  company  in  France,  or  England,  or  West  Ger¬ 
many  it  seems  to  me  as  a  theoretical  proposition 
that  this  ought  to  run  fairly  smoothly.  If  every¬ 
body  is  doing  their  job  the  way  it  should  be  done, 
then  all  these  delays  and  confusions  and  prob¬ 
lems  should  be  avoided  and  it  really  bothers  me 
that  there  are  those  who  will  attack  the  whole 
system  because  a  license  was  delayed  or  that 
there  was  e  problem  here  or  e  problem  there.  All 
of  you  people  have  good  educations  and  you’ve 
seen  people  who  are  otherwise  very  intelligent 
and  analyze  a  problem  to  death  where  it  involves 
their  vital  interest.  However,  when  it  comes  to 
national  security  and  vital  interests  of  the  gov¬ 
ernment  and  the  vital  interests  of  the  NATO  alli¬ 
ance,  if  you're  ready  to  throw  out  the  whole  sys¬ 
tem  because  there  was  a  delay,  it  seems  to  me 
that  you've  got  to  attack  the  problem.  You  know 
if  a  fellow  in  Washington  wasn't  doing  his  job 
right,  that's  the  problem.  Go  after  him.  If  a  guy  in 
licensing  is  screwing  things  up  and  he's  not  get¬ 
ting  his  job  done,  go  to  the  highest  level  and  get 
the  matter  squared  away.  The  same  within  your 
own  organization,  if  your  people  aren't  furnishing 
the  right  information,  or  if  it's  causing  delays  in 
Washington  you  can't  expect  the  guy  to  be  a 
clairvoyant.  If  you're  not  furnishing  the  proper 
information  then  he's  not  going  to  be  able  to  act 
on  the  license.  There's  a  lot  of  rhetoric  and  slo- 
ganism.  You  know  free  trade  versus  isolationist 
and  a  lot  of  it  comes  down  to  if  the  system  would 
work  the  way  it's  supposed  to  work  there  wouldn’t 
be  the  problems  we  have  today.  The  concept  ol 
reexamination  that  Tom  brought  up  is  something 
that  we  all  have  to  do  and  we  really  have  to  work 
at  it. 

When  I  got  into  the  Export  Control  area  it  was 
sort  of  by  happenstance  back  in  1978.  At  that  time 
the  Export  Administration  Act  was  being  handled 
by  another  section  within  the  Criminal  Division. 
A  call  came  over  from  the  National  Security  Council 
that  they  were  doing  a  Presidential  Review  Mem¬ 
orandum.  They  needed  an  individual  from  the 
Justice  Department  who  could  be  a  representa¬ 
tive  at  a  fairly  high  level  on  enforcement  matters. 
All  the  high  level  guys  were  tied  up  so  they  sent 
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me.  So  I  went  over  to  this  meeting  and  they  passed 
out  a  document  which  was  a  draft  Presidential 
Review  Memorandum  that  I  understand  was 
something  that  was  done  to  update  studies  in  the 
area.  When  it  got  down  to  my  part,  the  part  that 
I  was  supposed  to  look  at,  it  said  enforcement  of 
our  criminal  laws  in  the  export  control  area  is 
doing  fine,  it's  a  good  program.  So  I  thought,  well 
I  ought  to  come  back  to  Justice  and  find  out  what 
kind  of  program  the  government  has.  I  came  back 
and  I  called  the  attorney  in  the  section  that  han¬ 
dled  the  statute  and  got  a  rundown  and  he  said, 
oh  well,  we  get  an  export  control  case  under  the 
Export  Administration  Act  about  once  every  two 
years  and  the  investigative  agency  that  investi¬ 
gates.  they  got  about  three  or  four  investigators 
out  there  I  think.  So  I  went  over  to  our  people  and 
I  thought  that  maybe  we  ought  to  do  a  little  study 
in  this  area.  One  of  the  first  things  1  did  was  get 
the  statute  changed  from  that  fellow's  section  to 
our  section.  As  a  good  bureaucrat  you  can't  oper¬ 
ate  unless  you  have  statutory  authority.  We  then 
started  asking  questions.  We  went  around  to  the 
various  agencies  and  found  that  there  was  a  group 
of  people  who  were  dissatisfied  with  the  way 
things  were  being  done.  The  professionals  within 
these  organizations  knew  that  we  didn't  have 
anything  that  approached  an  effective  law 
enforcement  system.  The  Commerce  Depart¬ 
ment  said,  look  we've  just  come  through  a  period 
of  detente  with  the  Soviets  and  everything  seems 
to  get  licensed.  In  any  event  we  don't  get  any 
money;  therefore,  we  can't  hire  investigative 
agents  and  we  don't  have  much  of  a  program. 
The  intelligence  community  people  said,  well  you 
know  collection  of  this  kind  of  intelligence  is  sort 
of  a  biproduct  of  other  collection  activities  and 
we  have  other  priorities,  is  this  a  problem?  A 
smell  group  of  people  started  to  ask  the  question 
and  put  some  doubt  on  what  they  were  going  to 
conclude  in  this  study.  The  decision  was  made  to 
form  a  study  group  specifically  geared  at  this 
problem.  How  were  we  doing  in  the  area  of  export 
controls,  what  were  the  problems,  how  were  we 
doing  the  job?  Ed  O’Malley,  who  is  now  the  Assis¬ 
tant  Director  of  the  FBI  intelligence  was  desig¬ 
nated  as  the  man  who  would  lead  the  group.  To 
the  credit  of  the  individuals  who  showed  up  at 
these  meetings,  it  was  somewhat  like  a  profile  in 
courage.  You  can  imagine  a  fellow  who  came  in 
from  a  department  that  wasn’t  doing  anything 
and  sat  down  and  said.  hey.  our  operation  is  a 
joke,  we’re  really  not  doing  the  job.  I’ve  been 


telling  them  over  there  for  years  that  we  haven't 
done  the  job,  it's  a  profile  in  courage.  Actually  he 
still  works  there  today  and  has  a  good  position. 
The  same  way  with  the  intelligence  community 
and  they  said,  well,  we've  been  watching  this 
stuff  go  for  years,  but  we  didn't  really  realize  that 
you  all  had  any  investigative  interest  in  doing 
anything  about  this,  so  as  far  as  disseminating 
export  control  information  that  we  collect  to  the 
investigators  or  the  prosecutors  that  could  do 
something  about  it  we  didn't  think  that  was 
something  we  could  do,  sources,  methods  and 
problems  like  that  And  so  on  down  the  line,  each 
agency  had  it’s  own  view  of  what  the  problem  is. 
You  dealt  with  the  State  Department  and  they  are 
thinking  about  foreign  relations.  This  may  cause 
some  problems  with  our  allies  and  the  Depart¬ 
ment  of  Defense  will  say.  wall,  we  see  the  prob¬ 
lem,  but  1  think  Jim  Daariove  was  the  only  one 
talking  about  it.  In  any  event,  we  wrote  the  report 
coming  out  of  that  Committee,  laid  out  what  the 
problems  were  and  sent  it  forward  and  like  a 
normal  government  response  they  said,  we  have 
a  real  problem  here.  We  better  form  another  com¬ 
mittee.  So  another  committee  was  formed.  When 
this  administration  came  in.  after  a  shakedown 
period,  they  started  to  get  interested  in  export 
control.  The  intelligence  community  was  tasked 
to  do  a  study  of  the  whole  area.  The  results  of 
that  study  began  to  filter  in  during  1981  and  the 
final  report  was  published  in  1982. 

The  same  time  during  1981  the  Commerce 
Department  knowing  that  it  was  under  the  gun 
to  make  cases  got  out  there  and  started  beating 
the  bushes  and  they  made  several  good  criminal 
cases  in  the  export  control  area.  These  were  made 
in  the  Los  Angeles  area.  One  involved  a  fellow 
named  Tony  Mulluto.  Mr.  Mulluto  became  very 
wealthy  exporting  computer  parts,  integrated  cir¬ 
cuit  manufacturing  equipment  and  communica¬ 
tion  equipment  through  West  Germany  and 
Switzerland  to  the  Soviet  Union.  Then  we  had  the 
Spar  case  in  1981.  That  case  showed  that  laser 
mirrors  which  were  important  to  scientific  mili¬ 
tary  research  and  development  had  been  exported 
by  a  small  manufacturer  of  copper  cool  laser  mir¬ 
rors  to  the  Soviet  Union.  So  we  started  to  get  an 
awareness  of  what  the  problem  was.  not  only 
from  the  intelligence  community  but  from  the 
cases  that  we  started  to  develop.  The  small  group 
of  fellows  who  were  interested  in  doing  some¬ 
thing  in  this  area  had  to  answer,  what's  the  prob¬ 
lem?  There  was  an  actual  denial  of  the  existence 


31 


of  the  problem  up  until  that  point.  Those  who  did  collect  intelligence  relating  to  the  Soviet  acqui- 

not  want  to  see  anything  done  in  this  area  were  sition  efforts.  They  ordered  the  various  agencies 

like  the  chicken  and  the  egg.  If  you  don't  have  the  within  the  community  to  report  and  deal  with  the 

cases,  what  is  the  problem?  Until  the  intelligence  investigative  agencies  on  the  basis  of  trust,  con- 

community  came  along  and  told  us  that  here's  fidence,  and  to  develop  ways  and  means  to  utilize 

what  it  is,  here's  the  scope  of  it,  here’s  the  dimen-  intelligence  information  and  at  the  same  time 

sion  of  it,  then,  you  know  as  lawyers  at  the  Justice  protect  the  sources  and  methods  that  went  into 

Department  or  as  a  fellow  over  at  the  Defense  acquiring  such  information.  At  the  Justice 

Department  that's  not  in  DIA  doesn't  have  the  Department  we  formed,  under  the  chairmanship 

wherewithal!,  the  capacity,  the  resources  to  be  of  Lowell  Jensen,  who's  now  the  Associate  Attor- 

able  to  answerthat.  Just  being  people  around  the  ney  General,  the  inner  agency  working  group  on 

business  awhile  we  knew  that  wherever  you  have  this  problem.  It's  a  group  composed  of  all  the 

a  law  and  you  don't  have  investigators  out  there  investigative  agencies.  Members  of  the  intelli- 

trying  to  make  the  cases  and  developing  the  intel-  gence  community,  Defense  and  State,  get  together 

ligence  that  it  takes  to  make  cases,  you're  not  periodically  to  meet  and  discuss  how  we  can  make 

going  to  have  any  cases.  Therefore,  like  the  Labor  our  enforcement  system  more  effective.  This 

Department  investigator  that  i  met  back  in  1967  group  has  a  working  group  that  meets  regularly 

said,  we  don't  have  much  of  a  problem  in  this  when  we  get  together  with  just  the  investigative 

area  although  I  don't  get  out  of  the  office  to  find  agencies  with  various  input  from  other  sources 

out  whether  we  do  or  we  don't.  The  study  that  to  develop  strategy  and  tactics  to  meet  what  is 

was  done  by  the  intelligence  community  is  now  becoming  a  more  sophisticated  run  at  our  tech- 

published.  Many  of  you  no  doubt  are  familiar  nology  being  made  by  the  Soviet  intelligence  ser- 

with  it,  it's  called  the  Soviet  Acquisition  of  West-  vices.  As  we  get  better,  they  get  better,  or  as  they 

ern  Technology.  Mr.  Anderson  and  Tom  O'Brien  get  better,  we  have  to  get  better  and  we  are  con- 

have  touched  on  salient  points  in  that  study.  In  stantly  working  at  getting  better.  Tom  O'Brien 

essence  it  tells  us  that  the  Soviet  war  machine  is  explained  to  you  the  FBI's  DECCA  program,  and 

being  backed  up  by  Western  technology,  that  70  13,000  defense  contractors  in  the  United  States 

percent  of  the  acquisitions  of  strategic  technol-  export  control  have  been  added  as  an  ingredient 

ogy  being  made  by  the  Soviets  are  being  made  in  that  program  to  sensitize  industry  to  the  prob- 

by  the  KGB.  GRU  and  the  sister  Soviet  intelli-  lem.  Foreign  counter  intelligence  investigations 

gence  services.  There  are  two  thousand  codec-  by  the  FBI  in  the  area  of  technology  transfer  have 

tors  from  the  Soviet  bloc  nations  out  there  trying  increased.  The  FBI  does  not  have  investigative 

to  acquire  strategic  technology.  The  weapons  jurisdiction  over  the  specific  violations  over  the 

systems  projected  into  the  80s  and  the  90s  that  Export  Administration  Act  or  the  Arms  Export 

the  Soviets  have  on  the  planning  boards  now  are  Control  Act.  However,  where  there  is  a  hostile 

relying  on  a  steady  supply  of  strategic  technology  foreign  intelligence  service  involvement  in  any 

from  the  Watt  Just  think  of  that  They're  plan-  violations  of  law.  then  the  FBI  car  conduct  foreign 

ning  their  systems  based  on  technology  that  they  counter  intelligence  investigations.  The  FBI 

don't  have,  that  they  know  or  anticipate  that  they  develops  good  intelligence  and  where  it  does  not 

will  acquire  from  us.  So  in  1981.  it  was  a  year  of  wish  to  pursue  a  specific  statutory  offense,  it  refers 

reexamination,  a  year  of  here's  the  problem,  let's  that  matter  to  the  U.S.  Customs  Service  of  the 

do  something  about  it.  At  the  end  of  1981  the  U.S.  Commerce  Department.  So  as  you  can  see  in 

Customs  Service  started  the  EXODUS  program.  1981  and  1982  there  was  an  across  the  board  up 

EXODUS  means  that  they  have  a  credible  force  and  down  approach,  a  change.  The  political  will 

of  investigators  out  there  now.  They  are  out  there  and  the  leadership  was  there  and  they  told  the 

trying  to  develop  export  control  intelligence  that  investigators  go  do  your  job.  You  know  how  to 

will  make  cases.  They  are  coordinating  with  the  do  it.  Devise  a  program  to  address  the  problem, 

intelligence  community  to  use  our  vist  resources  So.  the  actions  were  taken.  Once  the  political 

of  intelligence  that  we  gather  around  the  world  decision  is  made,  you  ask  the  group  of  profes- 

to  see  if  we  can't  pinpoint  who  the  diverters  are  sionals  to  go  out  and  do  the  job  and  they'll  do 

and  what  they're  up  to  now.  In  1981  Admiral  Inman  the  job.  The  problem  prior  to  that  time  had  been 

from  the  CIA  reorganized  the  intelligence  com-  an  identification  of  the  problem,  but  the  decision 

munities  efforts  and  made  it  a  high  priority  to  to  make  this  an  important  area  of  law  enforce- 
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merit  was  not  there.  But,  it  is  just  not  law  enforce¬ 
ment,  it's  a  whole  approach  your  Federal  govern¬ 
ment  has  taken  to  the  area  ot  strategic  exports. 
It's  approach  is  across  the  board  at  various  policy 
levels  with  regard  to  licensing,  what  we  license 
and  what  we  won't  license.  As  you  know  over  the 
years  there  have  been  many  mistakes  made  in 
terms  of  what  we  have  directly  licensed  to  the 
Soviets. 

We  just  handled  a  case  in  our  office  that  was 
prosecuted  in  the  District  of  Columbia.  The  defen¬ 
dant  came  in  and  plead  guilty  this  month  and 
was  sentenced  to  a  $3.1  million  fine.  The  defen¬ 
dant  was  ably  represented  by  Edward  Bennett 
Williams  and  in  fact  the  government  had  rec¬ 
ommended  an  appropriate  fine  of  a  million  dol¬ 
lars.  The  judge  imposed  a  tine  of  3.1  million  dol¬ 
lars  so  we  were  happy.  That  case  involved  the 
licensing  back  in  1977,  1978,  and  1979  of  an  air 
traffic  control  system  to  the  Soviet  Union.  It's 
another  example  of  the  assurances  that  are  made 
that  cannot  be  relied  on.  A  Swedish  firm  con¬ 
tracted  with  the  Soviets  to  provide  what  was  sup¬ 
posed  to  be  a  civilian  air  traffic  control  system. 
There  was  a  significant  amount  of  U  S  parts  that 
were  going  to  be  involved;  therefore,  we  had  the 
right  to  control  and  to  license  what  the  Swedish 
firm  was  going  to  do.  The  Swedish  firm  came  in 
and  made  all  kinds  of  assurances,  there  were 
about  14  conditions  that  were  laid  down  before 
the  license  was  issued  to  protect  against  what 
happened,  which  was  that  the  Soviets  were  pro¬ 
vided  with  software  and  technology  that  enabled 
them  to  convert  a  civilian  air  traffic  control  sys¬ 
tem  into  a  military  air  traffic  control  system.  At 
least  the  capability  is  there.  It's  interesting  in  that 
the  Soviets  don't  want  to  come  to  the  Olympics. 
Actually  the  whole  purchase  of  this  air  traffic  con¬ 
trol  system  from  the  West  was  initiated  because 
of  the  Olympic  games  that  were  going  to  be  held 
in  Moscow,  at  least  that  was  the  representations 
that  were  made.  So  in  any  event  there  is  a  new 
awaieness  that  representations  made  to  us 
through  our  allies  as  to  what  the  Soviet  intentions 
are  have  to  be  approached  rather  skeptically.  I 
think  our  record  since  1981,  and  what  we're  doing 
in  the  area  today  means  that  we  do  have  an  effec¬ 
tive  enforcement  program  for  these  laws  which 
effect  our  vital  national  security  interests.  There 
have  been  50  export  control  cases  since  1981. 
More  than  a  third  of  these  cases  have  involved 
direct  exportation  to  the  Soviet  bloc. 


Other  cases  we  count  involve  other  vital  inter¬ 
ests  of  ours  which  are  the  protection  of  our  inter¬ 
ests  in  preventing  the  Libyans  from  getting  C130 
type  material,  and  preventing  the  Iranians  from 
getting  materials  as  they  deal  with  Cuba.  Also  in 
that  number  of  cases  are  some  Arms  Export  Con¬ 
trol  Act  cases  which  is  a  straight  weapons  deal. 
Our  renewed  emphasis  in  this  imporant  area  of 
the  law  has  also  important  benefits  for  U.S. 
industry.  As  you  are  no  doubt  aware,  in  1982  the 
Federal  Bureau  of  Investigations  initiated  an  under 
cover  operation  in  the  San  Francisco  area.  This 
undercover  operation  was  designed  to  detect 
some  of  the  large  scale  thefts  in  the  Silicon  Valley 
area.  The  word  got  out  that  this  store  front  was 
interested  in  purchasing  and  selling  integrated 
circuits,  computers,  computer  documents  and 
things  Trite  that.  The  next  thing  the  FBI  Vnew  they 
were  dealing  with  representatives  from  the  Hita¬ 
chi  Corporation  in  Japan.  First  there  was  just  the 
middle  man,  and  then  they  started  to  get  the 
executives  from  the  company.  In  any  event  that 
case  involved  the  conspiracy  to  acquire  $625 
thousand  dollars  worth  of  IBM  documents,  tapes 
and  computer  components.  These  were  top  of 
the  line  state  of  the  art  computer  equipments  that 
IBM  was  developing  and  it  would  come  out  in  the 
next  models.  That  case  involved  interstate  trans¬ 
portation  of  stolen  property.  We  in  the  security 
section  worked  with  the  U.S.  States  Attorney's 
office  in  putting  that  case  together,  determining 
whether  or  not  they  had  gone  far  enough  and 
whether  or  not  we  had  probable  cause  to  prose¬ 
cute.  As  you  can  see  the  message  is  there.  The 
foreign  competitors  that  come  to  the  United  States 
and  try  to  steal  our  corporations'  advanced  tech¬ 
nology  can  expect  to  meet  the  FBI  or  some  other 
investigative  agency  and  in  the  same  way  it  gives 
solace  to  companies  to  know  that  your  FBI  and 
other  investigative  agencies  are  going  to  be  there 
to  protect  your  proprietary  information  from  thefts 
by  domestic  competitors.  We're  all  for  free,  ener¬ 
getic  and  open  competition,  but  when  it  comes 
to  stealing  the  other  fellows  products  I  think  we 
all  expect  to  be  protected.  So  as  you  can  see  there 
are  important  spin  off  benefits  from  our  enhanced 
investigative  program.  Today  I've  talked  mostly 
about  what  we  do  here  in  the  domestic  area. 

We  also  have  a  large  effort  ongoing  in  the  inter¬ 
national  area. 

It  was  decided  at  the  summit  in  1981  that  there 
should  be  a  high  level  meeting  of  the  COCOM 
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countries  to  rededicate  themselves  to  the  prop¬ 
osition  that  we  all  have  to  do  a  better  job.  We 
approached  our  allies  with  our  program,  what  we 
are  doing,  how  we  have  examined  the  problem 
and  how  we  have  attempted  to  meet  the  threat 
that  the  Soviets  have  advanced.  We  know  what 
we  went  through  and  we  know  what  their  prob¬ 
lems  are  and  we  know  that  some  of  them  are  a 
long  way  away  from  what  we  would  call  an  effec¬ 
tive  enforcement  program.  Having  this  broad 
overview  of  where  we  were,  where  we  are,  where 
we  are  going  and  listening  to  some  of  the  current 
things  that  come  up  including  the  debate  on  the 
Export  Adrr.iristraticr  Act  like  we  ought  to  do 
away  with  COCOM  licensing.  That's  a  good  one, 
that  comes  up  and  I'm  sure  you  have  heard  it 
within  your  own  companies.  Why  should  we  make 
an  exporter  in  West  Germany  tell  us  what  the 
ultimate  end  use  is  going  to  be,  describe  the 
equipment  and  everything  like  that.  As  I  say  our 
licensing  system  is  our  only  way  of  knowing  where 
the  product  is  going,  where  it's  supposed  to  be 
and  hopefully  we  can  check  up  and  make  sure 
that  it  got  there.  If  you  do  away  with  COCOM 
licensing  you  are  pushing  your  program  across 
the  sea  and  you  are  going  to  rely  on  Frenchmen, 
Englishmen  and  West  Germans  to  enforce  your 
strategic  export  control  program,  andgentlemen, 
it  is  not  going  to  work  if  we  do  it  that  way.  Our 
dealings  with  our  COCOM  allies  and  renewal  of 
our  customs  attache  contacts  in  these  foreign 
countries  has  paid  off  significant  benefits  for  us. 
You  are  no  doubt  aware  of  the  case  that  arose  in 
November  1983.  Custom  service  received  infor¬ 
mation  that  a  vessel  had  left  South  Africa,  was 
on  its  way  to  the  Soviet  Union,  would  make  a 
stop  in  Hamburg,  Germany,  Malo,  Sweden,  and 
then  go  into  the  Soviet  Union.  Custom  investi¬ 
gators  came  over  to  our  office  and  they  said  we 
have  this  information  and  we're  dealing  with  the 
West  German  customs  people.  They  would  like 
to  take  some  action  but  the  problem  is  this  vessel 
is  going  to  come  into  a  free  port.  West  Germans 
do  not  exercise  traditional  law  enforcement  juris¬ 
diction  over  the  free  port  of  Hamburg.  Therefore, 
they  are  going  to  have  to  goto  their  justice  people 
to  get  a  search  warrant.  What  can  you  do  to  help 
us?  Well  at  the  Justice  Department,  fortunately, 
we  have  the  Office  of  International  Liaison.  I  always 
get  their  name  wrong,  but  in  any  event  it  is  a 
group  of  attorneys  that  deal  with  our  foreign 
counterparts;  the  Justice  Department  counter¬ 
parts  in  the  NATO  countries.  We  got  together  that 
night  and  worked  through  the  evening  to  develop 


the  information,  the  probable  cause  type  infor¬ 
mation  that  the  customs  have.  We  satisfied  our¬ 
selves  that  they  did  have  good  information  and 
that  indeed  the  computers  that  were  of  U.S.  ori¬ 
gin  had  gone  to  South  Africa  and  were  indeed  on 
their  way  to  the  Soviet  Union.  These  were  VACs 
11782s.  Pretty  good  stuff  as  I  understand.  In  any 
event  our  counterparts  in  Germany  were  con¬ 
vinced  that  we  had  good  information  and  aithouyVi 
they  didn't  go  into  the  free  zone,  they  would  take 
action  and  go  in  and  examine  the  vessel.  They 
did,  the  VACs  and  the  peripherals  were  there. 
They  were  then  loaded  off  onto  the  German  docks. 
Subsequently,  they  have  beer  returned  to  the 
United  States.  We  are  conducting  a  rather  active 
investigation  into  that  case  which  involves  as  the 
principal  subject  a  fellow  named  Mueller,  a  don 
of  the  export  trade  in  West  Germany.  Actually 
Mueller  is  sort  of  an  interesting  case  study.  This 
fellow  was  prosecuted  and  indicted  in  California, 
back  in  1976.  An  associate  was  indicted  in  Balti¬ 
more  on  an  Arms  Export  Control  Act  in  1981  and 
he  was  rather  well  known  as  being  an  exporter 
of  strategic  goods.  But,  when  the  heat  came  on 
in  1982  and  the  West  Germans  started  to  get 
interested  in  his  operations,  he  moved  them  lock, 
stock  and  barrel  down  to  South  Africa.  Unfortu¬ 
nately,  our  intelligence  wasn't  good  enough.  We 
were  actually  licensing  the  computers  from  the 
United  States.  Digital  Equipment  Corporation 
computers  were  being  licensed  to  South  Africa 
based  on  a  rather  good  front  that  he  put  up.  In 
any  event  through  that  system  we  recovered  $3 
million  dollars  worth  of  equipment.  Seven  mil¬ 
lion  dollars  worth  of  equipment  had  been  exported 
through  that  route  so  $4  million  is  still  missing. 

Let  me  conclude  my  remarks.  I  think  that  from 
what  you  have  heard  today  you  know  the  prob¬ 
lem  and  if  you  realty  think  about  it,  the  Soviets 
are  challenging  each  and  every  one  of  us.  The 
challenge  is  clear,  it's  there.  It  should  be  accepted. 
Whatever  part  we  play  in  the  whole  system  it's 
imperative  to  use  our  best  resources,  our  best 
judgment  and  our  best  efforts  to  make  the  system 
that  we  have  work.  It  protects  vital  interests.  It's 
in  our  own  vital  interests  to  make  the  system  that 
we  ha  ve  work.  I'm  co  nfident  that  the  government, 
private  industry  and  our  allies  working  together 
can  meet  this  challenge  that  the  Soviets  have 
presented  to  us.  We  can  deny  them  a  supply  of 
strategic  equipment.  We  can  deny  their  expec¬ 
tations  and  we  will  do  it.  We  will  work  together 
doing  it.  Thank  you. 


OPSEC  FROM  THE  STANDPOINT  OF  AN 
IMPLEMENTER 

Thomas  Conner 
Dept  of  the  Army 

Communications  &  Electronics  Command 

It's  a  pleasure  to  be  here  and  I  appreciate  the 
opportunity  to  come  in  front  of  this  group.  I  must 
highlight  the  fact  that  I  certainly  do  not  speak  for 
the  Department  of  the  Army  or  DARCOM  head¬ 
quarters,  or  the  CECOM  commander.  You  are 
going  to  hear  today  personal  observations  made 
during  my  limited  experience  in  the  field  of  oper¬ 
ations  security.  (OPSEC)  The  thoughts  and  ideas 
expressed  here  today  are  our  solutions  to  these 
problems  as  we  envision  them  and  they  certainly 
are  not  set  in  concrete.  In  that  regard  I  solicit  your 
comments,  helpful  suggestions  and  yes,  most 
especially  your  criticisms  because  it  is  only  through 
feedback  from  knowledgeable  individuals  that  we 
have  any  chance  of  trying  to  strengthen  and 
improve  our  program.  So  if  during  this  presen¬ 
tation  you  should  happen  to  disagree  with  some¬ 
thing  then  challenge  it.  If  you  have  encountered 
a  similar  problem  and  have  a  somewhat  different 
solution,  then  by  all  means  please  offer  it.  In  short, 
I'd  say,  let's  try  and  participate  so  we  can  learn 
from  each  other.  I  am  a  security  specialist  with 
CECOM,  the  Communications  and  Electronics 
Command,  a  DARCOM  activity  at  Fort  Mon¬ 
mouth,  New  Jersey.  To  give  you  somewhat  of  on 
idea  of  the  magnitude  of  the  problem  that  con¬ 
fronts  us,  I  would  like  to  give  you  a  thumbnail 
explanation  of  the  areas  of  responsibility.  We  in 
the  security  office  provide  total  security  support 
to  some  15,000  military  and  civilian  employees, 
in  a  command  that  has  the  dual  responsibilities 
of  readiness  as  well  as  research  and  develop¬ 
ment.  In  that  regard  we  support  12  separate  pro¬ 
gram  managers,  four  army  centers  devoted  to 
research,  three  joint  service  tenant  activities,  a 
separate  and  distinct  research  and  development 
center  and  a  commodity  center  for  all  electronic 
equipment.  Now,  in  the  commodity  or  readiness 
side  of  the  house,  we  are  responsible  for  all  com¬ 
munications  and  electronics  equipment  in  the 
army  inventory  and  that  takes  the  full  range  from 
flashlight  batteries  to  satellite  communications 
systems.  It  takes  in  the  spectrum  of  radios,  radar 
sensors,  GMA  and  electronic  warfare  devices.  On 
the  business  side  of  the  house  our  procurement 
director  placed  contracts  during  fiscal  year  1983 
in  the  amount  of  1 .8  billion  and  our  projection  for 


1984  is  to  go  over  2  billion.  On  the  research  and 
development  side  of  the  house  to  include  the 
PMS  and  centers  new  development  and  technol¬ 
ogy  in  the  use  or  application  of  that  technology 
are  our  chief  products.  So  you  might  say  it  might 
be  a  little  hard  to  keep  the  boss  happy,  especially 
in  a  command  that  size  when  he  takes  the  form 
of  seven  different  General  Officers.  So  when  Mike 
asked  me  to  speak  to  you  about  OPSEC  imple¬ 
mentation  I  hope  you  can  understand  why  I  was 
somewhat  perplexed  and  when  I  asked  for  further 
guidance  I  was  told  that  I  should  address  the  topic 
in  a  general  way,  highlighting  some  of  the  areas 
of  mutual  concern.  Well,  further  examination  of 
the  problem  revealed  that  I  was  to  go  to  this 
conference,  speak  to  you  as  a  security  specialist 
but  talk  to  you  in  a  general  way.  We  all  know  and 
I  will  certainly  prove  today  that  a  conference  is 
something  that  starts  at  9  o’clock  sharp  and  ends 
at  4  o'clock  dull.  A  specialist  is  someone  who 
knows  more  and  more  about  less  and  less  until 
he  knows  everything  about  nothing  and  a  gen¬ 
eralist  is  someone  who  knows  less  and  less  about 
more  and  more  until  he  knows  nothing  about 
everything.  So  today  during  my  presentation  will 
endeavor  to  tell  you  all  there  is  to  know  about 
nothing.  I  will  do  it  in  a  very  specific  way  and 
before  I'm  through  I  promise  that  you  will  be 
bored.  I'm  sure  that  giving  advice  on  any  partic¬ 
ular  subject  is  usually  a  thankless  business,  and 
I  assure  you  that  I  will  not  venture  forth  in  that 
direction.  Youlmcwwhenrt  comes  to  giving  advice 
I've  always  kept  in  mind  the  unconsciously  pro¬ 
found  summation  written  by  a  small  school  girl. 
Here's  what  she  wrote.  Socrates,  she  wrote,  was 
a  greek  philosopher  who  went  about  giving  peo¬ 
ple  good  advice.  They  poisoned  him. 

At  this  point  I  have  to  break  tradition  and  give 
you  some  of  the  philosophy  of  our  program  and 
even  some  cf  the  lessons  learned  now,  rather 
than  at  the  end  of  the  presentation  so  that  hope¬ 
fully  you  can  see  how  the  philosophy  is  per¬ 
meated  through  out  program  and  how  the  les¬ 
sons  learned  have  modified  it.  To  begin  with,  we 
at  Fort  Monmouth  understand  the  purpose  of 
OPSEC  is  to  protect  all  types  of  information,  both 
classified  and  sensitive  unclassified  aspects. 
However,  considering  that  the  systems  that  we 
had  were  already  in  place  for  protection  of  clas¬ 
sified  information,  we  took  the  stand  and  felt  that 
the  bulk  of  effort  in  the  OPSEC  area  should  be  to 
identify  and  control  those  sensitive  unclassified 
informational  aspects  relating  to  our  plans,  pro- 


grams  and  projects.  Now  in  order  to  accomplish 
this  our  philosophy  took  on  several  axioms. 

First  of  all  not  all  information  requires  protec¬ 
tion.  To  say  that  every  bit  and  piece  of  informa¬ 
tion  about  every  program  and  project  is  sensitive 
and  requires  protection  simply  isn't  realistic  or 
attainable.  An  additional  biproduct  of  that  frame 
of  mind  is  that  as  soon  as  you  tell  someone  that 
you  have  to  protect  everything,  you  almost 
immediately  lose  creditability.  Therefore  we  chose 
to  establish  those  essential  elements  that  we 
believe  required  protection  and  set  about  on  a 
course  of  implementation,  or  like  the  highlight 
that  we  did  not  consider  this  a  full  back  position. 
We  honestly  believe  that  in  our  programs  and 
projects  that  every  bit  of  information  is  not  sen¬ 
sitive. 

Secondly,  the  information  that  requires  protec¬ 
tion  can  change  during  the  course  of  a  plan  or 
project  which  in  turn  changes  the  degree  of  pro¬ 
tection  afforded  that  information,  and  third  and 
most  important,  where  we  receive  the  most  crit¬ 
icism  from,  regardless  of  the  amount  of  regula¬ 
tory  guidance,  we  believe  that  OPSEC  comes  down 
to  a  subjective  decision  at  a  particular  point  in 
time.  Let  me  illustrate  these  points  by  way  of  an 
example.  In  early  1982  our  office  was  involved  in 
giving  support  to  a  mobility  exercise  and  in  the 
course  of  that  problem  a  message  was  released 
by  our  headquarters  to  several  Army  posts 
requiring  supply  actions.  The  message  called  for 
radio  and  electronics  equipment  to  be  delivered 
to  various  Army  units  at  a  specific  place  at  a 
specific  time.  Again,  let  me  emphasize  that  this 
was  exercise  traffic  and  did  not  relate  to  a  real 
world  requirement.  Weil,  within  two  hours  of 
transmission  of  that  message  we  were  in  receipt 
of  nastygrams  from  the  local  Ml  group,  the  Ml 
supporting  battalion  at  Fort  Meade,  DARCOM 
Headquarters,  several  who  were  involved  in  the 
exercise  and  even  our  own  local  control  group. 
To  make  a  long  story  short  they  were  out  to  get 
the  fat  Irish  kid.  They  said,  Hey  what  are  you 
doing?  Well  the  summation  of  their  concern  was 
that  this  particular  message  had  not  only  seri¬ 
ously  violated  all  OPSEC  principles  by  giving 
equipments  and  whare  they  were  going  in  units, 
but  the  information  provided  over  unsecured 
communications  bordered  on  the  compromise  of 
classified  information.  Well,  an  analysis  of  the 
situation  provided  the  following  information. 


During  the  play  of  the  problem  the  following 
actions  had  already  been  taken.  We  had  our  sense 
of  urgency  and  now  we  had  to  go  and  complete 
it.  The  President  of  the  United  States  had  called 
a  news  conference  in  which  he  stated  that  there 
was  going  to  be  mobilization.  Subsequent  to  the 
conference  the  Department  of  Defense  released 
the  identity  of  the  units  to  be  mobilized,  and  third 
the  various  departments  under  DOD  issued 
reporting  instructions  for  the  individual  units 
concerned.  Well,  taking  into  account  the  fact  that 
all  this  information  had  been  broadly  and  openly 
publicised  just  how  sensitive  was  it  for  us  to  say 
that  we  were  going  to  give  these  units  radios. 
The  point  thing,  that  to  take  any  piece  of  infor¬ 
mation  in  total  isolation  without  relating  it  to  other 
known  pieces  of  information  cannot  and  will  not 
result  in  an  accurate  decision  regarding  sensitiv¬ 
ity.  Now,  this  can  also  turn  around  on  you,  con¬ 
sequently  in  the  play  of  a  problem  the  radios  were 
delivered,  some  of  which  were  in  an  unservice¬ 
able  condition  and  they  were  returned.  The  unit 
subsequently  deployed.  We  sent  a  message  to 
the  service  depots  asking  them  when  are  you 
going  to  resupply  these  radios.  That  particular 
message  was  sent,  although  unclassified,  over 
secure  communications.  The  reason  being  that 
at  this  point  in  time  we  felt  to  divulge  that  infor¬ 
mation  would  reveal  a  potential  vulnerability  to 
the  unit.  Consequently  what  I  am  trying  to  say  is 
that  the  same  piece  of  information  dealing  with 
the  quantities  of  radios  took  on  varying  degrees 
of  sensitivity  when  analyzed  in  conjunction  with 
the  information  available,  and  you  analyze  this 
piece  of  information  with  the  information  avail¬ 
able  and  make  a  subjective  decision  for  that  iso¬ 
lated  point  in  time. 

Okay,  now  that  we  have  gotten  through  the 
principles  let's  examine  how  we  tried  to  imple¬ 
ment.  First  I  have  to  kind  of  tell  you  whete  we 
were,  where  we  are  now  and  hopefully  where  we 
are  trying  to  get  to.  It  all  started  in  1979  when  our 
inspection  team  came  in  from  DARCOM  head¬ 
quarters.  They  referred  to  us  as  the  security  sup¬ 
port  activity.  The  gentleman  in  charge  was  a  fel¬ 
low  by  the  name  of  Chuck  Cooper  and  once  again 
as  in  every  year  we  found  ourselves  to  be  the  two 
biggest  liars  in  the  world  when  I  told  him  I  was 
glad  to  see  him,  and  he  told  mo  he  was  there  to 
help  me.  During  that  phase  in  time  they  came  to 
look  at  our  program,  to  look  at  our  training  and 
specifically  OPSEC.  Our  philosophy  at  that  point 
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in  time  was  to  individually  teach  or  in  a  group 
teach  our  security  managers.  Each  one  of  our 
PMs,  laboratories,  directorates,  etc.  has  a  security 
point  of  contact,  a  security  manager  if  you  will, 
and  our  philosophy  was  to  teach  them  and  they 
would  also  teach  the  other  people.  Well,  through 
the  inspection  process  it  was  learned  that  the 
level  of  understanding  and  appreciation  for  our 
program  was  almost  extinct,  or  non-existent  and 
the  real  crowning  blow  came  when  Mr.  Cooper 
was  talking  to  a  gentleman,  a  marvelous  scientist 
who  personally  worked  on  the  satellites.  They 
were  sitting  in  his  office  drinking  coffee,  talking 
about  security  issues  and  Mr.  Cooper  said,  Dr. 
now  tell  me  what  do  you  really  think  about  OPSEC? 
The  doctor  pondered  for  a  second,  took  a  sip  of 
coffee,  put  the  coffee  down  and  then  he  said  Mr. 
Cooper  I  think  it's  totally  unconscionable  the 
amount  of  money  those  people  are  getting  for 
oil.  Okay,  our  objective  was  clear  and  we  certainly 
had  out  impetus  for  higher  headquarters  and  we 
were  to  train  the  work  force.  But  there  were  many 
questions  that  remained  not  the  least  of  which 
were,  who  do  we  train,  how  do  we  tram,  who 
does  the  training  and  who  trains  the  trainers.  In 
January  of  1980  we  set  a  course  on  our  chart  to 
start  a  training  program  to  reach  the  people.  Now 
in  any  security  training,  and  this  one  was  adopted 
to  OPSEC,  we  felt  it  most  important  to  be  current. 
Our  problem  was  that  our  library  of  films  were 
back  in  the  1942  issue  on  Wortd  War  H  and  how 
to  change  combinations.  So  we  had  to  spend  an 
awful  lot  of  time  to  try  and  bring  ourselves  up  to 
speed.  Certainly  we  had  to  be  accurate.  No  one 
expected  us  to  get  this  done  in  a  30  day  period. 
We  started  in  January  of  1980  and  our  initial  goal 
was  to  try  and  tram  the  work  force  in  nine  months 
and  then  go  through  with  a  refresher  for  three 
more  months.  We  were  going  to  spend  a  whole 
year  in  trying  to  implement  this  program.  For  a 
hundred  years  everybody  has  been  giving  secu¬ 
rity  education  and  I  don't  know  where  it  came 
from  but  everybody  feels  if  you're  going  to  give 
a  class  it  must  last  an  hour.  We  felt  that  was 
wrong,  we  felt  the  most  we  could  hold  anyone's 
attention  was  30  minutes.  So  far  I’ve  held  yours 
about  10  and  I’ve  lost  half  of  you,  sc  I  don't  knew 
how  long  we  can  keep  up  with  this  30  minutes 
We  tried  to  mix  it  up  with  a  lot  of  visual  aids  but 
we  certainly  did  not  want  to  go  over  30  minutes 
in  any  of  our  presentations.  Be  pertinent,  cer¬ 
tainly;  don't  give  the  wrong  training  to  the  wrong 
people,  don't  take  mid-managers  and  tell  them 


how  to  mark  a  document  and  don’t  have  high 
level  supervisors  go  over  the  accountability  sys¬ 
tem.  They  have  people  that  do  that  for  them. 
Resources  was  a  big  problem,  not  only  in  the 
material  concept  but  in  people.  How  are  we  going 
to  cut  this  time  out  of  our  existing  budget.  We 
had  to  implement  a  program,  and  we  also  knew 
we  had  to  do  it  with  no  new  money  and  no  new 
people  and  address  different  categories  of  people 
and  audiences.  The  reason  that  we  broke  them 
into  categories  was  we  certainly  didn't  want  to 
talk  to  mid-managers  about  the  things  the  sec¬ 
retaries  should  be  learning.  In  order  to  make  the 
training  pertinent  to  them  and  to  make  it  worth¬ 
while  you  cannot  give  the  same  training  to  every¬ 
body.  Now  this  is  an  axiom  that's  been  brought 
out  and  reinforced  by  Joe  Brown  in  a  lot  of  his 
presentations  and  it  works.  Don't  give  the  wrong 
training  to  the  wrong  people.  The  real  challenge 
here  is  these  topics  are  not  new.  Certainly  we  had 
a  separate  topic  dealing  with  O^SEC  as  a  com¬ 
modity,  but  the  real  challenge  was  to  interweav. 
OPSEC  in  all  other  categories.  We  honestly  believe 
that  if  you  have  it  as  a  stand  afone  program  it  will 
fail.  It  must  be  interrelated  with  your  other  pio- 
grams  in  order  to  see  the  value  and  the  impor¬ 
tance.  What  we  did  was  bring  all  the  security 
managers  in  for  a  quarterly  meeting.  We  built  up 
a  video  tape  library  that  now  has  approximately 
35  tapes  in  it.  They've  all  been  current,  they  are 
ail  in  color  and  they  all  run  about  1 2  to  1 5  minutes. 
We  show  a  video  tape  on  a  particular  topic.  From 
that  topic  then  we'd  give  what  we  call  a  mini 
course.  For  example  Jim  Mathina  has  done  fan¬ 
tastic  work  with  marking  documents.  We  took 
that  course  and  broke  it  down  into  about  eight 
different  courses.  The  point  being  we  didn't  want 
any  course  to  last  more  than  15  minutes  and  we 
wanted  each  course  to  have  approximately  30 
viewgraphs  to  keep  it  snappy,  to  keep  it  moving. 
From  that  15  minute  presentation  and  viewgraphs 
we  would  develop  a  one  page  desk  top  guide. 
For  example,  portion  markings  would  all  be  on 
one  page,  how  to  remark  a  document  in  con¬ 
science  with  the  new  executive  order  would  be 
another  page,  but  it  would  be  a  one  page  desk 
top  guide.  We  would  also  distribute  a  bulletin.  It 
ran  about  10  pages  telling  them  whet's  Happen¬ 
ing.  Also  in  the  bulletin  we  would  have  class 
schedules.  When  we  first  started  out  with  security 
managers  we  only  asked  one  thing  of  them  and 
the  thing  we  asked  them  to  do  was  to  go  back  to 
their  activity  and  to  send  the  people  from  their 
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activity  who  would  get  something  out  of  this 
training.  We  didn't  want  everybody  from  their 
activity  because  in  some  particular  phase  of  train¬ 
ing  it  wasn't  supposed  to  be  for  everyone.  So 
don't  make  it  mandatory  for  those  people  who 
realty  don't  need  ft.  We  of  course  have  discus¬ 
sions  during  the  meeting  to  try  and  get  feedback, 
questions  answered,  and  when  the  next  meeting 
would  be.  On  a  quarterly  basis  we  picked  the 
topic  and  trained  the  security  managers  during 
that  quarter.  We  ran  classes  on  that  topic  and 
then  the  next  quarter  we  would  start  up  with  a 
new  presentation.  The  bulletin  that  went  out  had 
current  topics  in  it  dealing  with  security,  any  reg¬ 
ulatory  changes,  any  new  things  happening  in 
the  area  during  our  inspection  process  and  if  we 
could  pick  out  trends  of  things  happening,  we 
would  also  incorporate  that  We  considered  this 
security  awareness  and  we  tried  to  get  OPSEC 
into  it  We  published  approximately  300  different 
one  liners  that  go  in  the  daily  bulletins.  We  had 
50  different  posters  dealing  with  OPSEC.  We  also 
had  an  OPSEC  booklet  which  is  basically  a  how 
to  document  saying  what  is  OPSEC  and  how  do 
you  get  into  it.  A  specialized  survey  would  be  that 
the  areas  of  concern  in  one  PM  aren't  certainly 
the  same  as  it  would  be  in  a  directorate  for  pro¬ 
curement  and  our  security  education  ran  this  full 
gammut.  The  point  was  we  saw  a  crying  need 
that  you  cannot  fill  the  bill  with  one  annual  train¬ 
ing  session  and  you  must  break  it  down  into  cate¬ 
gories  that  will  fit  the  people  that  are  getting  the 
training.  Even  with  all  this  training  that  went  on 
we  still  found  people,  believe  it  or  not,  in  our 
command  that  did  not  like  OPSEC,  didn't  believe 
in  OPSEC  and  didn't  think  that  OPSEC  made  any 
sense.  I  was  crushed  end  I  must  admit  that  it 
really  isn't  the  easiest  program  to  sell,  but  if  you 
stop  to  think  about  it,  it's  really  not  all  that  hard. 
In  fact  it's  not  really  any  harder  than  some  of  the 
things  that  Bill  Johnson  is  doing  to  protect  his 
new  car.  Bill  did  just  get  a  new  car,  he's  got  a  nice 
new  convertible  and  just  the  Other  day  in  Ala¬ 
bama  it  was  sitting  out  in  the  parking  lot  on  a 
beautiful  sunny  day.  Gill  was  sitting  at  his  desk 
and  a  couple  of  people  came  in  and  said  Bill  I 
love  your  car,  but  it's  going  to  rain.  Bill  said  I 
didn't  know  that.  So  they  called,  got  the  weath¬ 
erman  and  he  said  thunder  showers  were  on  the 
way.  He  said,  no  it's  not  going  to  rain.  Heard  it 
on  the  radio,  thundershowers,  maybe  even  a  small 
tornado.  It's  not  going  to  rain.  So  it's  obvious 
with  that  convertible  the  threat  was  certainly  doc¬ 


umented.  The  vulnerability  is  obvious  and  the 
counter  measures  wouldn't  have  been  expen¬ 
sive.  The  point  is  everybody  told  Bill  it  was  going 
to  rain,  but  Bill  didn't  see  the  rain  so  he  didn't  put 
his  top  up.  They  started  to  make  a  fishing  hole 
out  of  it  because  it  filled  up  with  water  and  they 
had  fish  in  it  and  everything  else. 

The  point  being  if  you  start  talking  about  OPSEC 
and  people  come  in  and  tell  you  that  there  is  a 
recognized  threat  whether  it  be  HUMINT,  SIG- 
ENT,  etc  and  to  sit  back  and  say  well  they  haven't 
got  anything  from  us  yet.  I  think  we  have  to  act  a 
little  faster  than  that.  The  problem  is  that  every¬ 
body  can  tell  you  war  stories  and  technology 
transfer  and  how  things  are  leaving,  but  how  are 
we  going  to  stop  it  if  we  don't  use  OPSEC  or 
something  in  the  area  of  technology  transfer.  I'm 
not  sayingthat  OPSEC  is  the  total  answer,  But  I 
think  there  are  some  concepts  in  it  that  can  be 
adapted  to  almost  any  area.  So  really  through 
education  and  continual  follow  up,  hopefully  our 
OPSEC  program  has  reached  all  facets.  Certainly 
we  have  OPSEC  plans,  certainly  we  talk  to  people 
before  they  go  on  travel,  certainly  we  look  at 
travel  orders,  certainly  we  have  it  in  our  exercises 
for  mobility,  but  we  still  have  two  areas  of  chief 
concern  where  quite  frankly  we  haven't  done  as 
good  e  job  as  we'd  like  to.  The  first  area  is  in 
computer  security.  Yes,  we've  worked  very  hard 
to  try  and  get  good  security  going,  but  the  prob¬ 
lem  is  when  you  start  talking  about  that  elusive 
term  of  sensitivity  the  definitions  and  regulatory 
guidance  are  almost  conflicting.  In  the  computer 
area,  you  know  the  sensitivity  when  we  are  talk¬ 
ing  about  classified  information  but  when  you 
talk  about  sensitive  unclassified  information  we 
are  talking  about  privacy  data.  We're  talking  about 
high  dollar  volume.  Our  chief  problem  has  been 
with  the  stand  alone  word  processor.  A  small 
example  of  that  is  where  Mary  Jane  is  sitting 
typing  up  a  speech.  It's  on  the  word  processor  on 
a  floppy  disc,  ft  goes  for  review  and  many  things 
are  considered  sensitive  and  subsequently 
extracted  from  that  presentation  But  what's  hap¬ 
pened  to  it  for  the  six  months  that  it  has  been  on 
the  floppy  disc.  How  are  we  going  to  protect  that? 
Does  it  warrant  protection?  Remember,  one  of 
our  first  axioms  is  not  everything  warrants  pro¬ 
tection.  The  second  area  is  how  we  deal  with 
industry  and  quite  frankly  our  office  in  general 
and  probably  me  specifically  have  not  done  a 
very  good  job.  The  problem  with  that  is  that 
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unfortunately  I'm  in  an  arena,  or  in  an  area  that  managers  PMS  within  our  activity  and  if  you  ask 

there  are  still  some  feelings  and  I'm  ashamed  to  me  for  a  hard  reason  why  we  picked  this  panic- 

admit  it,  but  as  soon  as  you  say  government  and  ular  five  I  really  couldn't  give  it  to  you  other  than 

industry  in  some  circles  it's  almost  an  adversary  they  were  there.  The  only  semblance  of  order  that 

relationship.  It's  very  similar  to  that  adversary  they  show  is  that  we  tried  to  pick  some  that  were 

relationship  that  the  atmosphere  of  mistrust  that  relatively  new,  some  that  were  down  the  line  three 

many  have  in  government  in  general,  especially  to  five  years, and  some  thatwere  just  about  ready 

in  dealing  with  the  public,  and  especially  when  to  be  fielded.  The  problem  with  this  information 

dealing  with  the  public  in  freedom  of  information  gathering  and  the  problem  of  how  we  distributed 

requests.  An  example  of  that  is  one  that  passed  information  and  how  we  protect  it  is  this.  We 

through  our  office  was  that  one  such  unsatisfied  found  in  the  protection  of  information  and  the 

customer  refused  to  believe,  believe  it  or  not,  that  exclusive  holding  of  the  information  that  in  these 

the  government  only  had  records  regarding  the  particular  five  PMs,  and  I'm  not  trying  to  say  that 

acquisition  of  the  territory  of  Louisiana  back  to  it  works  for  the  world,  that  the  government  held 

1803  and  persisting  to  know  more,  he  finally  got  the  information  exclusively  somewhere  between 

this  response:  Please  be  advised  that  the  govern-  five  and  10  percent  of  the  total  time.  What  I'm 

ment  of  the  United  States  acquired  the  territory  saying  in  fact  is  that  at  Fort  Monmouth,  a  partic- 

of  Louisiana  by  purchase  from  the  government  ular  PM  gets  a  needs  and  requirement  document, 

of  France  in  the  year  1803.  The  government  of  Many,  many  times  their  first  step  is  to  call  a  con- 

France  acquired  title  by  conquest  from  the  gov-  tractor  to  do  an  analysis.  So  whut  I  guess  I'm 

ernment  of  Spain,  the  government  of  Spain  saying  is.  ifwe  are  using  OPSEC  to  try  and  protect 

acquired  title  by  discovery  by  Christopher  Colum-  all  this  information  and  then  we  hand  it  over  to 

bus,  an  explorer,  a  resident  of  Genoa,  Italy,  who  industry  and  they  don't  have  the  same  program 

by  agreement  concerning  the  acquisition  of  title  with  the  same  method,  I  think  it's  going  to  be 

of  any  land  he  discovered  traveled  under  the  tough  to  carry  it  through.  As  a  personal  opinion, 

sponsorship  and  patronage  of  her  Majesty  the  I  honestly  believe  that  we  have  to  be  compatible 

Queenof  Spain.  The  Queen  of  Spain  had  received  and  that  an  OPSEC  program  has  to  be  ongoing 

sanction  of  her  title  by  consent  of  the  Pope,  a  in  a  facility  or  an  installation  and  certainly  for  a 

resident  of  Rome,  Italy  and  ex-officio  represen-  particular  contract  it  has  to  be  modified,  but  the 

tative  of  Jesus  Christ.  Jesus  Christ  was  the  son  program  in  and  of  itself  should  be  well  implanted, 

and  heir  apparent  of  God.  God  made  Louisiana.  Now  you  can  all  beat  me  up— any  questions? 

I  trust  this  complies  with  your  request.  Thank  you  very  much. 

In  order  for  OPSEC  to  work,  it  must  be  ongoing 
and  continuous  and  it  has  to  be  just  as  much  of 
your  overall  security  program  as  it  is  to  lock  your 

safe  every  night  and  the  proper  destruction  of  GOVERNMENT  SECURITY  REQUIREMENTS— A 

riassitieo  ruvuments  It  cannot  be  an  on  again  THOUSAND  FACES  TO  INDUSTRY 

off  again,  hit  and  miss  proposition  because  under 

that  system  it  will  surely  fail.  Now,  what  we  did,  Irving  T.  Boker 

we  sat  back  and  did  a  little  statistical  analysis  and  United  States  General  Accounting  Office 
I  had  a  lot  of  my  records  prepared,  but  last  night  Washington,  D.C. 
while  most  of  you  were  out  having  fun,  whether 

it  was  bowling,  gambling ,  or  going  to  a  show,  Bill  As  you  have  observed  in  the  program,  my  topic 

Johnson  and  Dave  Brown  and  myself  sat  down  is  "Government  Security  Requirements— A 

and  did  some  statistical  work.  The  first  axiom  that  Thousand  Faces  to  Industry."  Don't  Panic!  I'm  not 

we  came  up  with  was  figures  don't  lie  but  a  lot  going  to  cover  all  one  thousand.  Besides,  a  thou- 

of  liars  figure.  You  can  get  all  the  statistics  in  the  sand  may  be  a  slight  exaggeration.  There's  prob- 

world  that  you  want  but  the  bottom  line  is  that  ably  no  more  than  997. 

43  percent  of  all  statistics  are  totally  worthless. 

The  next  statistics  I  give  you  please  don’t  ask  me  Let  me  make  one  thing  clear.  Neither  I  nor  the 
to  defend,  just  trust  me.  We  took  five  program  general  accounting  office  would  expect  the 
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Department  of  Defense  or  any  other  large  gov¬ 
ernment  agency  to  establish  security  rules  for 
industry  that  could  be  applied  across  the  board 
without  exception.  There  is  just  too  much  going 
on  to  expect  that.  There  are  some  situations  that 
require  exceptional  treatment.  However,  when 
the  exceptions  become  a  way  of  life,  to  the  extent 
that  many  such  exceptions  are  not  justified  on 
the  basis  of  need  versus  cost,  then  we  have  a 
problem.  As  a  matter  of  fact,  we  have  many  prob¬ 
lems.  I  want  to  discuss  some  of  these  problems 
with  you,  such  as  OPSEC,  TEMPEST,  and  Carve- 
outs.  My  primary  purpose  is  to  encourage  you  to 
question  the  need  for  some  of  these  special 
requirements.  1  don't  expect  you  to  buck  the  sys¬ 
tem,  not  if  you  need  your  job.  On  the  other  hand, 
docile  acceptance  of  any  and  all  special  require¬ 
ments  is  not  good  for  security,  not  good  for  the 
government,  and  generally  not  good  for  industry. 

Perhaps  a  little  background  of  how  we  arrived 
at  where  we  are  today  would  be  helpful  to  a  better 
understanding  of  DoD's  Industrial  Security  Pro¬ 
gram.  I'm  only  going  to  cover  some  of  the  high¬ 
lights. 

In  1955,  Congress  established  the  Commission 
on  Government  Security  "to  fill  an  urgent  need 
for  an  objective,  nonpoliticai  and  independent 
study  of  the  innumerable  laws,  executive  orders, 
regulations,  programs,  practices,  and  procedures 
intended  for  the  protection  of  the  national  secu¬ 
rity;  to  establish  fair,  uniform,  effective,  end  real¬ 
istic  measures  to  safeguard  both  the  national 
security  and  the  rights  of  individuals;  to  obtain 
the  greatest  practical  uniformity;  and  to  restore 
full  public  confidence  in  the  government's  pro¬ 
gram  to  protect  the  national  security.''  The  Com¬ 
mission  became  known  as  the  Wright  Commis¬ 
sion,  named  after  its  chairman,  Lloyd  Wright.  In 
June  1957,  the  Commission  issued  its  800  page 
report  to  the  President  and  the  Congress.  The 
report  covered  a  wide  range  of  topics  related  to 
national  security — document  classification,  per¬ 
sonnel  security  clearances,  and  industrial  secu¬ 
rity,  just  to  name  a  few. 

The  Commission  made  several  recommenda¬ 
tions  involving  industrial  security  Perhaps,  the 
most  significant  of  these  was  the  Commission's 
recommendation  that  an  Office  of  Security  be 
established  within  the  Office  of  the  Secretary  of 
Defense  to  insure  uniformity  within  the  military 


services  with  respect  to  DoD's  Industrial  Security 
Program.  As  might  be  expected,  the  military  ser¬ 
vices  were  reluctant  to  relinquish  their  responsi¬ 
bility  for  the  security  of  programs  involving 
industry.  Their  reluctance  is  understandable.  After 
all,  the  Army  and  the  Navy  had  been  responsible 
for  their  own  information  security  programs 
inhouse  and  in  industry  since,  at  least.  World  War 
I.  You  might  compare  their  reluctance  to  your 
reluctance  in  delegating  the  running  of  your 
household  to  your  mother-in-law. 

Even  before  the  Wright  Commission,  in  the  late 
'40s,  DoD  was  concerned  about  the  lack  of  uni¬ 
formity  in  requirements  and  lack  of  reciprocity 
among  the  three  services.  Not  only  did  contractor 
employees  have  to  be  granted  clearances  by  each 
of  the  services,  sometimes  they  had  to  be  cleared 
by  various  bureaus  within  each  service.  DoD  con¬ 
ducted  various  studies  and  major  improvements 
in  the  Industrial  Security  Program  were  made. 
For  example,  the  Armed  Forces  Industrial  Secu¬ 
rity  Regulations  were  issued  in  1953.  In  July  1965, 
the  Secretary  of  Defense  issued  the  directive  which 
is  the  basis  for  today's  Industrial  Security  Pro¬ 
gram.  According  to  the  directive,  the  Office  of  the 
Secretary  of  Defense  would  provide  overall  pol¬ 
icy  guidance.  The  responsibility  for  security  cog¬ 
nizance  or  administration  of  industrial  facilities 
was  given  to  the  Director  of  the  Defense  Supply 
Agency,  which  later  became  the  Defense  Logis¬ 
tics  Agency.  In  October  1980,  the  group  within 
the  Defense  Logistics  Agency ,  which  had  respon¬ 
sibility  for  Industrial  Security  Administration,  was 
transferred  to  the  Defense  Investigative  Service 
where  it  is  today.  At  least,  it  was  when  we  left 
Washington. 

As  you  know,  an  Industrial  Security  Manual, 
containing  uniform  security  practices,  has  been 
issued  to  contractors  for  many  years.  Now,  if  this 
344  page  manual  and  classification  guide  were 
all  that  most  contractors  needed  to  follow  to  sat¬ 
isfy  the  security  requirements  of  a  classified  con¬ 
tract.  and  if  DoD  components  generally  required 
no  more  than  what  was  included  in  the  two  doc¬ 
uments,  I  could  stop  talking.  However,  we  have 
not  arrived  at  Camelot  yet  and,  from  all  indica¬ 
tions,  we  ere  proceeding  in  the  opposite  direction 
at  an  ever  increasing  pace.  I'm  going  to  briefly 
discuss  three  areas  where  we  have  identified  major 
inconsistencies— OPSEC.  TEMPEST,  and  carve- 
outs. 


OPSEC,  Operations  Security,  is  one  of  the  more 
recent  developments  affecting  industry,  but 
OPSEC  is  not  new  to  DoD.  In  October  1974,  the 
Joint  Chiefs  of  Staff  issued  Publication  18  on 
OPSEC,  and  in  1975,  the  military  services  started 
issuing  implementing  regulations.  Publication  18 
and  the  implementing  regulations,  however,  are 
directed  primarily  to  military  operations.  As  far 
as  we  could  tell,  prior  to  1981,  few  industrial  facil¬ 
ities  were  required  to  implement  OPSEC  mea¬ 
sures.  As  more  contractors  were  required  to 
incorporate  OPSEC  at  their  facilities,  their  com¬ 
plaints  about  the  costs  and  need  for  OPSEC  mea¬ 
sures  also  increased.  Consequently,  DoD  issued 
a  new  OPSEC  directive  in  July  1983,  which  iden¬ 
tifies,  in  more  detail  than  previous  DoD  instruc¬ 
tions,  the  responsibilities  of  the  military  services 
and  other  components,  with  respect  to  OPSEC  in 
industry.  The  directive  states  that  it  is  DoD's  pol¬ 
icy  for  each  component  to  establish  an  OPSEC 
program.  Now,  that  may  be  alright  with  respect 
to  internal  operations,  but  it  could  be  the  begin¬ 
ning  of  chaos  when  applied  to  industry.  There 
have  been  coordinating  meetings  among  repre¬ 
sentatives  of  the  Defense  Investigative  Service 
and  the  components,  but  if  this  program  is  typical 
of  past  performance,  despite  the  best  of  inten¬ 
tions,  industry  can  expect  a  myriad  of  inconsis¬ 
tent  OPSEC  requirements  in  the  future. 

Several  months  ago,  we  completed  a  survey  of 
OPSEC  in  industry.  Perhaps,  we  were  a  little  pre¬ 
mature  in  starting  a  review;  nevertheless,  we  noted 
a  number  of  inconsistencies,  starting  with  the 
OPSEC  plans.  One  of  the  basic  features  of  the 
OPSEC  program  is  preparation  of  an  OPSEC  plan 
It's  similar  to  the  standard  practice  procedures 
that  arc  required  before  a  facility  security  clear¬ 
ance  is  issued.  In  some  cases,  the  DoD  compo¬ 
nents  pjcvided  the  plans  to  the  contractors,  In 
the  form  of  appendices  to  the  classification  guides. 
In  many  cases,  the  contractors  were  required  to 
prepare  the  plans.  Preparation  of  the  plans  was 
a  problem  for  some  contractors  because  they  were 
in  no  position  to  identify  the  hostile  intelligence 
threat— the  basic  foundation  of  the  plan— and 
the  components  had  not  furnished  the  informa¬ 
tion.  Our  guess  is  that  the  components,  them¬ 
selves,  may  not  have  had  complete  knowledge 
of  the  hostile  threat  in  the  geographic  areas  where 
some  of  the  contractors  were  located. 

In  addition  to  identification  of  the  hostile  intel¬ 
ligence  threat.  OPSEC  plans  contain  three  other 


basic  sections — identification  of  the  sensitive 
aspects  of  the  contract,  assessment  of  the  vul¬ 
nerable  areas  of  operation,  and  proposed  coun¬ 
termeasures.  Let's  talk  about  countermeasures, 
since  they  involve  a  continuing  effort  by  contrac¬ 
tors.  We  identified  about  20  types  of  counter¬ 
measures  in  the  14  OPSEC  plans  that  we  reviewed. 
Of  course,  the  need  for  specific  types  of  counter¬ 
measures  will  vary  among  contractors,  depend¬ 
ing  on  the  program  and  their  particular  involve¬ 
ment.  However,  certain  basic  types  of  counter¬ 
measures  wouid  appearto  be  desirable,  regardless 
of  the  program  or  contractor.  We  found  many 
inconsistencies  in  the  application  of  basic  types 
of  countermeasures.  For  example,  only  about  half 
of  the  plans  required  the  contractors  to  assure 
the  security  of  conference  rooms  where  classified 
information  was  discussed.  I  suspect  that,  if  we 
were  to  make  a  review  a  year  from  now,  the  sit¬ 
uation  would  be  worse  than  it  was  several  months 
ago.  I  hope  that  I'm  wrong. 

Another  item  of  concern  are  the  OPSEC  inspec¬ 
tions.  According  to  the  DoD  directive,  the  Defense 
Investigative  Service  has  primary  responsibility 
for  conducting  OPSEC  inspections,  but  compo¬ 
nents  are  authorized  to  make  some  inspections, 
after  coordinating  with  the  Defense  Investigative 
Service,  We  found  that  one  component  was  mak¬ 
ing  OPSEC  inspections,  which  were  in  addition 
to  the  semi-annual  inspections  by  the  Defense 
Investigative  Service  We've  been  assured  by  DoD 
that  the  need  for  a  uniform  OPSEC  policy  for 
industry  and  inspection  responsibility  were  being 
resolved. 

For  those  of  you  new  to  security,  TEMPEST  is 
not  a  sand  storm  here  in  the  desert  nor  a  wind 
storm  in  Washington.  TEMPEST,  according  to  the 
official  government  definition,  is  an  unclassified 
name  that  refers  to  the  investigation  and  study 
of  compromising  emanations.  Compromising 
emanations  are  signals  from  information  pro¬ 
cessing  systems,  which,  if  intercepted  or  ana¬ 
lyzed,  could  disclose  national  security  informa¬ 
tion.  Until  a  few  months  ago,  I  had  always  thought 
of  TEMPEST  in  relation  to  protecting  Sensitive 
Compartrnented  Information  (SCI).  Then,  I  learned 
that  TEMPEST  was  not  confined  to  SCI.  My  initial 
reaction  was,  man,  are  you  ignorant!  Then  I  looked 
at  ttt©  tnuuSirtai  security  Manual,  ana  TOimu  tnat 
I  was  not  alone  in  my  ignorance.  I  couldn’t  find 
any  mention  of  TEMPEST,  not  the  word  itself  nor 
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a  reference  to  it,  even  though  a  22-page  section 
of  the  manual  was  devoted  to  Security  Require¬ 
ments  for  ADP  Systems,  including  Word  Pro¬ 
cessing  Systems.  These  requirements  are  for  the 
protection  of  classified  information,  TOP  SECRET, 
SECRET,  and  CONFIDENTIAL. 

Last  year,  we  received  a  call  from  a  contractor 
who  told  us  -hat  one  of  the  military  services  was 
requiring  the  contractor  to  establish  TEMPEST 
control  measures  for  SECRET  and  CONFIDEN¬ 
TIAL  information  that  was  being  processed.  In 
this  case,  the  Security  Manager  thought  that  the 
TEMPEST  measures  were  unnecessary  because 
of  the  tow  volume  of  classified  data  being  pro¬ 
cessed,  and  because  neither  the  CIA  nor  NSA  was 
requiring  any  upgrading  of  protection  for  the  Data 
Processing  Operations.  Unnecessary  costs,  that 
is,  the  cost  of  control  measures  would  have  been 
about  five  hundred  thousand  dollars.  In  case  you're 
wondering  how  this  case  turned  out,  most  of  the 
anticipated  costs  were  avoided,  thanks  to  the 
security  manager  raising  the  question  of  need  for 
TEMPEST  control  measures. 

I  can  assure  you  that  this  example  is  not  an 
isolated  case.  We  know  of  several  similar  cases. 
Now,  another  question  a  person  might  ask  is, 
how  does  something  like  this  happen?  Appar¬ 
ently,  these  cases  occurred  because  of  a  change 
to  the  Armed  Services  Procurement  Regulations 
in  February  1983.  Defense  Acquisition  Change 
#76-42  stated  that,  "Whenever  ADP  equipment 
or  services  are  acquired  which  are  to  be  used  to 
process,  transmit,  store,  retrieve  or  display  clas¬ 
sified  information,  the  contracting  officer  shall 
insure  that  the  equipment  involved  in  the  acqui¬ 
sition  has  been  certified  to  meet  minimum  stan¬ 
dards  to  protect  the  classified  information  from 
possible  compromise  due  to  electronic  emana¬ 
tion."  It  seems  that  some  well-meaning,  but  ill- 
informed,  individuals  in  one  of  the  military  ser¬ 
vices  took  this  requirement  literally,  and  even 
expanded  it.  1  guess,  by  extrapolation,  you  could 
reason  that,  if  you  have  TEMPEST  approved 
equipment  from  the  preferred  products  list,  you 
should  house  it  in  a  facility  that  meets  TEMPEST 
requirements.  Makes  sense,  doesn't  it?  Yes,  except 
for  two  things.  First,  the  cost  of  facility  protection, 
such  as  lead  shielding,  generally,  is  substantially 
more  expensive  than  equipment  protection.  Sec¬ 
ond,  some  consideration  should  be  given  to  the 
frequency  or  volume  of  classified  information 


being  processed,  its  level  of  classification,  and 
the  potential  threat  or  risk  of  compromise,  com¬ 
pared  to  the  estimated  cost  of  protection.  In  sev¬ 
eral  cases  that  we  know  of,  this  was  not  done 
until  the  contractors  complained  of  the  need  for 
TEMPEST  requirements  and  requested  direct 
reimbursement  for  costs  that  would  be  incurred. 
What  are  we  talking  about,  with  respect  to  clas¬ 
sified  information  and  cost.  Well,  less  than  10 
percent  of  the  information  being  processed  was 
classified  and  most  of  that  was  classified  CON¬ 
FIDENTIAL.  The  estimated  costs  of  TEMPEST 
protective  measures  for  the  contracts  ranged  from 
$100,000  to  several  million  dollars.  Strangely 
enough,  these  hottor  stories  were  confined  to 
one  military  service,  one  where  almost  every¬ 
thing  related  to  security  is  delegated  down  the 
chain  of  command  and  there  is  little  internal  con¬ 
trol. 

Last  September,  a  TEMPEST  Committee  from 
industry  completed  a  survey  of  aerospace  con¬ 
tractors.  The  Committee  concluded  that  while  there 
was  TEMPEST  vulnerability,  there  was  no  evi¬ 
dence  of  threat  exploitation.  Consequently,  the 
threat  was  minimal,  compared  to  the  counter¬ 
measures  being  imposed,  which  were  costly  and 
disproportionate.  The  Committee  also  found  that 
there  was  little  consistency  among  the  agencies 
requiring  TEMPEST  measures  and  an  inconsis¬ 
tent  application  of  requirements  by  a  customer 
to  different  contractors. 

In  all  fairness  tc  DcD  and  the  intelligence  com¬ 
munity,  an  instruction  was  issued  a  few  months 
ago  that  identifies  the  criteria  to  be  used  in  deter- 
rruring  whether  TEMPEST  measures  ere  needed 
However,  the  instruction  is  classified  and  is  not 
available  to  contractors.  It  might  be  helpful  to 
contractors  if  the  ADP  section  of  the  Industrial 
Security  Manual  contained  some  TEMPEST  guid¬ 
ance. 

At  these  seminars,  there  always  are  a  number 
of  attendees  who  are  new  to  security  or  who  have 
not  been  exposed  to  carve-outs.  For  their  benefit, 
a  quick  definition.  A  carve  out  or  carve-out  con¬ 
tract  is  a  contract  for  which  the  Defense  Investi¬ 
gative  Service  has  been  relieved  of  responsibility 
for  security  administration.  Essentially,  that  means 
that  the  military  service  or  DoD  component  that 
awarded  the  contract  will  make,  or  it  is  assumed 
will  make,  periodic  security  inspections.  The  rea- 
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son  why  I  stressed  "assumed"  is  because,  we 
found  some  cases  where  the  military  services 
had  not  inspected  contractor  facilities  for  4  to  6 
years,  to  verify  that  sensitive  documents  were 
accounted  for.  And  representatives  of  the  Defense 
Investigative  Service,  during  their  semi-annual 
inspections  were  not  allowed  to  review  records 
of  individuals  who  had  access  to  carve-out  con¬ 
tract  data  or  to  determine  that  all  the  data  that 
the  contractor  was  supposed  to  have  was 
accounted  for. 

There  are  two  major  types  of  carve-out  con¬ 
tracts.  Those  that  involve  SCI  and  those  that  do 
not.  For  the  few  of  you  who  may  not  know  what 
SCI  is,  it  is  intelligence  or  intelligence-related 
information.  Standard  procedures  have  been 
established  for  contractor  handling  of  SCI.  but 
they  are  minimum  standards,  and  often  are 
exceeded  at  the  direction  of  DoD  customers. 
Unfortunately,  not  even  minimum  standards  have 
been  established  for  the  special  handling  of  non- 
SCI.  or  collateral  information. 

You  may  be  wondering  what  these  non-SCl 
contracts  are  for.  They  may  be  for  a  wide  range 
of  activities,  from  research  on  exotic  new  weap¬ 
ons,  special  studies,  technical  support  for  very 
sensitive,  complex  existing  systems,  they  might 
even  be  for  the  construction  of  a  golf  course.  I'm 
only  joking;  we  haven't  found  any  of  those  -yet. 
Nevertheless,  sometimes,  carve-outs  are  ust>J  to 
expedite  procurements  and  to  make  sole  source 
awards,  circumventing  the  competitive  procure¬ 
ment  process.  Although,  according  to  DoD  reg- 
u  let  tors,  carve  out  contracts  are  to  be  used  only 
in  support  of  approved  special  access  programs, 
it  is  doubtful  that  all  carve-outs  do.  in  fact,  sup¬ 
port  special  access  programs.  But  even  the  num¬ 
ber  of  authorized  special  access  programs  has 
grown.  In  1979,  DoD  had  10  official  special  access 
programs.  In  1982,  there  were  50  currently,  DoD 
has  over  100  special  programs.  Some  of  the 
increase  is  attributable  to  better  reporting  of  such 
programs  by  DoD  components  to  the  office  of  the 
Secretary  of  Defense.  Improved  reporting  is  the 
result  of  revisions  to  DoD's  information  security 
program  regulation  in  August  1982.  However,  a 
good  part  of  the  increase  is  due  to  more  pro¬ 
grams  being  established.  We  understand  that  the 
majority  of  these  100  odd  special  access  pro¬ 
grams  are  non-SCl  programs.  Odd  is  a  good  word 
to  describe  some  of  these  non-SCl  special  pro¬ 


grams  because,  if  they  are  supported  by  con¬ 
tracts,  you  can  bet  that  they  are  odd  in  that  secu¬ 
rity  requirements  for  contractors  will  vary  greatly. 
The  number  of  carve-out  contracts  is  also  con¬ 
stantly  growing,  but  I  don't  believe  anyone  knows 
the  exact  number,  or  even  a  close  approximation. 
We  guess,  and  I  don't  say  estimate,  because  that 
would  imply  some  degree  of  precision  and  that 
certainly  is  not  the  case.  We  guess,  conserva¬ 
tively,  that  there  probably  are  about  ten  thousand 
carve-out  contracts.  But,  what  does  that  mean, 
as  far  as  security  requirements  are  concerned? 

In  case  you  haven't  noticed,  I  only  ask  ques¬ 
tions  that  I  can  answer.  The  explosion  of  carve- 
out  contracts  means  that  industry  is  faced  with  a 
multitude  of  special,  duplicative,  sometimes 
inconsistent,  sometimes  unnecessary,  but  almost 
always  costly  security  requirements.  Most  carve- 
out  contracts  require  special  access  listings  of  the 
individuals  authorized  accoss  to  the  contracts, 
based  on  a  need  to  know.  Here  again,  my  igno¬ 
rance  shows.  I  have  always  thought  that  "need 
to  know"  was  the  basic  rule  for  access  to  any 
classified  information.  Is  DoD  implying  that  gov¬ 
ernment  and  contractor  employees  with  security 
clearances  can't  protect  classified  information 
unless  it  is  carved-out>  1  have  always  thoughtthat 
the  designation  of  "TOP  SECRET"  was  intended 
to  protect  the  most  sensi've  information.  Why 
isn't  TOP  SECRET  used  more  often?  The  infor¬ 
mation  in  many  of  these  carve-out  contracts  was 
only  classified  at  the  SECRET  level.  During  our 
review  of  carve-outs,  which  was  completed  in 
February  1983.  we  were  told  that  about  39,000 
contractor  employees  had  been  given  special 
access  authorization  to  non-SCl  contracts.  Of  the 
39,000,  almost  14,000  had  security  clearances  at 
the  SECRET  level.  In  addition,  about  12,000  con¬ 
tractor  employees  had  been  granted  SCI  access. 
One  DoD  official  thought  that  the  number  of  con¬ 
tractor  employees  with  special  access  to  both  SCI 
and  non-SCl  contracts,  was  probably  in  the 
neighborhood  of  150,000.  Inasmuch  as  DoD  had 
good  centralized  control  over  SCI  accesses,  but 
not  over  the  non-SCl  special  accesses,  we  could 
assume  that  anywhere  from  59,000  to  138,000 
contractor  employees  had  non-SCl  special 
accesses.  Perhaps,  as  many  as  a  third  of  those, 
or  about  46,000  individuals  only  had  SECRET 
clearances,  even  though  they  were  involved  with 
contracts  that  had  been  considered  too  sensitive 
to  be  a  part  of  the  mainstream  of  the  Industrial 


43 


Secu  r  ity  Prog  ra  m .  If  you  a  re  f  a  m  il  i  a  r  wit  h  secu  rity 
clearance  procedures,  you  know  that  a  SECRET 
clearance  can  be  granted  to  a  contractor  employee 
on  the  basis  of  a  favorable  national  agency  check. 
A  TOP  SECRET  clearance  must  be  preceded  by  a 
favorable  background  investigation  and  an  SCI 
access  must  be  preceded  by  a  favorable  special 
background  investigation  which  is  more  exten¬ 
sive  than  a  regular  background  investigation. 

Paradoxically,  some  of  our  most  serious  com¬ 
promises  of  classified  information  have  involved 
carve-out  contracts.  Are  the  added  security  costs 
associated  with  carve-outs  really  effective,  or 
would  there  have  been  more  compromises  with¬ 
out  them.  I  don't  think  we'll  ever  know.  We  do 
know  that  physical  security  is  expensive  and  where 
carve-outs  are  involved,  generally,  it  is  much  more 
expensive.  Data  pertaining  to  SCI  and  many  non- 
SCI  carve-out  contracts  is  maintained  in  sensitive 
compartmented  information  facilities.  The  size  of 
these  facilities  can  range  from  one  room,  com¬ 
prising  120  square  feet,  to  a  complex  of  rooms 
totaling  40,000  square  feet,  even  whole  buildings. 
The  cost  of  these  facilities  can  run  from  about 
$1 5,000  to  about  $5,000,000.  We  understand  that 
the  average  cost  is  about  $125  a  square  foot. 
These  facilities,  either  a  room  or  a  complex  of 
rooms,  resemble  a  bank  vault.  The  protective 
devices  include  combination  locks  for  the  doors, 
alarm  systems  of  the  usual  variety,  intrusion  sen¬ 
sors,  approved  containers  or  safes  with  combi¬ 
nation  locks,  and  sometimes,  even  an  alarm  sys¬ 
tem  for  the  safes.  One  place  that  we  visited  had 
three  sets  of  doors  with  combination  locks  that 
you  had  to  go  through  to  get  into  the  compart¬ 
mented  facility  and  three  alarm  systems  includ¬ 
ing  one  on  the  locked  containers,  if  ,ve  have 
established  the  standards  for  protecting  CONFI¬ 
DENTIAL.  SECRET  and  TOP  SECRET  information, 
are  these  other  measures  absolutely  necessary? 
The  application  of  these  other  measures  is  so 
inconsistent  and  costly  that  it  defies  imagination. 
The  name  of  the  TV  show.  That's  Incredible,  would 
be  an  appropriate  description  of  the  security 
requirements  placod  on  industry. 

In  conclusion,  when  I'm  in  the  audience,  those 
are  two  words  that  sound  like  a  wake-up  call.  I 
have  only  touched  on  three  areas  of  inconsistent 
and  costly  security  requirements.  Last  Septem¬ 
ber,  one  of  our  NCMS  members,  Junius  Layson. 
was  a  member  of  a  panel  on  government  security 


at  the  Annual  Seminar  of  the  American  Society 
for  Industrial  Security.  And  he  assembled  an 
excellent  presentation  of  the  many  contradictory 
security  requirements  that  have  eroded  the  one 
face  to  industry  concept.  I'm  sure  that  if  you  asked 
him,  he  would  give  you  a  copy. 

Let  me  close  with  my  usual,  slightly  modified 
quotation  from  Abraham  Lincoln.  "We  have 
always  wanted  to  deal  with  everyone  we  meet 
candidly  and  honestly.  If  we  have  made  any 
assertion  not  warranted  by  facts,  and  it  is  pointed 
out  to  us,  we  will  withdraw  it  cheerfully." 


SECURITY  RESPONSIBILITIES  FOR 
MANAGERS 

James  Mood 

National  Security  Agency 
Washington,  D.C. 

Good  Morning  Ladies  and  Gentlemen.  It's  true 
that  I  am  going  to  digress  a  bit  from  the  Tech¬ 
nology  Transfer  theme.  In  doing  that  I  would  like 
to  explain  ...  but  first  may  I  ask  how  many  of  you 
are  security  managers;  that  is,  you  supervise  a 
number  of  security  people  in  a  security  depart¬ 
ment  or  organization?  That's  about  75%,  thank 
you!  How  many  are  managers  in  a  field  other 
than  security?  Another  5  to  10%.  Now,  how  many 
of  you  are  not  managers,  but  work  in  a  security 
organization  in  Government  or  industry?  Another 
5  to  10%,  thank  you! !  now  know  who  you  or6 — 
and  that's  important! 

The  reason  I  asked  is  because  I  want  to  discuss 
security  responsibilities  for  managers-— not  just 
security  managers,  but  managers  or  supervisors 
in  general.  And,  what  1  want  to  talk  about  is  a 
classic  area  of  human  behavior,  "the  psycholog¬ 
ical  aspects  of  reporting." 

Yesterday  Maynard  Anderson,  in  his  keynote 
address,  talked  about  the  technology  transfer 
problem.  He  repeatedly  made  reference  to  the 
Soviet  threat  and  the  "Soviet  empire"  as  the  mam 
recipient  of  stolen  high  technology  from  the  West. 
Later,  in  his  talk,  Tom  0'8rier  stated  that  one  of 
the  key  ways  to  counter  the  loss  of  high  technol¬ 
ogy  was  through  education  and  awareness  . . . 
making  the  marketeers,  the  engineers,  and  the 
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technicians  aware  of  the  laws,  prohibitions  and 
concerns  regarding  the  export  of  such  items. 

Although  I  am  not  an  expert  on  technology 
transfer,  I  believe  that  one  of  the  most  effective 
ways  to  counter  the  loss  of  high  technology  (or 
sensitive  or  classified  information  in  general)  is 
to  understand  the  attitudes  and  behavior  of  peo¬ 
ple  when  they  become  aware  of  a  particular  prob¬ 
lem,  and  to  help  those  same  people  recognize 
this  behavior  in  themselves  so  they  can  better 
deal  with  it.  I  believe  that  everyone  in  this  room 
will,  to  some  extent,  be  able  to  identify  with  this 
problem,  and  with  the  psychological  battlfi  each 
of  us  must  fight  within  ourselves  when  we  are 
confronted  with  the  decision  to  report  someone. 

Let  me  begin  by  sharing  with  you  a  true  stop/. 

It  happened  to  a  friend  last  summer,  in  Ocean 
City,  Maryland.  It  was  a  warm  September  week¬ 
end  and  the  beach  was  crowded.  The  group  of 
people  my  friend  was  with  were  near  the  water’s 
edge  when — all  of  a  sudden— a  woman  came  out 
of  the  surf  screaming  l  or  help,  and  pointed  to  two 
men  in  obvious  trouble  beyond  the  breakers  in 
deep  water.  It  was  apparent  that  they  would  drown 
if  they  didn't  get  some  help  quickly.  And.  just  as 
apparent,  the  woman  was  pleading  directly  to  my 
friend  for  help  . . .  and  everyone  in  the  area, 
including  his  family,  were  expecting  him  to  make 
a  galant  dash  into  the  surf  and  rescue  the  swim¬ 
mers.  So  that’s  exactly  what  he  did!  And.  as  he 
swam  toward  the  troubled  men,  thoughts  came 
to  his  mind  that  he  neither  expected  nor  liked. 

Keep  in  mind  the  circumstances  The  beach  is 
crowded  and  all  eyes  are  on  him.  Everyone  is 
expecting  him  to  do  the  right  thing.  But,  what 
about  these  thoughts?  He’s  beginning  to  ration¬ 
alize.  to  have  second  thoughts  about  this  ’’hero 
stuff."  First  of  all.  he  realizes  that  there  are  two 
of  them  and  only  one  of  him  . . .  and  that  both  of 
them  look  "bigger  and  stronger"  than  he.  Sec¬ 
ond.  he  remembers  that  in  his  rush  to  the  surf  he 
forgot  to  grab  something  to  throw  to  them— no 
raft  or  tube,  not  even  a  towel  or  belt.  Finally,  when 
he  is  close  enough  to  see  the  panic  in  their  eyes, 
he  realizes  that  he  is  "surely  going  to  die":  he 
will  be  pulled  down  with  them.  Now  all  he  wants 
to  do  is  turn  around!  Why  should  he  sacrifice  his 
life?  They’re  finished  anyway  . . .  there's  no  way 
he  can  change  that ...  so  why  not  turn  around? 
If  he  doesn't  “he  only  has  a  couple  of  minutes 
left."  It  would  be  wrong  not  to  turn  around! 


I've  gone  on  long  enough !  I  said  this  was  a  true 
story  and  it  is.  It  ended  when  my  friend  ’’the  hero” 
finally  reached  the  swimmers.  Instead  of  being 
alone,  he  suddenly  discovered  that  fifteen  or  so 
others  had  heard  the  woman's  screams  and  arrived 
on  the  scene  at  the  exact  moment  he  did!  Although 
we  have  a  "happy  ending"  to  our  story,  what 
about  our  hero.  If  he  didn’t  have  his  family,  friends 
and  hundreds  of  others  watching  his  every  move, 
what  would  he  have  done?  Would  he  have  let 
two  men  drown?  Did  he  sufficiently  rationalize  in 
his  own  mind  that  the  "right"  thing  to  do  was 
turn  around  and  swim  back  to  shore  and  safety? 
Is  my  friend  a  coward — or  is  he  normal?  I'm  not 
really  sure,  but  I'll  confess  to  you  that  the  friend, 
the  hero  or  the  coward,  was  in  fact  me! 

I  believe  all  of  us,  to  some  degree  or  another, 
go  through  a  similar  rationalization  process 
whenever  we  are  confronted  with  a  difficult  deci¬ 
sion,  or  an  action  that  we  don't  really  want  to 
face.  Can  you  relate  to  that?  And  for  our  purposes 
today,  the  decision  or  action  I'm  concerned  with 
is  "recognizing  and  reporting”  a  serious  problem 
about  someone  to  appropriate  officials  in  your 
company  or  agency.  The  problem  of  a  friend,  a 
co-worker,  or  a  supervisor.  The  problem  may 
concern  security,  mental  or  emotional  stability, 
drugs  or  alcohol,  or  any  number  of  other  areas. 
Don’t  kid  yourself,  for  most  of  us  the  decision  to 
report  a  friend  or  co-worker  could  be  one  of  the 
most  difficult  we  face  throughout  our  entire  life. 
And,  like  that  swimmer,  right  and  wrong  deci¬ 
sions  become  jaded  when  other  considerations, 
fears  and  emotions  get  involved. 

It  is  my  opinion,  based  on  twenty  years  expe¬ 
rience,  that  only  a  small  percentage  of  the  serious 
problems  identified  by  people  are  actually  reported 
to  appropriate  officials.  I  base  this  on  "after-the- 
fact"  investigation.  In  case,  after  case,  after  case, 
we  find  that  serious  indicators  of  major  problems 
were  known  by  others — co-workers,  friends  or 
family — but  were  not  reported.  Not  just  in  secu¬ 
rity  matters,  but  in  technology  transfer  cases,  sui¬ 
cides,  drugs,  theft . . .  and  I  could  go  on  and  on1 
Let's  try  to  examine  some  of  the  reasons  why _ 

First  when  we  talk  about  identifying  a  problem: 
it  is  a  matter  of  opinion ...  of  one’s  point  of  view. 
A  person  who  drinks  three  beers  a  day  might  be 
considered  a  heavy  drinker  to  a  non-drinker — and 
a  "teetotaler"  to  a  heavy  drinker.  Most  of  us 
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struggle  to  own  a  home  and  pay  our  bills.  Some, 
however,  may  consider  that  irresponsible  and 
serious  indebtedness.  Asking  questions  on  the 
job  and  staying  after  hours  may  be  seen  by  some 
as  conscientiousness,  but  to  others  the  individual 
is  nozy,  suspicious  and  violating  the  need-to-know. 
Thus,  the  first  point  I  want  to  make  is  that  you  as 
managers  have  to  identify  as  clearly  as  possible 
to  your  workforce  what  you  would  like  reported! 

I  talked  to  a  lady  where  I  work  two  weeks  ago 
who  said  that  she  had  been  there  18  years,  and 
during  that  entire  period  she  had  never  seen  one 
problem  that  would  require  reporting.  In  my 
opinion,  she  saw  the  problems;  she  just  didn't 
recognize  them.  She  didn't  know  what  to  look 
for!  People  everywhere  have  problems!  People 
with  sensitive  jobs  and  clearances  are  no  differ¬ 
ent  from  everyone  else. 

Secondly,  you  must  try  to  convince  your 
employees  that  reporting  someone  is  good— that 
it  is  the  right  thing  to  do!  Not  because  the  security 
officer  says  it  is— but  because  you  know  it  is! 
Therefore,  you  must  try  to  counter  or  reverse  the 
negative  connotation  attached  to  reporting 
someone. 

When  was  the  last  time  you  heard  someone 
say  it's  a  good  thing  to  report  someone.  What  is 
it  about  our  society  and  our  country  that  tells  us 
that  when  someone  may  be  doing  something  to 
harm  it,  you  are  a  “rat  fink"  if  you  report  it?  Isn't 
that  the  mentality  we  all  live  under?  When  we 
were  little  kids  what  did  our  mom  and  dad  teach 
us?  Don't  be  a  tattle  tale! 

“If  you  can't  say  something  nice,  don't  say  any¬ 
thing  at  all."  We  were  taught  not  to  say  things 
about  people  that  aren't  nice.  All  kinds  of  nasty 
nicknames  go  with  reporting  someone.  Even 
people  in  security  or  police  work  talk  about  fink¬ 
ing  on  somebody  or  ratting  on  somebody.  Its  got 
a  negative  connotation  that's  hard  to  shake.  You 
have  got  to  try  to  reason  with  your  employees  to 
counter  such  th-  iking.  Point  out  the  positive 
results! 

The  next  problem  that  we  have  to  recognize  is 
the  problem  of  "fear.**  This  is  the  one,  in  my 
opinion,  that  we  have  to  lock  inside  ourselves  to 
deal  with.  We  all  have  fears!  Fears  are  what  shape 
our  personality;  fears  are  what  shape  our  lives. 


our  decisions  and  our  careers.  Fears  are  what 
keep  you  from  going  out  in  that  Casino  and  bet¬ 
ting  your  life  savings. 

Let's  look  at  some  of  the  fears  that  many  of  us 
have  when  we  see  something  that  should  be 
reported,  or  when  we  see  something  that  we  think 
might  be  wrong.  The  first  fear  is  that  we're  afraid 
that  we  might  be  wrong  about  what  we  see  or 
think!  Now  if  you  see  someone  in  your  office  with 
a  brown  bag  with  the  strong  smell  of  liquor,  and 
about  every  five  minutes  the  individual  is  sipping 
whatever  is  in  that  bag,  then  I  would  say  you  can 
conclude  with  some  assurance  that  that  person 
has  a  drinking  problem. 

But,  most  problems  are  not  that  obvious.  Usu¬ 
ally  when  you  see  something  you've  only  got 
suspicions,  you've  got  gut  feelings,  sometimes 
you've  got  meaningful  evidence,  but  even  then 
most  people  will  not  make  a  report  unless  they 
have  the  facts.  Let  me  tell  you  that  you  will  almost 
never  get  the  facts!  That's  for  the  people  who 
receive  your  report  to  determine.  That's  what 
they're  paid  to  do— let  them  do  their  job! 

Still  another  fear  is  what  the  people  will  think 
when  we  report  the  information.  Will  they  share 
our  concern,  or  will  they  think  it's  ridiculous! 
Remember,  right  and  wrong  is  sort  of  in  the  eye 
of  the  beholder!  Morality  is  in  the  eye  of  the 
beholder,  a  drinking  problem  is  in  the  eye  of  the 
beholder.  So  what  you  may  think  is  a  problem 
based  on  your  upbringing  and  your  knowledge 
may  not  be  shared  by  someone  else.  So  you  may 
have  a  fear  about  whether  or  not  they're  going 
to  agree  with  you;  that  it  might  not  be  looked 
upon  as  a  serious  problem. 

What's  an  even  bigger  fear?  Can  someone  help 
me?  How  about  being  afraid  that  people  might 
become  aware  of  you —the  person  who  reported 
the  information!  Your  co-workers  might  find  out. 
or  worse,  the  source  of  the  accusation  or  allega¬ 
tion!  Now  that  is  real  fear,  isn't  it?  Finally,  one  of 
the  most  frequently  experienced  fears  is  the  fear 
that  the  people  you  report  the  information  to  will 
not  handle  the  problem  properly.  This,  more 
appropriately,  might  be  a  lack  of  confidence  in 
the  organization  (in  your  agency  or  your  com¬ 
pany)  where  it's  the  security  department,  the 
medical  center,  your  senior  managers  or  your 
immediate  bosses  You  tack  the  confidence  in  the 
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people  that  you  have  to  report  to  that  they  will 
handle  the  problem  the  way  you  think  it  ought  to 
be  handled!  I  could  go  on  and  on  identifying  fears; 
all  of  us  have  them  and  they  become  a  major 
factor  for  many  of  us  when  we  consider  reporting 
someone. 

Another  factor  that  can  often  be  a  detriment  to 
reporting  something  or  someone  is  loyalty.  Loy¬ 
alty  is  an  interesting  phenomenon  because  we 
are  often  not  aware  of  it.  Sometimes  we  do  not 
understand  what  influences  us  to  side  with  one 
person  over  another,  or  take  a  position  in  favor 
of  one  or  another ...  but  frequently  the  reason  is 
not  the  issue  we  are  supporting  but  loyalty  to  that 
person  or  the  issue.  Let  me  illustrate  my  point  by 
sharing  a  personal  experience.  As  a  manager  of 
supermarket  cashiers  (checkers)  for  four  years 
while  in  college  some  twenty  years  ago,  there 
was  a  continuous  problem  of  checkers  estimating 
the  price  of  certain  daily  staples  such  as  milk  and 
bread.  Estimating  took  place  because  these  items 
were  never  marked  and  prices  changed  fre¬ 
quently  . . .  sometimes  dally.  It  was  a  known  fact 
that  a  checker  almost  always  estimated  in  favor 
of  the  store  rather  than  the  customer.  In  fact, 
when  a  checker  made  an  error,  95%  of  the  time 
it  was  in  the  store's  favor . . .  even  when  the  checker 
was  disgruntled  in  his/her  job  or  angry  at  the 
employer.  The  reason  was  a  subconscious  loy¬ 
alty. 

Although  there  is  no  question  about  our  loyalty 
to  our  country,  we  have  other  loyalties  too  . . .  to 
our  employers,  our  co-workers,  to  causes  we  sup¬ 
port;  loyalties  that  we  don't  think  about  and, 
sometimes,  are  not  even  aware  of 

Let's  look  at  some  of  the  feelings  or  the  ration¬ 
alizations  that  people  have  to  deal  with  in  this 
area  . . .  when  someone  you  know;  a  co-worker 
or  a  peer  has  a  problem.  First  of  all  there's  a 
subconscious  dislike  in  all  of  us  for  the  bureau¬ 
cracy  ...  the  establishment,  the  big,  impersonal 
system.  It  doesn't  matter  whether  it’s  General 
Motors  or  the  Department  of  Defense,  the  "sys¬ 
tem”  is  there  and  we're  here  . . .  most  of  us  do 
not  consider  ourselves  part  of  that  big  powerful 
system.  We're  in  it,  but  we're  individuals;  we're 
a  little  different  then  the  rest.  Cefrying  this  think¬ 
ing  one  step  further,  we  often  rationalize:  "Why 
should  I  report  my  friend  or  my  co-worker?"  We 
are  down  here  at  the  working  level  and  my  co¬ 


worker's  got  a  little  problem;  but  management 
has  seen  the  problem  for  years  so  why  should  I 
be  the  one  to  report  it?  Besides  if  they  wanted  to 
do  something  about  it  they  would  have  done  it 
by  now!  They're  the  guys  that  make  all  the  bucks, 
let  them  earn  their  money! 

How  often  have  you  heard  rationalization  like 
that?  Or,  how  about  some  of  these  comments . . . 
They  created  "the  system,"  they  promoted  who 
they  wanted  to  promote,  they  see  what  they  want 
to  see  and  they  ignore  what  they  want  to  ignore. 
Why  should  I  stick  my  neck  out  to  turn  in  my 
friend?  He's  my  friend,  he's  a  hard  working  guy, 
he's  a  good  family  man  and  a  good  provider.  So 
he's  got  this  problem.  It  doesn't  have  any  effect 
on  his  clearance.  He's  never  done  anything  wrong 
that  I've  seen  and  he's  a  little  guy  like  me.  No 
matter  what  he  has  done,  I'm  not  going  to  place 
my  friend  at  the  mercy  of  the  system,  to  risk  his 
clearance  and  his  job,  would  be  unthinkable .  Now 
I'm  not  saying  that  this  kind  of  thought  process 
is  going  to  be  obvious  to  you,  but  what  I  am 
saying  vs— whether  you  like  it  or  not — you're  going 
to  go  through  a  personal  struggle  and  are  going 
to  rationalize,  and  it  may  not  be  an  exercise  that 
is  obvious  to  you. 

Now  let's  discuss  a  couple  of  other  factors.  Do 
you  remember  taking  the  old  multiple  choice  tests 
in  high  school  or  college?  What  did  the  teachers 
tell  ijs  to  do  when  we  took  those  tests?  If  you're 
not  sure  of  an  answer,  put  the  check  next  to  the 
one  that  comes  to  mind  first!  Right?  When  you 
go  back  and  change  a  multiple  choice  question, 
it’s  been  statistically  proven  that  the  likelihood  is 
that  you  're  going  to  go  with  the  mtovreet  answer  I 
The  same  thing  is  often  true  about  people,  if  you 
have  a  "gut"  feeling  that  there  is  a  problem  and 
you  consider  yourself,  or  your  friends  consider 
you  a  person  with  a  reasonable  amount  of  com¬ 
mon  sense  and  judgment  (and  you  think  there 
might  be  a  problem)  ladies  and  gentlemen,  most 
likely  there  is  a  problem !  So  as  I  said  before,  don't 
wait  until  you  have  all  the  facts  because  that  prob¬ 
ably  will  never  happen. 

Secondly,  you  the  co-worker,  the  immediate 
supervisor,  or  the  friend  are  very  likely  to  identify 
this  problem  before  the  security  department  ot 
the  medical  center.  You  work  with  the  person; 
see  him  every  day!  Senior  management  doesn't; 
they're  not  going  to  know  the  problem  exists!  If 
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someone  commits  a  crime,  someone  deliberately 
violates  a  security  regulation,  someone  is  doing 
something  they  shouldn't  with  sensitive  mate¬ 
rial;  you're  the  one  that's  going  to  see  it! 

Third,  while  you  may  have  concern,  and  many 
times  it's  a  very  legitimate  concern,  over  the  proper 
handling  or  resolution  of  an  issue,  you  must  not 
allow  that  concern  to  keep  you  from  fulfilling  your 
responsibility.  The  people  in  the  area  that  you 
have  supervisory  control  over;  if  they  know 
something  and  they  work  for  a  contractor,  or 
department  or  agency  of  the  government,  they 
have  a  responsibility  to  report  it. 

And  fourth,  if  you  do  have  questions  that  remain 
unanswered,  if  you  have  concerns;  the  way  to 
resolve  those  concerns  is  by  meeting  privately 
with  the  individuals  you  are  responsible  to  in  this 
particular  problem  area.  Whether  it's  the  security 
people,  your  boss,  or  whatever;  talk  to  them  and 
try  to  resolve  it. 

Now,  let  me  quickly  review  some  of  the  kinds 
of  problems  that  need  to  be  reported  Again,  these 
are  applicable  to  the  technology  transfer  prob¬ 
lem,  just  as  they  are  to  security  and  other  con¬ 
cerns.  Technology  transfer  and  espionage  are 
often  the  same  kind  of  problem  as  far  as  I'm 
concerned.  I  saw  an  article  in  the  New  York  Times 
within  the  pest  month  end  the  heedline  in  the 
article  was,  "Chinese  involved  in  stealing  West 
ern  high  technology.”  When  you  read  the  article 
you  find  that  Chinese  diplomats  have  been  steal¬ 
ing  high  technology  from  the  U.S.  government. 
We  used  to  call  that  espionage!  You  can  call  it 
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the  end  result  is  the  same,  isn't  it?  Let's  just  look 
for  a  minute,  and  again,  I'm  not  a  psychiatrist  or 
psychologist,  but  these  ate  common  sense  indi¬ 
cators  of  problems,  and  what  I'm  doing  is  putting 
most  of  them  together  in  one  list  for  you  to  think 
about.  A  first  concern  would  have  to  be  any 
extreme  or  sudden  change  in  an  individual's  per¬ 
sonality  or  behavior  pattern.  Some  examples  are: 
severe  depression  or  a  sudden  change  in  job  per¬ 
formance.  If  you've  got  somebody  that  is  your 
absolutely  top  drawer  employee  and  suddenly 
he  becomes  a  really  sleazy  employee  you  better 
be  looking  to  see  what's  causing  that  change. 
Conversely,  if  you've  got  a  really  lousy  employee 
and  that  employee  has  been  a  jerk  his  entire 
working  career  and  suddenly  he  becomes  a  super 


employee,  you  had  better  look  into  that  change 
also.  Look  at  any  type  of  erratic  behavior  or  any 
serious  emotional  problem.  What's  a  serious 
emotional  problem?  I  don't  know,  but  again  I  think 
that  most  of  us  would  recognize  serious  emo¬ 
tional  problems  when  we're  confronted  with  them. 
When  you  work  with  someone  day  in  and  day 
out  you  become  pretty  close  to  them  and  I  think 
these  things  become  pretty  visible  when  they 
occur. 

From  the  security  aspect,  any  deliberate  viola¬ 
tion  of  government  security  regulations  or  com¬ 
pany  security  regulations,  that  involve  the  control 
and  protection  of  either  sensitive  or  classified 
information  or  high  technology.  If  there's  a  delib¬ 
erate  violation,  regardless  of  the  excuse,  you  bet¬ 
ter  let  someone  know  about  it!  Any  improper 
handling  of  sensitive  or  classified  information  to 
include  taking  material  home  (if  it's  against  com¬ 
pany  regulations)  obviously  it  is  if  it's  classified! 

Any  suspicious  or  unreported  contacts  with 
foreign  nationals.  What's  a  suspicious  contact  with 
a  foreign  national  when  you  live  in  some  place 
like  San  Francisco?  I  don't  know  folks!  I  would 
say  that  if  you've  got  an  individual  that  has  close 
associations  with  citizens  of  a  communist  or  com¬ 
munist  controlled  country  and  that  person  has  a 
clearance,  you  have  a  potential  problem  there 
that  should  be  looked  at. 

If  you  have  sn  employee  traveling  consistently 
to  a  certain  area  of  the  world,  and  that  travel  is 
neither  consistent  with  his  or  her  financial  situa¬ 
tion,  interests,  or  their  job,  you  have  a  potential 
problem  there.  You  better  let  somebody  know 
about  it!  Also,  any  travel  to  denied  areas  for  those 
of  you  with  the  clearances  at  the  higher  levels, 
without  approval  would  be  something  that  you 
definitely  would  want  to  report. 

Report  any  open  expressions  of  discontent, 
disloyalty  or  dissatisfaction  with  our  country  or 
our  democratic  way  of  life.  I'm  not  talking  about 
.omplaining  about  high  taxes  or  the  national  debt, 
or  the  reduction  of  benefits  or  whatever  your  gripes 
are.  Again,  you  should  be  able  to  recognize  the 
difference! 

If  an  individual  obviously  is  suffering  from 
excessive  indebtness  or  sudden  unexplained 
affluence— -that  deserves  the  prompt  attention  of 


someone  and  it  should  be  resolved;  not  neces¬ 
sarily  by  security  people,  but  it  should  be  resolved! 

If  you  have  an  employee  that's  been  involved 
in  a  serious  crime,  again  as  a  co-worker  or  a 
friend,  you  are  going  to  know  about  that  before 
senior  management  will.  Report  it! 

And  finally,  anyone  whose  activities  or  conduct 
violates  the  need  to  know  such  as  working  over¬ 
time  or  after  hours  and  visiting  other  work  areas 
for  no  apparent  reasons.  Someone  better  look 
into  that  individual's  activities  and  make  sure 
they're  valid. 

Let  me  conclude  very,  very  briefly.  If  you  rec¬ 
ognize  that  reporting  potentially  adverse  infor¬ 
mation  about  someone  is  an  extremely  difficult 
decision  making  process,  then  you  may  also  admit 
that  we  often  mull  over  such  a  decision  for  months. 
You  are  ahead  of  the  game!  Just  recognizing  the 
problem  is  the  first  step.  Secondly,  remember 
that  there  are  laws  that  protect  you,  protect  your 
identity,  and  protect  the  information  you  provide 
and  your  right  of  confidentiality.  That  should  be 
a  positive  part  of  your  deliberations  to  make  a 
report.  You  can  be  protected,  and  anything  that 
would  lead  to  your  identity  would  be  protected. 
Thirdly,  allegations  against  someone  are  never 
accepted  at  face  value  if  they  are  reported  to  the 
proper  authorities.  They  are  resolved  through 
careful  investigation  and  careful  deliberation.  The 
rights  of  the  accused  individual  are  always  a  first 
consideration.  I  have  confidence  in  the  compa¬ 
nies  that  are  represented  in  this  room  as  well  as 
the  U.S.  Government  departments  and  agencies. 
I  can  tell  you  that  the  rights  of  the  individual  today 
are  protected  very,  very  well.  Finally,  common 
sense  and  good  judgment  are  all  that  is  necessary 
in  assessing  the  seriousness  of  a  matter,  and  in 
deciding  whether  or  not  to  report  it.  It  is  best  not 
to  seek  someone  else's  advice  in  such  matters. 
What  you're  in  effect  doing  is  compromising  your 
own  feelings  and  your  own  opinions,  for  the  judg¬ 
ment  of  someone  else.  You  will  never  end  up 
getting  a  problem  resolved  that  way.  If  you  need 
to  discuss  it  with  somebody,  take  it  to  your  man¬ 
agement  or  take  it  to  your  security  office!  Thank 
you  very  much! 


TECHNOLOGY  TRANSFER  DEVELOPMENTS 
A  T  THE  OSD  LEVEL 

Anthony  G.  Mitchell 

Deputy  Director,  Information  Security  and 

Special  Programs 

and 

Mr.  David  E.  Whitman 
Directorate  of  Security  Plans  and 
Programs 

Office  of  the  Deputy  Under  Secretary  of 
Defense  (Policy) 

Department  of  Defense 
Washington,  D.C. 

I  will  speak  to  you  this  morning  concerning 
some  of  the  Defense  Department's  current  activ¬ 
ities  designed  to  control  technology  transfer.  They 
will  include: 

e  The  1984  Defense  Authorization  Act  and 
its  withholding  authority; 

•  Our  implementation  of  that  Act,  its  status, 
responsibilities  and  future; 

•  The  distribution  limitation  statements  on 
technical  documents  and  their  flexible 
revisions; 

•  Our  foreign  disclosure  and  technical  infor¬ 
mation  system;  and 

•  The  militarily  critical  technologies  list 
(MCTL). 

All  of  these  activities  are  designed  to  control 
the  disclosure  of  militarily  critical  technology  and 
to  prevent  handing  our  technical  advances  to  the 
Soviet  Union  on  a  silver  platter. 

Our  intent  is  not  to  create  a  monolithic,  resource¬ 
draining  bureaucracy  to  stop  the  flow,  but  to  cre¬ 
ate,  at  modest  cost,  some  devices  that  will  pre¬ 
serve  our  informational  advantage  by  controlling 
the  disclosure  of  sensitive  national  security  related 
technology  while  preserving  the  competitive 
position  of  American  industry  in  the  world  mar¬ 
ket.  And  perhaps,  as  a  salutary  side  effect,  stop 
contributing  to  the  creation  of  a  generation  of 
lazy  Soviet  scientists. 

Many  initiatives  are  ongoing  and  my  remarks 
are  not  intended  to  crver  all  Office  of  the  Secre¬ 
tary  of  Defense  (OSD  a  :tions. 
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The  1984  Defense  Authorization  Act  gave  the 
Secretary  of  Defense  authority  to  withhold  from 
public  disclosure  any  technical  data  with  military 
or  space  application  in  the  possession  of,  or  under 
the  control  of,  the  Department  of  Defense,  if  such 
data  nr  y  not  be  exported  without  an  approval, 
authorization,  or  license  underthe  Export  Admin¬ 
istration  Act  or  the  Arms  Export  Control  Act. 
Technical  data  may  not  be  withheld  if  state  or 
commerce  regulations  authorize  export  pursuant 
to  a  general  unrestricted  license  or  exemption  in 
their  regulations. 

•  The  new  authority  closes  a  loophole  in  the 
export  laws  stemming  from  the  Freedom 
of  Information  Act  (FOIA).  Export  laws  (in 
effect)  conserve  U.S.  technology  while  FOIA 
tended  to  force  DoD  to  give  it  up  upon 
request.  Once  information  is  made  public 
effective  application  of  export  control  laws 
is  not  possible.  Although  David  S.  Brown, 
Professor  of  Management,  School  of  Pub¬ 
lic  Administration,  George  Washington 
University,  says  "The  greatest  contribu¬ 
tion  to  openness  in  governmental  admin¬ 
istration  is  not  the  Freedom  of  Information 
Act— -but  the  xerox". 

•  DoD  published  its  proposed  implementa¬ 
tion  in  the  Federal  Register  for  public  com¬ 
ment  in  Decern  ber  of  last  year,  we  received 
about  80  sets  of  well  taken  comments 
pointing  out  room  for  improvement  which 
has  been  done,  final  product  will  allay  most 
if  not  all  concerns  raised. 

•  In  early  April  a  revised  draft,  based  on  the 
comments  received,  was  sent  to  all  those 
who  had  expressed  interest  for  their  fur¬ 
ther  consideration.  It  was  also  sent  on  an 
informal  basis  to  several  interested  com¬ 
mittees  on  Capitol  Hill  for  their  reaction.  A 
second  round  of  internal  DoD  coordination 
was  also  undertaken  in  early  April  of  this 
year.  Replies  were  due  back  in  early  May. 
Final  adjustments  will  be  made  and  after 
that  the  proposed  implementing  directive 
goes  to  the  Senate  and  House  Committees 
on  Armed  Services  and  appropriations  for 
their  review  prior  to  implementation. 

•  DoD  implementation  will  not  stifle  scien¬ 
tific  innovation  necessary  for  continued  U.S. 
advancement  of  the  technological  state- 
of-the-art  but  will  slow  down  the  unin¬ 
tended  export  of  U.S.  technology  to  adver¬ 
sary  nations. 


•  Full  implementation  is  more  than  half  a 
year  away. 

The  current  proposal  (DoD  Directive  5400.XX — 
"Withholding  of  unclassified  technical  data  from 
public  disclosure)  to  implement  the  new  SECDEF 
authority  looks  like  this: 

•  It  does  not  affect  the  dissemination  by  a 
private  person  of  technical  data  developed 
without  DoD  funding  even  if  the  depart¬ 
ment  is  in  possession  of  such  data. 

•  It  does  not  introduce  additional  controls 
on  technical  data  already  in  the  possession 
of  DoD  contractors  beyond  those  specified 
by  export  control  laws  or  in  contracts. 

•  It  does  not  introduce  controls  on  dissemi¬ 
nation  of  scientific,  educational,  or  other 
data  which  qualify  for  general  license  GTDA 
under  the  export  administration  regula¬ 
tions. 

•  It  does  not  change  DoD  responsibilities  to 
protect  proprietary  data  of  a  private  party 
in  which  DoD  has  "limited  rights." 

•  It  does  not  affect  release  of  technical  data 
by  DoD  to  foreign  governments  pursuant 
to  official  agreements— licenses— or 
arrangements  with  the  U.S.  Government. 

•  It  does  not  apply  to  classified  technical  data. 

Central  to  the  technical  data  control  mecha¬ 
nism  is  the  concept  of  establishing  a  large  pool 
of  "qualified  U.S.  contractors"  that  may  be  pri¬ 
vate  individuals  or  enterprises  who  would  certify: 

•  That  the  person  who  will  receive  export- 
controlled  technical  data  is  a  U.S.  citizen. 

•  That  the  data  will  be  used  in  connection 
with  a  legitimate  business  that  is  described 
in  the  certification— this  does  not  require 
a  contract  or  grant  from  the  U.S.  Govern¬ 
ment. 

•  That  responsibilities  under  export  control 
laws  are  understood  and  will  be  observed — 
this  includes  recognition  that  release  of 
technical  data  within  the  United  States  with 
the  knowledge  or  intent  that  it  will  be 
transmitted  to  a  foreign  country  is  illegal. 

•  That  the  business  will  not  provide  access 
to  the  data  to  other  than  its  employees 
except  as  allowed  by  the  proposed  direc¬ 
tive. 

•  That  no  person  who  will  have  access  is 


ift 


50 


debarred  or  violated  export  control  laws. 

•  The  contractor  itself  is  not  debarred  and 
has  not  violated  export  control  laws. 

Canadian  contractors  may  also  be  qualified 
under  the  draft  for  most  technical  data  with  an 
equivalent  certification. 

Because  public  disclosure  of  technical  data 
subject  to  the  draft  directive  is  tantamount  to 
providing  foreign  access— withholding  such  data 
unless  approved — authorized  or  licensed  in 
accordance  with  export  laws  is  necessary  in  the 
national  interest. 

Technical  data  within  the  scope  of  their  certi¬ 
fications  would  not  be  withheld  from  "qualified 
U.S.  contractors"  but  would  be  withheld  from 
others  based  on  the  controlling  DoD  office's  find¬ 
ing  that: 

•  Such  data  would  require  a  license  for 
export. 

•  A  general  unrestricted  license  or  exemp¬ 
tion  does  not  apply. 

•  The  technical  data  have  significant  military 
or  space  application  as  indicated  by  the 
Militarily  Critical  Technologies  List  (MCTL). 

The  controlling  DoD  office  is  to  assure  that 
technical  data  subject  to  the  draft  directive  are 
marked  with  the  proper  distribution  limitation 
statement  from  DoD  Directive  5200.20— "Distri¬ 
bution  Statements  on  Technical  Documents." 

Qualified  U.S.  contractors  may  disseminate 
technical  data  governed  by  the  directive  without 
prior  permission  of  the  DoD  component  where 
such  dissemination  is: 

•  To  any  recipient  for  which  the  data  are 
licensed. 

•  To  existing  or  potential  subcontractors  who 
are  also  qualified  U.S.  contractors  within 
the  scope  of  their  certification. 

•  To  the  state  or  commerce  departments  for 
application  for  a  export  license — such 
applications  are  tc  be  accompanied  by  a 
statement  to  the  effect  that  the  data  are 
governed  by  the  new  directive. 

•  To  the  congress  or  other  governmental 
agencies. 


The  office  of  the  Under  Secretary  of  Defense 
(Research  and  Engineering)  will  be  charged  with 
most  of  the  responsibilities  under  the  new  direc¬ 
tive  including  the  development  of  procedures  to 
collect  and  disseminate  certification  statements. 
Right  now  it  appears  that  the  Defense  Technical 
Information  Center  (DTIC)  will  be  at  the  center  of 
this  process  and  will  even  install  a  toll-free  800 
phone  line  to  facilitate  answering  the  basic  ques¬ 
tion  about  who  is  qualified. 

Implementation  of  the  directive  will  be  phased 
in  to  allow  for  the  establishment  of  a  large  pool 
(100,000  is  possible — even  probable)  of  qualified 
U.S.  contractors. 

DoD  Directive  5200.20 — "Distribution  State¬ 
ments  on  Technical  Documents"  has  been  around 
for  a  long  time  and  provides  for  application  of 
one  of  two  distribution  statements — "A"  or  "B" — 
on  DoD  technical  documents: 

•  Statement  "A"  means  a  document  so 
marked  is  "approved  for  public  release — 
distribution  is  unlimited." 

•  Statement  "B"  means  distribution  of  a 
document  so  marked  is  "limited  to  U.S. 
Government  agencies  only"  and  other 
requests  for  the  document  have  to  be 
referred  to  the  controlling  DoD  office. 

•  We  suspect  that  this  system  of  marking 
technical  documents  may  have  contrib¬ 
uted  to  the  unintended  export  of  U.S.  tech¬ 
nology. 

•  If  the  originator  of  such  a  document  marked 
it  "A"— then  it  was  assured  that  everyone 
who  wanted  to  have  it  would  be  able  to 
get  it  without  any  further  administrative 
action. 

•  If  marked  "B"— only  those  in  the  U.S.  Gov¬ 
ernment  could  get  the  document  through 
DTIC.  DTIC  had  to  refer  other  requests  to 
the  originator  and  special  arrangements 
had  to  be  made  to  get  the  document  to 
industry.  Both  aspects  of  this  situation 
meant  more  work  on  the  part  of  the  con¬ 
trolling  DoD  offfice  and  more  red  tape  that 
was  self-imposed. 

Recognizing  the  need  to  provide  more  flexibil¬ 
ity  in  the  marking  system  the  Secretary  of  Defense, 
on  18  October  1983,  issued  an  interim  policy  that 
effectively  revised  DoD  Directive  5200.20  to  pro¬ 
vide  for  a  total  of  6  markings  as  follows: 


•  "A"  and  "B"  remain  as  before  as  men¬ 
tioned  above. 

•  Statement  "C"  means  "distribution  lim¬ 
ited  to  U.S.  Government  agencies  and  their 
contractors." 

•  Statement  "D"  means  "distribution  lim¬ 
ited  to  DoD  and  DoD  contractors  onty." 

•  Statement  "E"  means  "distribution  lim¬ 
ited  to  DoD  components  only." 

•  Statement  "F"  means  "further  dissemi¬ 
nation  only  as  directed  by  the  controlling 
DoD  office." 

The  new  interim  policy  provides  opportunity  to 
be  more  selective  in  determining  intended  distri¬ 
bution  patterns  for  DoD  technical  documents. 
Thoughtful  consider  at  ion  and  use  of  these  new 
distribution  statements  is  intended  to  increase 
the  sharing  of  unclassified  DoD  technology  within 
our  industrial  and  university  community  in  order 
to  make  the  best  use  of  DoD  resources.  It  is 
intended  that  the  net  effect  of  the  new  policy  be 
a  wider  dissemination  inside  the  defense  com¬ 
munity  and  a  more  selective  dissemination  out¬ 
side  the  community  of  DoD  generated  informa¬ 
tion.  In  short,  these  new  management  tools  should 
assist  us  to  reach  the  intended  audience. 

Shortly  after  the  interim  distriuution  statement 
marking  policy  was  promulgated  General  Stilwell 
(DUSD(P))  and  Dr.  Edith  Martin  <DUSD(R&AT)) 
reminded  DoD  components,  as  a  practical  matter, 
that  technical  documents  marked  with  statement 
"A"  are  made  available  to  the  public  and  rou¬ 
tinely  receive  dissemination  outside  the  United 
States,  either  through  U.S.  Government  pro¬ 
grams  or  through  pi  ivate  channels,  and  are  read¬ 
ily  available  to  countries  which  are  hostile  to  the 
United  States. 

With  this  knowledge  on  the  part  of  DoD  tech¬ 
nical  document  originators  and  the  new  distri¬ 
bution  statement  options,  we  may  see  less  fre¬ 
quent  application  of  statement  MA"  and  fewer  of 
our  technical  documents  going  straight  to  the 
Kremlin. 

The  Soviets  consider  the  fruits  of  U  S.  R&D 
programs  to  be  their  national  resource — we  are 
trying  to  dry  up  that  resource  in  other  ways. 

The  DUSDtP)  has  asked  the  PDOSDtft&E)  to 
consider  establishment  of  A  Technology  Screen¬ 


ing  Board  at  the  Defense  Technical  Information 
Center.  Agreement  was  reached  rapidly  and  the 
Technology  Screening  Board  should  be  func¬ 
tional  before  long.  Detailed  operating  procedures 
are  still  being  formulated  but  the  new  board  will 
examine  DoD  originated  technical  documents 
earmarked  as  bemg  available  to  the  public  IState- 
ment  "A")  before  DTIC  sends  them  to  Com¬ 
merce's  National  Technical  Information  Service, 
and  from  there  to  the  rest  of  the  world.  Question¬ 
able  cases  will  be  scrutinized  and  possibly  made 
available  to  registered  DTIC  users  only.  Here  again, 
the  objective  is  to  help  assure  dissemination  to 
those  within  the  defense  community  who  have  a 
need  for  the  technical  data: 

•  DTIC  has  been  processing  about  30,000 
new  acquisitions  each  year. 

•  About  half  of  these  have  been  statement 
"A"  documents— a  huge  workload  for  the 
New  Technology  Screening  Board. 

•  The  number  of  statement  "A"  documents 
certainly  will  decline  in  the  future  as  the 
new  distribution  statements  are  used  but 
to  what  extent  is  not  known. 

•  The  new  markings  specified  by  the  Sec¬ 
retary's  Interim  Policy  are  being  used  but 
not  yet  in  large  numbers.  This  is  probably 
due  to  the  pipeline  effect.  Many  DoD  tech¬ 
nical  documents  take  a  long  time  to  pre¬ 
pare  and  dissemination  restrictions  or  their 
absence  would  have  been  considered  at 
the  outset.  We  will  be  watching  the  trends 
as  one  indicator  of  effective  implementa¬ 
tion  of  DoD  Directive  5200.20 

ODUSD(P)  is  in  the  process  of  development 
and  presentation  of  an  educational  package  on 
the  new  authority  to  withhold  technical  data  and 
related  evolving  DoD  policies  to  help  assure 
effective  implementation  of  this  critical  new  pro¬ 
gram. 

The  OSD  Steering  Committee  on  National 
Security  and  Technology  Transfer  composed  of 
representatives  of  many  of  the  DoD  components 
has  been  most  instrumental  in  the  development 
of  these  and  other  policies  intended  to  address 
the  technology  transfer  issues  confronting  the 
department  today. 

Our  Foreign  Disclosure  and  Technical  Infor¬ 
mation  System  (FORDTIS)  is  playing  an  increas- 
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ing  role  in  the  technology  transfer  area.  It  is 
designed  as  a  secure,  automated  information 
system  to  help  the  decision-maker  and  case¬ 
worker  in  processing  strategic  trade,  munitions, 
and  foreign  disclosure  cases  by  recording  perti¬ 
nent  information. 

Recent  FORDTIS  improvements  are: 

•  The  number  of  operational  remote  sites 
has  increased  from  12  (32  terminals)  to  19 
(60  terminals)  in  the  past  year. 

•  In  1983  FORDTIS  became  available  for 
processing  CCL  and  COCOM  cases  (FORD¬ 
TIS  had  become  available  for  commercial 
munitions  license  processing  in  1982). 

•  Automated  FORDTIS  interfaces  with  State 
Department's  COCOM  Delegation  in  Paris 
became  operational  in  December  1983. 

•  Progress  toward  identifying  and  imple¬ 
menting  reference  data  bases  has  been 
made— all  control  lists  (CCL— COCOM— 
USML)  end  the  MCTL  are  now  accessible 
in  FORDTIS  with  cross  referencing  capa¬ 
bility. 

•  Foreign  availability,  end  user,  and  other 
data  bases  are  being  programmed  for  entry 
into  FORDTIS  and  projected  to  be  fully 
operational  within  the  next  year. 

Further  FORDTIS  developments  include 
improving  analyst  access  to  various  agencies'  data 
bases.  The  assimilation  of  specialized  informa¬ 
tion  from  multiple  sources,  putting  more  termi¬ 
nals  on  line,  and  encouraging  use  of  the  data 
bases  and  system  capabilities: 

•  For  statistical  analyses  of  substantive  pol¬ 
icy  issues. 

•  To  put  better  and  more  timely  data  in  the 
hands  of  case  processors. 

•  To  allow  better  management  control  of  the 
case  handling  process. 

•  To  ailow  rapid  assessments  of  the  nominal 
end  user  as  specified  in  the  case  and  also 
whether  equivalent  or  superior  equipment 
can  be  obtained  from  Warsaw  Pact  or  third 
world  sources.  (Most  significant  in  our 
efforts  to  identify  technology  needing  pro¬ 
tection). 

DoD  Directive  2040.2  on  international  transfers 
of  technology,  goods,  services  and  munitions  was 


signed  by  the  Secretary  of  Defense  on  17  January 
1984,  and  provides  a  focused  and  balanced 
approach  to  the  technology  transfer  issues  before 
us.  It  states  the  Department's  belief: 

•  That  technology  transfer  is  a  critical  national 
security  issue. 

•  That  the  Department  should  treat  "defense- 
related  technology"  as  a  national  resource 
to  be  conserved  in  pursuit  of  national  secu¬ 
rity  objectives. 

•  That,  consistent  with  these  policies,  it  will 
apply  export  controls  in  a  way  that  mini¬ 
mally  interferes  with  the  conduct  of  legit¬ 
imate  trade  and  scientific  endeavor. 

•  The  new  directive,  in  addition  to  assigning 
technology  transfer  responsibilities  within 
the  Office  of  the  Secretary  of  Defense, 
establishes  the  DoD  international  technol¬ 
ogy  transfer  (IT2)  panel  and  subpanels  (A 
and  B): 

•  The  DoD  IP  panel  will  identify  and  resolve 
technology  transfer  policy  issues.  It  is 
chaired  by  the  ASD  (ISP)— the  Honorable 
Richard  Perle 

•  The  DoD  IP  subpanel  A  will  resolve  DoD 
differences  on  matters  referred  to  it  con¬ 
cerning  the  transfer  of  technology, 
goods,  services,  and  munitions.  It  is 
chaired  by  the  DASD  (IETSP),  Dr.  Ste¬ 
phen  Bryen. 

•  The  DoD  IP  subpanel  B  will  resolve  DoD 
differences  regarding  technical  stan¬ 
dards  and  definitions  and  the  dissemi¬ 
nation  and  exchange  of  information,  it 
is  chaired  by  the  DUSD  (R&AT),  Dr.  Edith 
Martin. 

•  Our  office  (ODUSD(P))  is  represented  on 
each  of  these  panels  and  in  the  days 
ahead  we  look  forward  to  the  opportu¬ 
nity  to  make  further  contributions  to  the 
effort  to  diminish  the  threat  to  national 
security  that  is  posed  by  unwanted  and 
unintended  technology  transfer. 

The  Militarily  Critical  Technology  List  (MCTL) 
is  still  a  classified  document  but  efforts  are  con¬ 
tinuing  to  bring  about  its  sanitization  and  declas¬ 
sification. 

•  On  4  January  of  this  year  the  Under  Sec¬ 
retary  of  Defense  (Research  and  Engineer¬ 
ing)  made  another  attempt  to  obtain  the 
concurrence  of  the  major  DoD  compo- 
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nents  in  the  proposed  declassification  of 
the  MCTL.  In  the  form  proposed,  all  the 
"rationale"  statements  for  placement  of  a 
technology  on  the  MCTL  arc*  deleted,  as 
they  constitute  the  identifiable  items  of 
classified  information. 

•  Opposition  to  this  approach  remains; 
however,  its  essence  is  that  the  remainder 
of  the  MCTL  would,  in  the  aggregate,  be  a 
classified  compilation  of  data. 

•  The  current  proposal  to  declassify  the  MCTL 
would  go  a  step  further.  In  addition  to  dele¬ 
tion  of  the  "rationale"  statements,  the  17th 
and  18th  chapters  regarding  nuclear  tech¬ 
nology  and  cryptologic  technology  would 
be  deleted  in  their  entirety.  This  proposal 
could  go  to  the  Secretary  of  Defense  at  any 
time  now. 

•  An  unclassified  MCTL,  of  course,  will  facil¬ 
itate  informing  people  of  those  technolo¬ 
gies  the  Department  of  Defense  is  con¬ 
cerned  about.  This  is  critical  as  we  do  not 
expect  industry  to  control  all  technologies 
and  not  even  all  data  about  e  given  tech¬ 
nology. 

e  Beyond  an  unclassified  MCTL  lies  my  hope 
that  one  day  the  department  may  even  be 
able  to  reduce  the  size  of  the  MCTL  to 
something  more  manageable.  A  MCTL 
made  up  of  the  most  vital  technologies.  A 
super  MCTL  perhaps 

Q.  What  can  the  Government  do  to  me  if  I  vio¬ 
late  a  certification  made  in  order  to  get  export- 
controlled  data  under  your  new  regulations? 

A.  The  answer  depends  upon  the  circum¬ 
stances,  of  course.  H  you  are  not  a  DoD  or  USG 
contractor,  there  ordinarily  would  be  little  penalty 
other  than  cutting  off  your  access  to  DoD-pro- 
vided  export-controlled  technical  data,  i.e.,  you 
would  no  longer  be  a  "qualified  U.S.  contractor." 
However,  in  such  a  case,  if  the  violation  of  your 
certification  involved  a  massive  disclosure  of  mil¬ 
itarily  critical  technology,  the  government  might 
elect  to  prosecute  under  18  U.S.C.  1001.  If  you 
were  a  DoD  or  USG  contractor,  a  serious  violation 
of  your  certification  would  be  sufficient  grounds 
for  debarrment  action.  You  could  also  lose  your 
status  as  a  "qualified  U.S.  contractor",  and  there 
is  still  18  U.S.C.  1001.  Beyond  those  remedies 
there  are  the  export  control  laws  which,  if  vio¬ 
lated,  carry  their  own  penalties  upon  conviction. 


Q.  Presuming  that  I  am  a  "qualified  U.S.  con¬ 
tractor",  do  I  have  to  have  the  financial  capability 
to  use  your  controlled  technical  data  before  you 
release  it  to  me? 

A.  No.  As  the  draft  stands  now,  you  would  not 
have  to  make  a  separate  certification  about  finan¬ 
cial  or  technical  capability  to  use  the  data.  How¬ 
ever,  if  you  do  not  have  such  capabilities,  and 
have  no  prospect  of  getting  them,  I  would  have 
to  question  why  you  need  the  data.  What  is  your 
legitimate  business  purpose? 

Q.  Does  this  mean  that  I,  as  a  "qualified  U.S. 
contractor,"  have  to  have  full  technical  capability 
to  make  use  of  the  data  in  some  legitimate  busi¬ 
ness  purpose? 

A.  No.  You  might  very  well  depend  on  subcon¬ 
tractors  who  are  also  "qualified  U.S.  contrac¬ 
tors." 

Q.  The  proposed  rules  rely  on  DoD  use  of  the 
Militarily  Critical  Technologies  List  (MCTL).  How 
can  I  know  what  will  be  controlled  when  I  cannot 
have  access  to  the  MCTL? 

A.  The  MCTL  is,  of  course,  a  classified  docu¬ 
ment  at  present.  Thus,  it  is  not  available  to  many 
people.  Further,  it  is  about  700  pages  long.  Not¬ 
withstanding,  the  Department  of  Defense  must 
tell  you  what  we  expect  to  be  controlled  under 
the  new  rules.  We  will  do  this  by  marking  the 
documentation  in  which  the  controlled  informa¬ 
tion  is  contained.  As  indicated  earlier,  DoD  Direc¬ 
tive  5200.20  is  being  revised.  Likely,  when  this 
process  is  finished,  we  will  have  another  new 
distribution  limitation  statement  ("G")  that  will 
match  the  distribution  patterns  of  our  new  regu¬ 
lations. 

0.  Based  on  your  description  of  the  new  stat¬ 
utory  authority  to  withhold  technical  data,  it  seems 
that  the  Department  can  withhold  virtually  any  of 
its  technical  data.  Is  this  correct? 

A.  You  are  close  to  being  right.  The  statute 
does  use  the  word  "any"  technical  data.  If  the 
Department  of  Defense  has  the  data,  in  all  likeli¬ 
hood  they  have  military  or  space  application.  (If 
the  data  does  not  have  such  application,  one  might 
ask  why  Defense  has  data  without  military  or 
space  application  in  the  first  place.)  And,  after  all. 
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virtually  everything  is  export-controlled  to 
countries  such  as  Cuba.  But,  this  is  why  we  are 
making  use  of  the  MCTL.  It  will  serve  as  a  screen¬ 
ing  device  to  enable  our  control  of  the  most  crit¬ 
ical  unclassified  data;  data  that  do  not  meet  the 
MCTL  test  will  fall  through  the  screen  and  not  be 
controlled  under  these  regulations. 

Q.  Do  your  proposed  regulations  put  the 
Department  of  Defense  in  the  export-control 
business? 

A.  No.  Both  the  State  and  Commerce  Depart¬ 
ments,  in  response  to  our  first  proposal  that 
appeared  in  the  Federal  Register,  reminded  us 
that  we  have  no  charter  to  do  so.  Accordingly, 
certain  parts  of  our  proposal  have  been  redrafted 
with  that  in  mind. 


FOREIGN  OWNERSHIP  CONTROL  & 

INFLUENCE 

PAST,  PRESENT  &  FUTURE— OBSERVATIONS 

James  J.  Baglay 
R.  B.  Aasociatas,  Inc. 
and 

G.  Christopher  Griner 
Gardner,  Carton  I  Douglas 

Again,  it  is  a  pleasure  to  address  this  body  on 
a  subject  of  continuing  interest  and  of  great 
importance  to  the  defense  posture  of  the  United 
States— -FOCI— foreign  ownership,  control  and 
influence.  In  the  time  available  I  will  speak  of  the 
past  defined  as  up  to  the  issuance  of  the  Industrial 
Security  Regulation  February  1984.  The  present 
is  from  then  until  now,  with  comments  on  the 
changes.  The  future  is  any  time  after  today. 

This  is  the  first  opportunity  to  detail  what  is 
new  with  the  hope  that  both  government  and 
non-government  attendees  will  have  a  better 
understanding  of  the  new  era.  If  you  wonder  why 
I  have  the  temerity  to  speak  on  the  subject— well, 
those  of  you  who  know  me  also  know  that  I  have 
a  habit  of  speaking  on  subjects  of  interest  and 
also  subjects  of  controversy.  I  hope  that  this 
exposition  will  result  in  a  better  understanding 
of  what  the  rules  and  regulations  are  and  how 
you  might  better  view  the  subject  of  foreign 
involvement  in  defense  matters.  You  have  the 
problem  and  you  must  cope  with  it. 


At  the  outset,  a  brief  overview  is  appropriate 
to  set  the  stage.  All  foreign  relations  and  the  basis 
for  all  defense  relations  stem  from  the  White 
House,  specifically  the  National  Security  Council 
(NSC).  This  body  was  most  recently  established 
by  the  National  Security  Act  of  1947.  It  is  the  NSC 
which  issues  NDP-1  which  establishes  the  criteria 
and  policies  on  foreign  disclosure. 

There  are  also  the  export  control  laws  which 
were  enacted  in  1949/1954  with  the  most  recent, 
the  Acts  of  1979  on  export  administration  which 
are  now  being  debated  in  the  Congress.  In  addi¬ 
tion,  and  of  great  importance  is  the  Atomic  Energy 
Act  of  1954,  as  well  as  the  International  Traffic  in 
Arms  Regulation  administered  by  the  Depart¬ 
ment  of  State;  the  current  issue  of  which  was 
published  in  1976. 

It  is  from  those  laws  that  the  various  interna¬ 
tional  agreements  evolve  which  are  in  addition 
to  the  various  defense  treaties:  North  Atlantic 
Treaty  of  1949;  Anzus,  1951 ;  Southeast  Asia,  1960; 
Japanese,  1960;  Republic  of  Korea,  1953;  and  the 
Rio  Treaty  of  1947. 

Note  that  these  treaties  cover  a  fairly  long  period 
of  time.  From  these  stem  those  exchange  agree¬ 
ments  that  you  are  most  familiar  with:  memoran¬ 
dums  of  understanding,  data  exchange  agree¬ 
ments,  foreign  military  sales,  co-production 
agreements,  etc.  There  are  general  security  of 
information  agreements  with  some  30  countries 
and  industrial  security  agreements  with  a  half 
dozen  The  Department  of  Defense  (DOD)  has 
issued  directives,  the  Military  Departments  (MIL- 
DEPS)  have  issued  their  implementing  regula¬ 
tions  and  local  commanders  have  added  their 
own  versions.  Unfortunately,  at  the  bottom  of  the 
pyramid  is  the  Industrial  Security  Regulation  and 
Industrial  Security  Manual.  Lest  there  be  any  mis¬ 
understanding,  the  MILDEPS,  and  the  heads  of 
user  agencies  do  have  specific  authority  to  issue 
and  grant  access  to  information  under  their  cog¬ 
nizance  under  their  own  rules. 

The  FOCI  Mechanisms — Past 

THE  PAST 

Laws,  Regulations,  Rules 
—National  Security  Act  of  1947,  as  amended 
:  National  Security  Council— NDP-1 
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—Export  Control  Laws/ITAR 

—Atomic  Energy  Act  of  1954,  as  amended 

—Treaties 

:  MOUs,  DEAs,  FMS, 

:  Agreements 

•  General  Security  of  Information 
Agreements 

•  Industrial  Security  Protocols 
— MILDEP  Regulations 
—Localisms 

— ISR/ISM 

FIGURE  1 

Under  the  old  regulations  the  only  FOCI  mech¬ 
anisms  were  voting  trust,  proxy  agreements  and 
the  reciprocal  clearance.  Under  the  voting  trust 
process,  the  foreign  owner  turns  over  to  a  group 
of  trustees,  the  total  responsibility  for  the  control 
of  the  operation  of  a  company.  The  trustees  were 
U.S.  citizens,  cleared  or  clearable  who  had  no 
prior  association  either  with  the  foreign  owner  or 
the  company.  In  the  proxy  process,  all  stock  is 
retained  by  the  foreign  shareholder,  but  a  proxy 
is  given  to  a  trustee  to  vote  the  stock.  The  process 
was  like  the  voting  trust. 

FOCI  MECHANISM 

(1)  Voting  Trust/Proxy  Agreements 

(2)  Reciprocal  Clearance 

FIGURE  2 


Limitation 


LIMITATIONS 

(1)  Foreign  Disclosure 

— Is  the  information  releasable? 

— Can/should  the  information  be  denied? 
— If  so.  how  long? 

—Appeal  mechanisms? 

FIGURES 


As  I  said  earlier,  the  problem  I  imitation  starts 
with:  Is  the  information  involved  releasable  to 
the  country  of  residence  of  the  owner?  Caashould 
the  information  be  denied?  If  so,  for  how  long? 
Is  there  a  mechanism  by  which  a  decision  can  be 
appealed? 


Involved  in  this  limitation  was  a  diverse  group 
of  players— contracts,  program,  planners  and 
security. 

From  a  practical  point  of  view  each  operated 
under  a  particular  set  of  rules  which  ranged  from : 
they  knew  what  was  releasable;  they  didn't  know 
and  didn't  care  because  it  was  important  to  get  a 
procurement  package  out.  They  cared,  but  did 
not  know  how  to  get  the  answer  or  from  whom. 
They  did  not  care  what  was  disclosable.  If  it  was 
to  a  foreigner — the  answer  is  no,  and  don't  con¬ 
fuse  me  with  facts.  So  much  for  the  limitation. 

The  Various  Preblsmi 

Voting  trusts/proxy  agreements.  The  foreign 
owners  had  very  few  rights  and  no  control  over 
the  actions  or  the  destiny  of  a  company  they 
owned.  Control  had  been  vested  in  a  group  of 
U.S.  citizens  whom  the  foreign  owner  did  not 
know.  The  owner  had  few  of  the  prerogatives  of 
ownership.  From  the  U.S.  point  of  view  it  was  a 
good  situation— control  of  the  information  was 
under  U.S.  control. 

However,  the  trustees  had  problems  which  sur¬ 
faced  after  it  was  discovered  that  they  weren't 
paying  much  attention  to  the  agreements  of 
responsibility  they  had  signed.  The  Defense 
Investigative  Service  (DIS)  tightened  the  regula¬ 
tions  to  more  closely  reflect  the  existing  Depart¬ 
ment  of  Defense  Policy,  and  made  the  trustees 
responsible  for  their  actions.  Not  ail  welcomed 
the  changes.  There  have  been  no  formal  protests 
as  far  as  I  know,  but  it  would  not  surprise  me  if 
some  of  the  foreign  owners  with  voting  trust/ 
proxy  agreements  would  not  apply  for  a  change 
in  status. 

PROBLEMS 

Problems — Voting  Trusts/Proxy  Agreements 

(1 )  The  owners  have  few  rights 

(2)  The  owners  have  little  control  over  the 
actions  of  trustees 

(3)  The  Trustees  were  not  happy 
—Too  much  personal  responsibility 
—Difficult  divisions  of  responsibility 

Government — owner 
Problems— Reciprocal  Clearances 

(1 )  Too  little  knowledge  of  the  concept 

(2)  Lack  of  consistency— application  (even 
within  commands) 


(3)  Lack  of  disclosure  decisions  by  SYSCOMS 

(4)  Proliferation  of  NOFORN  caveats 

(5)  Difficult  (impossible)  visit  procedure 

(6)  If  nothing  is  done— will  go  away. 

FIGURE  4 

The  Reciprocal  Clearanca  Process 

The  program  has  the  best  of  intentions.  It  is  a 
process  by  which  access  to  classified  information 
can  be  granted  to  individuals/facilities  of  govern¬ 
ments  which  have  entered  into  Industrial  Secu¬ 
rity  Agreements  with  the  DOD.  Originally,  it  was 
the  UK  and  Canada.  The  Federal  Republic  of  Ger¬ 
many  was  added  later  and  there  are  others, 
principally  NATO  countries.  There  was  high  level 
interest  in  cooperation  with  our  allies— rational¬ 
ization,  standardization  and  interoperability  (RSI) 
became  a  "buzz  word";  access  would  become 
easier.  It  didn't,  in  fact,  it  became  more  difficult. 
At  the  Orlando  meeting  (NCMS  Vol  XVIII-1 982) 
there  was  a  detailed  exposition  of  the  problems 
of  trying  to  operate  under  the  reciprocal  clear¬ 
ance.  In  spite  of  the  fact  that  cooperation  was 
defined  as  being  in  the  national  interest  and  some 
reasonable  rules  were  spelled  out  in  the  ISR/ISM, 
it  is  fair  to  say  that  the  user  agencies  did  not  agree 
with  the  policy,  disliked  the  concept  and  were  not 
about  to  allow  it  to  work.  A  voting  trust  or  proxy 
agreement  was  OK.  There  was  no  foreign  influ¬ 
ence  or  control.  Reciprocal  clearance— No— we 
won't  let  it  happen  and,  hopefully,  the  idea  will 
go  away. 

I  would  like  to  reemphasize  that  through  all  of 
these  problems  DIS  has  been  uniformly  helpful, 
competent,  and  ever  ready  to  solve  problems. 

Even  when  the  companies  concerned  were  rep¬ 
resentatives  of  our  closest  allies,  were  hi-tech 
companies,  had  provided  goods  and  services  to 
the  DOD  for  years;  in  some  cases  were  the  sole 
supplier  and  were  wanted  by  the  program  man¬ 
agers,  it  didn't  make  any  difference.  They  were 
denied  access  to  meetings,  the  information  for 
industry  briefings,  to  OTIC,  to  the  information 
analysis  centers  and  bid  and  proposal  informa¬ 
tion.  In  addition,  the  current  emphasis  on  tech¬ 
nology  transfer  has  compounded  the  problem. 

There  was  a  lack  of  consistency  even  within  the 
same  military  department  and  even  within  the 


same  systems  command.  DD254s  included  lan¬ 
guage  such  as— holders  of  reciprocal  clearances 
are  not  eligible  for  access  to  this  procurement 

without  the  prior  approval  of _ At  times 

when  an  urgent  appeal  was  made  it  was  granted 
long  after  the  closing  date  of  the  procurement 
action  and  could  not  be  used  as  a  precedent  on 
future  procurements  in  the  same  program.  It  is 
also  pointed  out  that  to  make  a  formal  protest 
under  the  DAR  (or  FAR)  is  not  a  viable  solution 
for  several  reasons.  Also,  an  appellant  was  not 
anxious  to  become  known  as  a  "whistle-blower." 

In  spite  of  the  fact  that  regulations  have  limited 
the  use  of  the  term  'NOFORN"  (DODD  5200.15) 
there  has  been  a  substantial  increase  in  the  use 
of  this  caveat  particularly  when  foreign-owned 
firms  were  involved.  Even  the  Buy  America  Act 
was  invoked. 

Visits  have  been  another  nightmare.  Regula¬ 
tions  were  issued  by  the  MILDEPS  requiring  that 
a  visit  request  of  a  U.S.  citizen  cleared  by  DISCO 
be  processed  through  and  approved  by  the 
embassy  of  the  country  concerned.  The  embassy 
of  course  did  not  have  clearance  information  on 
U.S.  citizens  and  were  obliged  to  go  back  to  DISCO 
for  the  clearance  information  in  order  to  certify 
the  visit.  Fortunately,  DISCO  was  cooperative.  It 
is  ironic  that  the  ISM  stated  that  the  holder  of  a 
reciprocal  clearance  would  be  processed  as  a  Cat¬ 
egory  I  visitor  and  the  limitation  on  aeeess  noted 
on  the  request. 

With  all  of  this,  there  appeared  to  be  an  attitude 
in  the  user  agencies  of  "the  whole  thing  will  go 
away."  It  didn’t.  People  in  high  places  rose  up  in 
righteous  wrath  and  protested  at  the  highest  gov¬ 
ernmental  levels— there  was  considerable  press 
coverage — valid  and  invalid— on  the  problems 
on  both  sides  of  the  Atlantic. 

The  Transition 

As  a  result  of  the  pressure  for  change,  there 
was,  at  all  levels  a  recognition  that  something 
had  to  be  done.  The  political  levels  were  con¬ 
cerned  about  the  relations  with  our  allies.  Our 
allies  were  concerned  about  the  sanctity  of  Amer¬ 
ican  commitments  on  mutual  defense.  American 
business  was  concerned  about  reciprocity— 
whether  their  firms  operating  in  foreign  countries 
would  be  given  the  same  treatment  as  foreign 
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firms  operating  in  the  U.S.  Unfortunately,  in  the 
words  of  the  old  mule  skinner,  to  get  the  mule's 
attention  a  2  x  4  is  necessary.  It  is  ironic  that  for¬ 
eign  owned  firms  of  allies  possessing  technology 
needed  by  the  U.S.  military  have  difficulty  getting 
authority  for  access. 

Having  given  one  side  of  the  issue,  there  is 
another  side  that  must  be  accepted  and  dealt  with 
and  that  is  whether  the  U.S.  should  be  in  a  posi¬ 
tion  of  relying  on  a  foreign  owned  firm  for  impor¬ 
tant  defense  equipment.  Reliance  for  U.'?-.  capa¬ 
bility  solely  on  a  foreign  owned  source  is  an 
important  national  issue. 

So  it  became  obvious  that  there  was  a  need  for 
people  to  rethink  the  problem  of  FOCI  to  provide 
greater  flexibility  in  the  process,  the  need  to  rec¬ 
ognize  that  inter-dependence  was  a  fact  of  life 
and  that  even  a  foreign  owner  of  a  U.S.  firm  should 
and  could  have  some  rights.  An  important  issue 
was  whether  it  was  possible  to  devise  a  system 
to  operate  within  the  framework  of  existing 
agreements,  to  protect  sensitive  information  and 
to  develop  a  system  that  could  work.  The  result 
is  the  new  FOCI  policies  published  in  the  ISR  of 
February  1984.  These  new  policies  are  in  Part-2— 
U.S.  facilities  that  are  foreign  owned,  controlled 
or  influenced.  The  information  is  not  in  the  ISM. 
Part  2  describes  the  acceptable  methods  of  negat¬ 
ing  or  eliminating  risks  associated  with  foreign 
ownership.  I  will  briefly  describe  each  and  point 
out  the  change  from  the  prior  regulation. 

Voting  Trust.  This  arrangement  provides  for 
the  exercise  of  the  prerogatives  of  ownership  by 
the  trustees  who  will  have  complete  freedom  to 
act  independently  without  consultation  with, 
interference  by.  or  influence  from  the  foreign 
stockholders.  The  facility  will  be  organized  and 
structured  and  financed  so  as  to  be  able  to  oper¬ 
ate  as  a  viable  business  independent  from  the 
foreign  owners. 

The  trustees  shall  be  U.S.  citizens,  residing  in 
the  U.S.  capable  of  assuming  full  responsibility 
and  exercising  management  responsibilities  to 
ensure  that  the  foreign  owners  are  effectively 
insulated  from  the  cleared  facility.  The  trustees 
shall  be  completely  disinterested  individuals  with 
no  prior  involvement  in  either  the  facility  or  the 
corporate  body  in  which  it  is  located,  or  the  for¬ 
eign  interest,  and  must  be  eligible  for  and  issued 
an  appropriate  level  of  clearance. 


Proxy  Agreement.  The  voting  rights  of  stock 
owned  by  foreign  interests  are  conveyed,  in  this 
option,  to  proxy  holders  by  means  of  an  irrev¬ 
ocable  proxy  agreement.  Legal  title  of  the  stock 
remains  with  the  foreign  interest,  all  other  pro¬ 
visions  of  the  voting  trust  process  apply. 

You  will  note  that  the  owner,  for  all  practical 
purposes  has  relinquished  virtually  all  rights  to 
the  facility  he  owns.  The  standard  of  responsibil¬ 
ity  for  trustees  and  proxy  holders  under  the 
Defense  Voting  Trust/Proxy  Agreement  is  “gross 
negligence"  not  "ordinary  negligence",  as  it  is 
for  a  fiduciary  or  trustee  in  other  trust  situations. 
Thus,  when  there  have  been  problems,  and  there 
have,  the  owner  is  left  with  considerable  respon¬ 
sibility,  but  no  rights.  In  one  case,  the  trustees 
went  to  the  owner  for  considerable  financing  for 
plant  expansion  and  were  not  able  to  tell  the 
owner  why  the  financing  was  needed  or  what  it 
was  for. 

Obviously,  any  owner  would  be  reluctant  to  invest 
considerable  amounts  of  money  in  an  entity  in 
which  he  has  no  authority  to  control.  It  is  fair  to  say 
however,  that  in  many  cases  the  foreign  owners 
are  from  countries  with  which  the  U.S.  does  not 
have  a  GSOIA  and/or  Industrial  Security  Agree¬ 
ment  or,  the  owners  have  funds  to  invest  and  are 
not  interested  in  controlling  their  investment. 

Reciprocal  Clearance.  There  is  little  change  in 
the  reciprocal  clearance  process  in  the  new  ISR. 
The  DOD  has  entered  into  reciprocal  agreements 
with  several  of  its  allies  which  establish  arrange¬ 
ments  whereby  a  contractor  facility,  which  is  under 
FOCI,  located  in  either  signatory  country,  may  be 
eligible  for  access  to  classified  information.  A 
reciprocal  clearance  may  be  granted  on  satisfac¬ 
tion  of  the  following  criteria: 

1.  There  is  a  reciprocal  Industrial  Security 
Agreement  with  the  foreign  government 
concerned: 

2.  A  foreign  business  entity  has  a  majority  or 
controlling  ownership  of  the  U.S.  firm,  or  a 
foreign  interest  effectively  controls  or  has  a 
dominant  interest  over  the  business  man¬ 
agement  of  the  U.S.  firm;  and, 

3.  The  facility  does  not  require  access  to  clas¬ 
sified  information  which  is  not  releaseeble 
to  the  foreign  government  from  which  the 
ownership  stems. 
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THE  PRESENT 

A.  The  Transition 

—The  need  for  an  alternative 
—Give  the  owner  some  control  of  his 
assets  hire/fire/financial/policy 
—Protect  U.S.  interests 
—Limited  option 
National  interest  considerations 

B.  Current  Authorities 

—Voting  Trust/proxy  agreement 
:  No  change 
—Reciprocal  Clearance 
:  Limitations— no  change 
:  Visit  procedures— some  improvement 
(visits  to  DTIC,  Info  Analysis  Centers, 
Meetings  not  covered— still  a 
problem) 

FIGURE  6 


You  will  find  the  specific  access  limitations  in 
paragraph  31  of  the  ISM  and  you  will  note  that 
there  is  no  essential  change  in  the  criteria.  There 
are,  however,  considerable  changes  in  the  visit 
procedures. 

You  might  remember  that  the  previous  ISM 
designated  holders  of  reciprocal  clearances  as 
Category  1.  Visitors  with  the  visit  request  indi¬ 
cating  that  the  visitor's  access  was  limited  to  the 
requirements  of  the  ISM.  That  did  not  work.  The 
MiLDEPS  issued  their  own  regulations  requiring, 
as  said  before,  that  the  request  for  the  visit  be 
approved  by  the  appropriate  embassy  con¬ 
cerned.  Also,  the  holder  of  a  reciprocal  clearance 
was  denied  access  to  a  broad  range  of  informa¬ 
tion  such  as  access  to  meetings,  OTIC,  bid,  and 
bid  proposal  meetings,  in  fact,  any  meetings  where 
classified  information  was  involved. 

Changes  have  been  made  in  the  visit  proce¬ 
dures  of  the  ISM  which  should  improve  the  situ¬ 
ation.  No  longer  will  the  clearance  by  processed 
through  the  embassy.  However  I  can  see  some 
pitfalls  in  critical  areas  of  access  which  deserve 
attention. 

Paragraph  41d(8)  states  in  part:  "Visit  requests 
involving  U.S.  citizen  employees  of  reciprocally 


cleared  contractors  (see  paragraph  31)  that 
required  access  to  classified  information  or 
unclassified  information  related  to  a  classified 
program  or  project  and  all  visit  requests  involv¬ 
ing  foreign  national  employees  of  such  firms,  shall 
be  processed  to  the  UA  Foreign  Disclosure  Office 
having  jurisdiction  over  the  information  involved." 
Several  questions  and  possible  future  problems 
come  to  mind: 

—What  about  access  to  meetings  such  as  those 
held  under  the  auspices  of  such  organiza¬ 
tions  as  NSIA,  AIA,  ADPA? 

—What  about  attendance  at  tri-service  meet¬ 
ings  such  as  the  Tri-Service  Laser  Sympo¬ 
sium,  the  Radar  Symposium  etc? 

—How  does  this  square  with  DoD  policies  on 
providing  our  allies  with  access  to  technical 
information  (SECDEF  Memorandum  of  12 
September  1983,  "NATO/Allies  Participation 
at  DoD  Related  Conferences,  Symposiums 
and  Seminars?") 

—Should  this  be  considered  in  conflict  with  the 
policies  outlined  in  SECDEF  Memorandum 
of  18  October  1983,  "Control  of  Unclassified 
Technology  with  Military  Application?" 

In  all  cases  there  are  multiple  sources  of  juris¬ 
diction  and  multiple  user  agencies  and  programs 
involved. 

There  is  another  set  of  words  which  beg  for 
clarification:  "Classified  or  unclassified  informa¬ 
tion  related  to  a  classified  program."  What  is  meant 
by  unclassified?  An  announcement  in  the  Com¬ 
merce  Business  Daily?  A  DD254,  which  normally 
is  unclassified?  A  classification  guide?  A  request 
for  a  copy  of  an  unclassified  brief  prepared  for 
presentation  to  Congress? 

What  I  am  sayinQ  is  that  the  problems  of  access 
for  companies  with  reciprocal  clearances  have  not 
gone  away  and  have  been  exacerbated  by  the  cur¬ 
rent  verbege  in  the  ISM  when  looked  at  in  the  light 
of  the  current  problems  on  technology  transfer. 
These  are  not  frivolous  questions  particularly  since 
there  appears  to  be  a  high  level  desire  to  make 
international  programs  and  processes  work.  And 
the  reciprocal  clearance  process  can  work  if  the 
government  players  take  the  time  and  have  the 
interest  to  make  the  process  work.  Again  proper, 
complete  and  timely  guidance  is  the  single  most 
important  ingredient. 
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Special  Security  Agreement 

This  is  a  new  option,  one  which  may  be  used 
when  a  foreign  interest  owns  a  majority  of  the 
voting  stock  of  a  U.S.  firm  or  if  the  holdings  are 
sufficient  to  conclude  that  the  foreign  stockholders 
are  in  a  position  to  control  or  have  the  dominant 
Influence  over  the  business  management  of  the 
firm,  and  the  foreign  stockholders  desire  to  retain 
some  control  over  their  assets. 

Eligibility  for  this  option  requires  that  a  user 
agency  and  OSD  determination  that  approval  will 
serve  the  national  interest.  The  key  issue  is  what 
is  "national  interest?"  Industrial  Security  Bulletin 
84B-1  of  March  7,  1984  provided  the  following 
guidance  to  the  cognizant  security  offices  and  is 
quoted  in  part: 

"As  a  general  rule,  a  favorable  national  interest 
determination  includes  an  essential  or  impend¬ 
ing  prospective  need  to  use,  on  a  classified  basis, 
the  products,  services,  or  technical  expertise  of  a 
U.S.  firm  under  FOCI  when  cleared  or  dearable 
firms  are  unavailable,  or  insufficient  to  satisfy 
industrial  preparedness,  mobilization,  planning, 
research,  production  or  production  base  require¬ 
ment  of  a  DOD  component  or  a  participating  non- 
DOD  user  agency.  The  authority  to  make  this 
determination  is  not  permitted  below  the  Assis¬ 
tant  Secretary  or  comparable  level  of  a  DOD  com¬ 
ponent  or  user  agency  concerned  or  his/her  des¬ 
ignee."  The  sole  source  situation  speaks  for  itself. 
It  is  the  other  criteria  that  are  difficult  to  define 
and  determine. 


SPECIAL  SECURITY  AGREEMENT  (SSA) 

(1)  Limits  control  by  foreign  parent 

(2)  Parent,  subsidiary  and  DOD  execute  the 
SSA: 

—SSA  requires  specific  internal  controls 
:  Classified  information  protected 
:  Performance  on  classified  contracts 
assured 

—Failure  to  comply  with  SSA: 

:  Agreement  cancelled 
:  Clearance  of  subsidiary  revoked 

(3)  OODEP  Requirements: 

—Subsidiary  established  as  a  wholly- 

owned  subsidiary  of  parent; 


approximately  2  or  more  directors 
(Proporations  the  key) 

:  3  outside  directors — no  prior 
relationship/employment  with  parent 
or  subsidiary 

e  Must  be  U.S.  citizens— cleared  or 
clearabie 

:  2  subsidiary  representatives 
e  Must  be  U.S.  citizens— cleared  or 
clearabie 

:  2  parent  representatives.  Excluded 
from  access 

(4)  Security  Committee: 

—(The  outside  directors  and  subsidiary 
representatives  will  comprise  the 
Defense  Security  Committee  (DSC)  to 
implement  the  SSA) 

(5)  Access  by  SSA  holders: 
—Secret/confidential  (see  local  DIS  for 

details) 

— RD/FRD 

(see  also  DOE  FOCI  of  DOE  Contractors, 
Federal  Register  Vol.  49,  No.  41, 
February  29. 1984) 

(6)  Visits 

Visitation  Agreement: 

—Directed  by  DSC 
:  All  representatives  of  parent  must 
have  prior  approval  of  DSC  for  visits 
—Visits  requests  processed  as  Category  I 
—ISM  41  d.  (8)  does  not  apply 

FIGURE  6 


The  SSA  is  a  fully  acceptable  alternative  to  Vot¬ 
ing  Trust/Proxy  Agreement  arrangements,  pro¬ 
viding: 

e  The  ownership  stems  from  a  country  in 
which  the  U.S.  has  entered  into  a  formal 
reciprocal  clearance  security  agreement; 
e  All  personnel  required  to  be  cleared  in  con¬ 
nection  with  the  facility  are  U.S.  citizens; 
e  The  SSA  may  be  considered  for  uses  with 
companies  from  countries  with  a  GSOIA 
or  similar  bilateral  agreement  provided: 

•  All  personnel  required  to  be  cleared  are 
U.S.  citizens;  and 

e  The  facility  clearance  is  limited  to  con¬ 
fidential. 
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Under  an  SSA: 

•  The  foreign  owners  are  authorized  some 
control  of  the  company. 

•  Specific  OODEP  requirements  are  estab¬ 
lished. 

•  In  some  cases  the  appointment  of  outside 
directors  who  must  be  U.S.  citizens  and 
cleared  or  clearable,  similar  to  the  voting 
trust  option,  are  required. 

•  The  outside  directors  and  representatives 
of  the  cleared  company  subsidiary  will 
comprise  a  Defense  Security  Committee 
(DSC)  who  will  be  responsible  for  imple¬ 
menting  the  requirements  of  the  SSA. 

•  There  may  be  representatives  of  the  cleared 
subsidiary  on  the  Board  of  Directors.  They 
too  must  be  U.S.  citizens  cleared  or  clear- 
able. 

•  There  are  provisions  which  spell  out  in  detail 
the  authority  of  the  foreign  owners  to  con¬ 
trol  the  affairs  of  the  subsidiary. 

•  The  parent  may  appoint  representatives  to 
sit  on  the  board.  They  will  be  excluded 
from  access  to  classified  information  in  the 
possession  of  the  subsidiary,  except  for 
that  classified  information  which  has  been 
authorized  for  release  to  the  government 
of  the  parent  and  further  providing  that  the 
DOD  has  been  provided  security  assur¬ 
ances  for  those  individuals. 

•  Access  by  SSA  holders  (contact  the  local 
DIS  for  details). 

•  In  general,  the  holder  of  an  SSA  will  be 
authorized  access  to  U.S.  classified  infor¬ 
mation  in  the  same  manner  as  the  holder 
of  a  normal  clearance: 

•  Access  to  restricted  data/formerly 
restricted  data  (see  also  DOE,  FOCI  of 
DOE  Contractors,  Federal  Register,  Vol. 
49  No  41,  February  29,  1984)  access 
would  not  be  permitted  to  foreign" 
nationals. 

•  Visits 

•  The  SSA  will  have  a  visitation  agree¬ 
ment  approved  by  the  DOD  which,  in 
turn,  will  be  directed  by  the  DISC. 

•  One  of  the  elements  of  the  agreement 
it  that  all  representatives  of  the  parent 
company  must  have  their  visit  requests 
to  the  subsidiary  approved  in  advance. 

•  Visit  requests  processed  as  category  I 
visitors. 


•  The  requirements  of  paragraph  41d(8) 
of  the  ISM  on  the  requirements  for  the 
holders  of  reciprocal  clearances  does  not 
apply. 

•  DIS  will  annually  review  the  SSA  company 
for  conformance  with  the  requirements. 
The  DSC  will  also  complete  annually  a 
report  to  DIS  on  its  actions  in  complying 
with  the  terms  of  the  SSA. 

Export  Problems 

•  It  is  emphasized  that  the  requirements  of 
the  export  control  laws  and  the  ITAR  will 
apply  to  any  transfers  of  information 
between  the  subsidiary  and  the  parent.  The 
point  if  often  overlooked:  nothing  you  have 
heard  negates  the  requirement  for  export 
control.  Also,  I  would  urge  you  to  become 
familiar  with  the  licensing  requirements 
associated  with  visits,  as  well  as  the  ISR 
requirements  on  international  patent  pro¬ 
tocols. 

It  also  should  be  noted  that  .here  are  specific 
approvals  required  from  the  Department  of  State 
in  licensing,  patent  and  trade  secret  agreements 
involving  the  transmittal  of  U.S.  classified  infor¬ 
mation.  There  equally  can  be  the  same  require¬ 
ment  for  approval  for  the  transfer  of  some  unclas¬ 
sified  technical  data.  (See  also  p  .agraph  21b  of 
the  ISM). 

Summary 

Having  looked  at  the  past  and  the  present,  it  is 
obvious  that  there  has  been  movement  toward 
equity.  But  like  any  system  that  involves  people 
and  the  problem  of  a  rapidly  changing  world  and, 
sadly,  the  resistance  of  people  to  movement  and 
change,  it  is  equally  apparent  that  we  must  net 
and  should  not  rest  on  our  laurels  and  accom¬ 
plishments,  however  great  or  small,  but  must  be 
willing  and  ready  to  move  ahead.  So  where  are 
we? 

The  reciprocal  clearance  process  is  fundamen¬ 
tally  sound.  The  process  can  work  if  you  will  let 
it  There  has  been  movement  and  certainly  a 
greater  awareness  of  the  problems.  In  the  last 
few  years  there  has  been  a  substantial  increase 
in  the  number  of  U.S.  firms  working  around  the 
work  in  defense  matters  and  there  has  been  a 
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substantial  increase  in  the  number  of  foreign 
companies  doing  business  in  the  U.S.;  the  num¬ 
ber  of  acquisitions  of  U.S.  firms  by  foreign  com¬ 
panies  has  grown  markedly  in  the  last  two  or 
three  years,  for  example.  The  reasons  are  many 
and  complex,  but  the  bottom  line  is  that  there  is 
an  inter-independence  in  defense  matters  as  well 
as  purely  commercial  matters. 

There  is  still  a  difference  in  the  ways  that  we 
treat  each  other  and  it  is  fair  to  say  that  the  treat¬ 
ment  of  U.S.  firms  in  foreign  countries  is  better 
than  the  treatment  of  foreign-owned  firms  in  the 
U.S.  and  I  assure  you  that  it  is  not  only  that  the 
foreign  countries  want  U.S.  technology;  that  is  a 
simplistic  view  with  diminishing  credibility.  If  you 
will  look  at  the  number  of  military  systems  in  our 
inventory  from  foreign  sources  you  wHI  see  ample 
proof.  So  there  is  an  inequity  which  can  become 
serious  unless  continuing  attention  is  given  to  it. 

One  of  the  underlying  causes  of  the  problem  is 
in  the  foreign  disclosure  process.  All  piograms 
and  projects  start  at  the  applied  research  level. 
Basic  research,  which  in  the  DoD  must  be  mili¬ 
tarily  relevant,  establishes  the  theoretical  possi¬ 
bility  that  something  can  be  done.  In  applied 
research,  that  possibility  becomes  a  reality  or  is 
discarded.  I  could  cite  many  examples  of  large 
current  programs  which  started  at  levels  of  a  few 
thousand  and  are  now  at  the  multimillion  and 
higher.  I  submit  that  the  key  is  a  decision  at  the 
issuance  of  the  first  DD  Form  254  for  a  small 
study  contrct  whether  there  could  be  the  po? 
sibility  of  foreign  involvement  in  the  program,  if 
successful.  And  every  reissue  of  that  DD  Form 
254  should  review  that  decision.  When  the  pro¬ 
gram  reaches  the  point  that  departmental  or  OSD 
approval  is  required,  there  will  be  a  solid  foun¬ 
dation  for  a  decision  to  include  or  exclude  foreign 
participation.  I  recommend  to  you  the  most  recent 
report  of  Secretary  Weinberger  to  the  Congress 
on  the  "Standardization  of  Equipment  Within 
NATO,"  January  1984.  You  will  note  also  that  the 
programs  referenced  to  have  been  around  for 
many  years.  The  DoD  has  international  cooper¬ 
ative  programs  with  some  65  countries;  the  num¬ 
ber  of  countries  seems  to  be  increasing. 

Again,  as  you  have  been  hearing  for  many  years, 
correct  and  timely  guidance  is  the  key.  It  is  dis¬ 
tressing  to  see  the  number  of  security  guides 
which  have  not  been  reviewed  for  several  years 


and  the  equally  distressing  conclusion  that  the 
attitude  is  to  pass  on  some  out-of-date  and 
incomplete  guidance  to  a  contractor  with  the  view: 
"Let  him  figure  it  out. '  And  I  am  not  overlooking 
the  other  side — when  the  contractor  does  take 
the  initiative  to  submit  his  version — to  ignore  it 
or  to  take  months  for  a  decision. 

Problems  to  be  Addressed 

FOCI  will  not  go  away.  What  is  needed  is  a 
greater  flexibility  and  a  greater  awareness  that 
inter-dependence  is  a  fact  of  life  regardless  of 
political  persuasion  or  tnettnatton. 

THE  FUTURE 

A.  Needs 

— Foreign  Disclosure  Decisions  at  the 
R  &  D  levels 

DCP/POM  Levels  too  late/decisions 
have  been  made 
— Current/correct  guidance 

Frequent  review  of  classification 
guidance 

Specific  guidance  for  subcontractor 
levels 

B.  Problems  which  should  be  addressed 
—Whether  international  partners  really 

are  wanted? 

—Will  the  number  and  scope  of 
agreements  be  broadened  as  now 
apparent? 

— If  so,  there  is  a  need  for  greater 
flexibility  at  all  levels. 

—The  need  to  import  technology  should 
be  faced. 

— NIH  is  still  an  important  impediment. 

FIGURE  7 

Concluding  Thoughts 

Although  there  have  been  improvements  in  the 
FOCI  process  much  more  is  needed: 

•  The  reciprocal  clearance  does  not  work  as 
well  as  intended.  It  can  if  you,  the  user 
agency,  want  it  to  work. 

•  The  visit  clearance  problems  have  been 
addressed  and  improvements  made,  but 
it  is  still  too  cumbersome.  The  need  is 
for  greater  decentralization  of  the  deci¬ 
sion-making  process. 
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•  With  some  exceptions  the  Voting  Trust/ 
Proxy  Agreement  process  is  not  entirely 
satisfactory.  I  would  predict  that  some  of 
the  owners  who  operate  under  such  agree¬ 
ments  will  attempt  movement  toward  a 
reciprocal  clearance  or  special  security 
agreement. 

•  The  problems  highlighted  at  every  NCMS 
Seminar  are  still  with  us: 

•  Better  classification 

•  More  definitive/timely  guidance 

•  Consistency,  consistency,  consistency 

•  Some  suggestions  for  consideration 

(1)  Review  of  existing  directives  for  con¬ 
sistency,  even  the  definitions  are  not 
consistent  with  each  other 

(2)  Strategic  trade.  The  recent  introduc¬ 
tion  of  the  term  "strategic  trade  cases" 
defined  as  "cases  involving  technol¬ 
ogy  and  goods  that  are  dual-use  in 
nature,  that  is,  capable  of  being  used 
either  for  legitimate  civilian  purposes 
or  capable  of  being  used  or  diverted  to 
increase  a  nation's  military  potential." 


CONCLUDING  THOUGHTS. 

A.  Although  there  have  been  improvements, 
much  more  is  needed 

—Reciprocal  clearances  don’t  work  as 
intended 

— Visit  problems  very  cumbersome 
although  some  improvement 
—With  some  exceptions,  Voting  Trust/ 
Proxy  Agreements  are  not  entirely 
satisfactory 

B.  Problems  highlighted  at  every  NCMS 
Seminar — still  with  us. 

— Better  classification 
—More  definitive/timely  guidance 
— Consistency  within  UAs 

FIGURE  8 


If  you  can  think  of  any  product  which  does  not 
meet  that  definition,  I  would  like  to  know.  Just 
look  at  what  you  are  wearing  or  carrying  in  your 
pockets,  purses  or  briefcases  and  you  probably 
will  come  up  with  a  military  use. 

Representative  of  foreign  interest.  The  defini¬ 
tion  should  be  reviewed  as  I  believe  it  unrealistic. 


For  example,  is  an  Officers,  Owners,  Directors 
and  Executive  Personnel  (OODEP)  of  a  U.S.  owned 
cleared  company  who  is  also  an  OODEP  of  a  for¬ 
eign  company,  not  owned  or  controlled  by  a  U.S. 
company,  a  foreign  representative?  Don't  forget 
that  the  laws  of  some  of  our  allies  does  not  permit 
foreign  ownership.  This  is  a  problem  that  should 
be  addressed. 

Finally,  it  is  a  fact  that  the  U.S.  is  not  necessarily 
the  world  leader  in  all  areas  of  technology  which 
have  military  uses.  In  his  FY  1985  Annual  Report 
to  Congress,  Under  Secretary  DeLauer  cited  the 
relative  U.S./U.S.S.R.  standing  in  the  twenty  most 
important  basic  technology  areas,  as  has  been 
done  for  the  past  few  years.  It  is  interesting  read¬ 
ing.  But  the  fact  remains  that  international  coop¬ 
eration  is  a  fact  of  life  and  will,  in  all  probability, 
continue  and  increase  annually. 


SUGGESTIONS  FOR  IMPROVEMENT 

(1)  Review  of  existing  directives  for 
consistency. 

— Even  the  definitions  are  not  in 
agreement. 

(2)  The  current  definition  of  "Representative 
of  a  Foreign  Interest"  should  be  reviewed. 
Does  not  recognize  existing  conditions. 

(3)  There  should  be  acceptance  of  the  fact 
that  international  cooperation  is  a  fact  of 
life  and  will  continue. 

(4)  Although  difficult,  it  should  be  recognized 
that  the  U.S.  does  not  lead  the  world  in 
new/advanced  technology.  NIH  is  not  a 
useful  viture. 

FIGURE  9 


I  hope  that  I  have  stirred  up  some  controversy, 
as  well  as  your  thinking.  As  we  have  been  saying 
for  20  seminars,  the  basic  issue  is  classification — 
it  is  the  key.  I  would  urge  that  you  obtain  copies 
of  all  the  back  NCMS  publications  which  are  in 
DTIC.  That  is  the  only  body  of  information  avail¬ 
able  on  this  complicated,  confusing,  exasperat¬ 
ing,  exhilarating  and  fascinating  subject — a  sub¬ 
ject  which  has  been  the  source  of  much  of  the 
government  controversy  in  the  last  30  years.  As 
a  final  word,  the  Freedom  of  Information  Act  will 
have  its  18th  birthday  on  July  4  this  year. 
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TECHNOLOG  Y  TRANSFER 

James  W.  Dearlove 
Defense  Intelligence  Agency 
Washington,  T  . 

I  would  like  to  talk  to  you  for  a  few  minutes  on  a 
topic  that  has  been  receiving  a  tremendous  amount 
of  publicity  lately— one  called  technology  transfer. 

The  technology  transfer  I  am  speaking  of  is  the 
unwanted  kind — that  is  technology  transfer  to  our 
potential  adversaries.  There  are  many  other  kinds 
of  technology  transfer  that  are  good.  For  exam¬ 
ple,  from  the  industrialized  countries  to  the  lesser 
developed  countries  or  from  our  space  program 
to  the  field  of  medicine  or  aviation.  However,  I 
will  not  address  these  beneficial  kinds— only  the 
undesirable  transfer — which  can  aid  the  military 
programs  of  our  potential  adversaries  to  the  det¬ 
riment  of  our  national  security. 

There  have  been  innumerable  articles  in  the 
last  year  and  especially  in  the  last  few  months 
about  past  and  present  problems  of  technology 
transfer  and  what  should  be  done  about  it. 

Technology  transfer  is  usually  thought  of  as 
the  sale  or  transfer  of  specific  pieces  of  goods  or 
equipment  such  as  oil  pipeline  equipment,  com¬ 
puters,  equipment  for  the  manufacture  of  trucks 
or  aircraft,  etc.  I  will  talk  about  some  of  these  but 
also  other  more  subtle  transfers,  how  they  are 
accomplished  and  the  end  result  of  such  transfer. 

Technology  transfer  means  different  things  to 
different  groups.  If  you  are  a  manufacturer  or  in 
the  research  and  development  world,  it  repre¬ 
sents  an  item  to  be  sold  at  a  profit.  If  you  repre¬ 
sent  the  Department  of  Commerce,  it  could  rep¬ 
resent  a  method  of  establishing  trade  and  equal¬ 
izing  your  balance  of  payments.  If  you  represent 
the  State  Department,  it  possibly  represents  a 
method  of  establishing  diplomatic  ties  and  link¬ 
age.  If  you  represent  the  Department  of  Defense, 
technology  most  likely  represents  a  national 
resource  which  should  not  be  shared  with  poten¬ 
tial  adversaries  for  any  reason.  Perhaps  there 
would  not  be  so  many  different  views  of  tech¬ 
nology  if  we  knew  what  technology  and  equip¬ 
ment  was  actually  in  the  tunnel  represented  in 
the  cartoon  and  if  we  knew  precisely  the  use  being 
made  of  whatever  is  in  the  tunnel. 


The  purpose  of  this  talk  is  two-fold.  First,  to 
demonstrate  that  the  Soviets  and  the  east  Euro¬ 
pean  countries  have  a  concerted  effort  for  the 
acquisition  of  Western  technology  and  that  this 
is  a  well-orchestrated,  multi-faceted  acquisition 
process  beginning  with  open  literature  and  con¬ 
tinuing  all  the  way  through  covert  acquisition. 
Secondly,  to  outline  for  you  how  this  system  uses 
many  mechanisms  to  achieve  this  goal.  The  War¬ 
saw  Pact  acquisition  process,  we  believe,  is  not 
only  targeted  against  the  U.S.  but  against  all  the 
industrialized  nations  of  the  world. 

To  highlight  the  Soviet  view  on  this  subject,  I 
offer  the  following  words  from  Leonid  Brezhnev, 
"Science  and  technology  have  made  it  possible 
for  us  to  create  a  powerful,  qualitative  new  mate¬ 
rial  and  technical  base.  Our  superiority  in  the  lat¬ 
est  types  of  military  technology  is  a  fact  com 
rades,  and  one  can't  escape  facts." 

First,  I  would  like  to  discuss  the  Soviet  organi¬ 
zation  for  technology  transfer. 

The  directors  of  technology  acquisition  and  its 
users  are  shown  on  Figure  1.  The  VPK,  (the  Mili¬ 
tary  Industrial  Commission)  plays  the  major  role 
in  deciding  what  technologies  are  to  have  priority 
for  acquisition.  The  users  are  the  many  defense 
industrial  ministries  and  the  other  associated 
industrial  ministries  that  also  support  the  devel¬ 
opment  and  production  of  Soviet  military  equip¬ 
ment.  (See  Figure  1  at  end  of  talk) 

The  GKNT  (the  State  Committee  for  Science 
and  Technology)  with  the  assistance  of  several 
other  countries  is  directly  responsible  for  orches¬ 
trating  the  VPK  priority  requirements  into  the 
acquisition  of  scientific  information,  equipment, 
and  instrumentation  from  foreign  countries.  The 
GKNT  knows  very  well  the  deficiencies  of  the 
Soviet  Union  and,  with  the  assistance  of  a  num¬ 
ber  of  organizations  subordinate  to  it,  knows  pre¬ 
cisely  where  to  go  to  obtain  the  desired  infor¬ 
mation,  technology,  and  equipment— the  coun¬ 
try,  the  company,  and  if  necessary,  the  individual. 
The  GKNT  negotiates  scientific  and  technical  con¬ 
tracts,  bilateral  exchanges  and  agreements  with 
other  countries  as  well  as  many  individual  com¬ 
panies.  It  also  orchestrates  the  trade  shows  held 
in  the  Soviet  Union  and  frequently  extends  invi¬ 
tations  contingent  upon  the  invited  company's 
displaying  specific  pieces  of  equipment  and 
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sometimes  upon  the  condition  that  it  be  willing 
to  sell  the  equipment  from  the  floor.  The  GKNT 
determines  the  recipient  facility  in  the  Soviet  Union 
and  the  price  to  be  paid  despite  apparent  evi¬ 
dence  that  various  plants  are  bidding  for  the 
equipment.  You  will  hear  the  name,  of  the  GKNT 
again  throughout  this  presentation.  It  is  not  at  all 
unusual  for  equipment  being  displayed  to  be  taken 
apart  and  exploited  or  to  be  stolen  from  the  dis¬ 
play  or  to  be  stolen  while  in  return  shipment. 
There  are  many  cases  of  outright  theft  of  equip¬ 
ment  and  samples  by  the  Warsaw  Pact  countries 
even  from  displays  held  in  Western  countries. 
(See  Figure  2) 

Several  organizations  supporting  the  GKNT  and 
others  enable  them  to  perform  their  functions 
well.  The  most  important  of  these  institutions, 
the  all-union  Institute  of  Scientific  and  Technical 
Information  (VINITI),  has  been  described  as  the 
largest  single  producer  of  scientific  and  technical 
abstracts  in  the  world.  It  selects  information  from 
a  flood  of  domestic  and  foreign  publications  which 
it  then  analyzes  and  repackages  for  its  users.  VIN¬ 
ITI  reportedly  controls  about  10,000  scientific  and 
technical  libraries  and  receives  annually  35,000 
periodicals  of  various  sorts,  containing  more  than 
one  and  one-half  million  articles  from  about  125 
countries  in  more  than  65  languages  and  employs 
or  has  access  to  more  than  150,000  persons.  At 
the  very  minimum,  thi  s  large  effort  is  a  great  help 
in  targeting  emerging  technology  in  the  West. 
(See  Figure  3) 

Another  Soviet  organization  involved  in  tech¬ 
nical  literature  acquisition  is  the  all-union  Scien¬ 
tific  and  Technical  Information  Center  (VNTIT). 
This  information  center  is  the  equivalent  of  the 
U  S,  Department  of  Commerce's  National  Tech¬ 
nical  Information  Service  (NTIS)  and  is  principally 
responsible  to  the  Soviet  State  Committee  for 
Science  and  Technology  (GKNT)  and  the  Acad¬ 
emy  of  Sciences.  It  is  the  ultimate  recipient  of  all 
completed  and  in-progress  Soviet  technical  proj¬ 
ect  reports,  conference  and  seminar  proceed¬ 
ings,  computer  programs,  engineering  design 
documents  and  similar  materials.  It  is  also  the 
registry  for  art  Soviet  research  and  development 
projects.  Distribution  of  its  holdings  is  restricted 
by  a  "need-to-know"  basis  in  the  Soviet  Union. 
With  this  organization  the  Soviets  are  able  to 
determine  very  precisely  their  strengths  and  their 
weaknesses.  (See  Figure  4) 


The  prestigious  Academy  of  Science  is  respon¬ 
sible  for  conducting  much  of  the  basic  research 
in  the  Soviet  Union.  However,  it,  too,  is  heavily 
involved  in  the  effort  to  acquire  western  technol¬ 
ogy.  Because  it  is  labelled  a  scientific  academy, 
it  is  able  to  open  a  great  many  doors  throughout 
the  world's  academic  communities,  enabling  it  to 
serve  as  a  very  effective  technology  transfer 
mechanism.  (See  Figure  5) 

Next,  I  would  like  to  discuss  some  of  the  mech¬ 
anisms  of  technology  transfer.  There  are  as  many 
technology  transfer  mechanisms  as  there  are 
ingenious  minds.  I  have  attempted  to  categorize 
some  of  the  legal  mechanisms  on  the  figure  below 
beginning  with  various  open  literature  publica¬ 
tions  and  progressing  through  the  various  types 
of  exchanges,  business  dealings,  sales,  exploi¬ 
tation  of  captured  equipment  and  the  use  of  War¬ 
saw  Pact  nations  as  surrogates.  There  is  the 
potential  for  any  of  these  to  be  used  illegally, 
as  surely  they  are.  There  are  numerous  examples 
of  technology  transfer  for  all  these  mechanisms. 
My  discussion  will  touch  on  only  a  few.  (See 
Figure  6) 

Turning  now  to  illegal  mechanisms,  I  have 
categorized  below  some  of  the  more  classic  ille¬ 
gal  transfer  mechanisms  including  the  usual  spy 
cases,  coopting  of  Western  citizens  and  the  use 
of  communist  controlled  companies  operating  in 
the  West.  (See  Figure  7) 

There  are  many  sources  of  information  in  the 
U.S.  that  feed  the  Soviet  information  gathering 
system.  A  select  few  are  shown  on  this  slide. 
NTIS,  the  National  Technical  Information  Ser¬ 
vices,  operated  by  the  Dtf  tment  of  Commerce, 
Is  the  repository  for  most  of  the  unclassified  gov¬ 
ernment  R&D  reports,  these  reports  are  available 
to  the  public  without  any  dissemination  restric¬ 
tions.  It  has  been,  and  stm  is,  the  recipient  of 
documents  that  become  unclassified  through  the 
general  declassification  schedule  that  we  oper¬ 
ated  under  prior  to  1  August  1982.  Until  January 
of  1980,  the  Soviet  Union  had  a  standing  order 
for  one  copy  of  every  NTIS  accession.  That  order 
was  termianted  as  a  sanction  imposed  because 
of  the  Soviet  invasion  of  Afghanistan.  However, 
the  remaining  Warsaw  Pact  countries  can  still 
receive  these  80,000  documents  per  year  and  the 
Soviets  can  still  order  documents  over  the  counter. 
(See  Figure  8) 


The  Defense  Technical  Information  Center  is 
the  repository  for  all  DoD-generated  reports  and 
studies — classified  and  unclassified.  The  unclas¬ 
sified  reports  that  have  no  further  dissemination 
restrictions  are  automatically  transferred  to  NTIS; 
so  are  reports  that  become  declassified  without 
further  dissemination  restriction. 

Other  publications,  such  as  the  Index  of  Secu¬ 
rity  Classification  Guides,  which  has  been  unclas¬ 
sified,  enable  potential  adversaries  to  determine 
the  title  of  practically  classified  weapons  pro¬ 
gram  of  the  DoD,  thus  providing  an  excellent 
spotting  mechanism  for  further  collection. 

The  Library  of  Congress,  as  the  executive  agent 
of  a  19th  century  treaty,  exchanges  with  more 
than  50  countries,  including  the  Soviet  Union, 
copies  of  all  unclassified  Governmem  Printing 
Office  publications,  including  Army,  Navy,  and 
Air  Force  field  manuals. 

In  the  area  of  national  and  international  con¬ 
ferences,  the  Soviets  are  masters  of  the  exploi¬ 
tation  process.  The  Soviets  sometimes  spend  as 
much  as  a  year  planning  the  exploitation  of  such 
conferences.  Again,  it  is  the  State  Committee  for 
Science  and  Technology  who  orchestrates  this 
exploitation.  The  U.S.  Government  has  begun  to 
look  more  closely  at  such  conferences.  In  1980, 
the  Soviets  and  East  European  firms  were  denied 
access  to  a  conference  on  lasers  and  a  conference 
on  magnetic  bubble  memory  technology.  From 
the  concern  over  these  two  conferences,  there 
evolved  a  government  policy  regarding  open  and 
closed  conferences.  If  a  conference  meets  the 
criteria  for  a  closed  conference,  the  sponsors  of 
the  conference  must  obtain  a  valid  export  license 
if  delegates  from  proscribed  countries  are  to 
attend.  The  most  recent  action  to  curb  the  flow 
of  information  through  such  conferences  occurred 
in  August  of  1982.  Approximately  700  papers  had 
been  prepared  for  presentation  at  two  concurrent 
conferences  on  high  speed  photography  and 
optics.  At  the  insistence  of  the  Department  of 
Defense,  approximately  120  papers  were  can¬ 
celled  that  were  the  result  of  research  conducted 
by  or  for  the  DoD.  Shown  on  Figure  9  are  the 
titles  of  just  a  few  of  the  papers  that  were  can¬ 
celled.  The  U.K.  also  cancelled  the  papers  of  its 
representatives  as  well.  This  action  averted  what 
would  have  been  a  security  disaster.  It  is  safe  to 
assume  that  this  action  and  the  attendant  public¬ 


ity  attracted  the  attention  of  a  very  large  number 
of  persons  and  organizations  and  that  future  con¬ 
ferences  of  this  type  will  also  be  reviewed  for 
potential  damage  to  security  interests.  A  study  of 
review  and  clearance  procedures  for  government 
sponsored  research  has  been  conducted  and  reg¬ 
ulations  and  directives  are  being  implemented 
that  will  curtail  the  release  of  sensitive  military- 
related  information.  {See  Figure  9) 

Soviet  and  East  European  firms  known  to  be 
operating  in  the  West  provide  an  unparalleled 
opportunity  for  the  acquisition  of  science  and 
technology  by  legitimate  means  but  also  provide 
unlimited  opportunities  to  illegally  acquire  all  kinds 
of  information  and  equipment,  especially  pro¬ 
duction-related  equipment.  Based  on  1978  statis¬ 
tics  obtained  from  a  study  conducted  by  Carleton 
University  of  Ottawa,  Canada,  there  were  more 
than  350  firms  operating  in  the  West  that  are  co¬ 
owned  or  majority  owned  by  the  Soviets  and  East 
Europeans.  Although  the  information  on  the  slide 
indicates  that  75  percent  are  engaged  in  export 
of  raw  materials,  products,  and  technology,  closer 
examination  of  their  role  reveals  that  many  of 
them  are  also  involved  in,  or  are  capable  of, 
importing  as  well.  Although  the  396  million  dol¬ 
lars  invested  in  the  350  companies  might  appear 
significant,  it  is  actually  a  rather  insignificant 
amount  for  the  tremendous  returns  these  com¬ 
panies  are  able  to  provide  in  Western  currency 
resulting  from  sales  and  the  equipment  and  tech¬ 
nology  they  are,  in  turn,  able  to  buy  with  this 
currency.  (See  Figure  10) 

Figure  11  shows  the  distribution  of  these 
Communist  owned  companies  in  the  West.  Omit¬ 
ted  from  the  slide  are  any  Western  countries  with 
less  than  10  Communist  controlled  companies 
which  accounts  for  the  smaller  total  of  302  com¬ 
panies.  (See  Figure  11) 

Since  1972,  10  governmert-to-government 
bilaterals  have  been  negotiated  between  the 
U.S.S.R.  and  the  U.S.  At  the  U.S.  president's 
direction,  three  were  allowed  to  lapse  in  June 
and  July  1982  as  a  sanction  resulting  from  the 
Polish  situation.  These  three  were  of  greatest 
concern  to  the  U.S.,  although  all  10  have  the 
potential  for  allowing  the  unwanted  transfer  of 
technology.  Others  may  be  allowed  to  lapse  in 
the  future.  Activity  under  the  auspices  of  the 
remaining  bilateral  agreements  is  now  minimal. 
(See  Figure  12) 
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There  are  numerous  scholarly  and  academic 
exchanges  and  I  will  touch  very  briefly  on  these. 
The  number  of  scientists  involved  in  the  inter-acad¬ 
emy  exchange  is  relatively  small;  however,  very 
capable  scientists  from  both  sides  are  involved. 
There  is  ample  evidence  that  all  these  exchanges 
are  used  to  help  fulfill  Soviet  deficiencies. 

One  of  the  provisions  common  to  many  of  these 
government-to-government  bilateral  agree¬ 
ments  encourages  the  establishment  of  separate 
agreements  between  individual  companies  in  the 
West  and  entities  of  the  Soviet  government,  prin¬ 
cipally,  again,  the  State  Committee  for  Science 
and  Technology.  These  are  sometimes  referred 
to  as  the  "Article  IV"  agreements  because  it  is 
usually  the  fourth  article  in  the  agreement,  and 
in  the  case  of  the  U.S.  these  agreements  have 
involved  a  large  number  of  companies.  These 
companies  are  among  the  world's  leaders  in  areas 
in  which  the  Soviets  are  deficient.  The  U.S.  Export 
Administration  Act  of  1979  now  requires  that 
companies  file  notice  with  the  U.S.  Department 
of  Commerce  when  such  agreements  are  signed. 
We  view  these  agreements  as  an  excellent  mech¬ 
anism  for  the  potential  Vansfer  of  advanced  tech¬ 
nology.  The  meager  information  we  have  about 
"S&T  Bilateral"  agreements  between  our  allies 
and  the  Soviets  indicates  that  the  same  type  of 
"Article  IV's"  are  incorporated  into  those  agree¬ 
ments  as  well.  Indeed,  the  almost  identical  words 
shown  on  figure  13  were  found  in  a  1969  bilateral 
agreement  between  the  U.K.  and  the  U.S.S.R.  In 
December  of  1981  and  January  of  1982,  the  Soviet 
newspapers,  Pravda  and  Tass,  both  printed  arti¬ 
cles  proclaiming  that  more  than  30  such  agree¬ 
ments  existed  with  companies  in  the  FRG.  A  cur¬ 
sory  review  of  Soviet  newspapers  revea'rs  that 
such  "Article  IV"  agreements  are  signed  with  all 
industrialized  countrips  with  great  regularity.  (See 
Figure  13) 

The  graduate  student/young  faculty  exchange 
is  also  used  as  a  transfer  mechanism — to  the  point 
that  the  U.S.  now  reviews  many  proposed  pro¬ 
grams,  some  of  which  are  involved  with  critical 
military  technology  causing  denial  of  the  pro¬ 
gram  which  denies  the  student  entry  into  the  U.S. 
Restrictions  are  imposed  on  many  more.  Since 
1978,  the  Senior  Scholar  Program  has  been  used 
almost  exclusively  to  attempt  to  send  scientists 
and  engineers  to  study  in  technical  areas  where 
the  knowledge  gained  could  have  direct  and 


immediate  military  applications.  Many  of  these 
applicants  have  been  rejected,  as  well.  East  Euro¬ 
pean  students  also  attempt  to  study  and  conduct 
research  in  sensitive  areas,  buttheir  applications, 
too,  are  closely  scrutinized  and  rejected  if  nec¬ 
essary,  with  no  distinction  being  made  between 
Soviets  and  other  East  Europeans.  (See  Figure 
14) 

The  Soviet  students  that  come  to  the  U.S.  under 
the  graduate  student/young  faculty  program  for 
a  full  academic  year  usually  already  possess  the 
equivalent  of  a  U.S.  Ph.D.  degree,  average  34-35 
years  of  age,  and  probably  have  about  eight  years 
of  practical  experience.  The  East  European  stu¬ 
dents  follow  a  pattern  very  similar  to  that  of  the 
Soviets.  The  Soviet  senior  scholars  originally  came 
and  conducted  very  basic  research  that  was  of 
little  concern.  Since  about  1978,  they  have  applied 
to  conduct  research  in  areas  that  also  could  be  of 
immediate  military  benefit.  (See  Figure  15) 

Examples  of  topics  the  Soviet  students  study 
are  shown  in  Figure  15. 1  will  discuss  only  one  of 
these.  In  1976-77,  S.A.  Gubin's  course  of  study 
involved  the  technology  of  fuel- air  explosives. 
Mr.  Gubin  studied  this  topic  at  one  of  our  leading 
universities  under  a  professor  who  was  a  con¬ 
sultant  to  the  U.S.  Navy  tor  fuel-air  explosives. 
Incidentally,  during  his  stay  Gubin  ordered 
numerous  unclassified  government  documents 
pertaining  to  fuel-air  explosives.  He  undoubtedly 
returned  to  his  fuel-air  explosives  work  in  the 
U.S.S.R.  Gubin's  true  interests  were  not  learned 
until  several  years  after  he  had  returned  to  the 
U.S.S.R. 

Figure  16  is  a  photo  of  a  port  and  the  hundreds 
of  items  of  containerzied  cargo  which  is  illustra¬ 
tive  of  the  problem  of  detecting  and  preventing 
the  unwanted  shipping  of  hign  technology.  To 
combat  this  difficult  problem  the  U.S.  Customs 
Service  is  conducting  operation  "Project  Exo¬ 
dus"  which  has  been  highly  successful  in  focus¬ 
ing  enforcement  efforts.  (See  Figure  16) 

Figure  17  in  a  picture  taken  from  National  Geo¬ 
graphic  Magazine,  is  a  piece  of  equipment  involved 
in  a  more  recent  attempt  to  evade  the  U.S. 
embargo.  This  is  a  piece  of  equipment  used  lot 
high-pressure,  low  temperature  oxidation  proc¬ 
ess  of  manufacturing  integrated  circuits.  It  rep¬ 
resents  the  very  latest  state-of-the-art  used  in  chip 
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manufacture.  Two  such  pieces  of  equipment  were 
seized  when  a  Communist-controlled  company 
attempted  to  smuggle  them  out  of  the  U.S.  The 
value  of  the  equipment  was  approximately 
$500,000.  The  Soviets  had  authorized  payment  in 
excess,  I  repeat,  in  excess,  of  $700,000  plus  all 
expenses.  (See  Figure  17) 

Along  with  the  evasions,  there  are  numerous 
actual  and  attempted  diversions  of  equipment 
and  technology.  (A  diversion  being  defined  as  an 
illegal  use  that  occurs  after  the  sale  is  consu- 
mated,  without  the  foreknowledge  of  the  seller.) 

A  case  reported  in  the  newspapers  in  1981 
involved  one  Peter  Hermes  of  Hamburg  who  was 
apprehended  while  attempting  to  leave  Hew  York 
with  an  embargoed  microwave  receiver  manu¬ 
factured  by  the  Micro-Tel  Corporation  of  Balti¬ 
more,  valued  at  $49,000.  The  receiver  was  pur¬ 
chased  by  a  naturalized  American  citizen  of  Soviet 
extraction,  who  provided  it  to  Hermes.  Hermes 
testified  that  he  was  paid  $10,000  to  go  to  the 
U.S.  and  bring  the  receiver  back  to  an  individual 
by  the  name  of  Volker  Nast  of  Hamburg,  West 
Germany.  Nast  could  not  go  to  the  U.S.  in  person 
to  obtain  the  receiver  because  he  has  been  charged 
in  1975  for  conspiring  to  export  several  tons  of 
embargoed  electronic  equipment  used  to  man¬ 
ufacture  integrated  circuits.  Both  Nast  and  Wer¬ 
ner  Bruchhausen  (famous  in  Silicon  Valley  div¬ 
ersion)  have  been  tied  to  Richard  Mueller  who  is 
involved  in  the  recent  computer  diversion  detected 
in  Germany  and  Sweden. 

William  Bell,  a  former  Hughes  Aircraft  engineer 
was  arrested  in  June  1981  along  with  the  presi¬ 
dent  of  a  Polish-owned-U.S.  chartered  company 
for  complicity  in  stealing  classified  U.S.  Govern¬ 
ment  documents  about  developmental  radar  sys¬ 
tems.  Bell's  motive  allegedly  was  financial  diffi¬ 
culties.  Figure  18  depicts  some  of  the  items  that 
Bell  provided  information  on.  (See  Figure  18) 

Let  us  look  now  at  the  military  consequences 
of  some  of  these  technology  transfers.  Unfortu¬ 
nately,  the  audit  trail  for  much  of  the  information 
and  technology  the  Communist  countries  acquire 
is  very  difficult  to  follow.  From  the  time  an  idea 
of  a  bit  of  inlofmatfon  ts  acquited,  incorporated 
into  the  Soviet  system,  goes  through  the  com¬ 
plete  research,  development,  test,  and  evaluation 
cycle  and  rolls  off  the  assembly  line,  20  years  can 


elapse.  Nevertheless,  there  are  a  number  of  eye¬ 
catching  examples  that  vividly  illustrate  the  use 
of  Western  technology. 

Shown  in  Figure  19  are  just  a  few  examples 
of  some  quantum  advances  the  Soviets  have 
been  able  to  make  because  of  ideas  and  equip¬ 
ment  acquired  from  the  West.  A  damage  assess¬ 
ment  of  the  Soviet  advance  in  magnetic  bubble 
memories  for  computers  is  that  they  would  be  10 
years  behind  the  West  today  rather  than  only  one 
year  behind,  had  they  not  acquired  the  informa¬ 
tion  by  sending  a  Hungarian  physicist  to  the  U.S. 
(See  Figure  19) 

The  second  example  is  somewhat  dated,  but 
nevertheless,  significant.  In  the  late  1950s  the  U.S. 
and  a  number  of  other  European  nations  openly 
published  much  of  the  technology  relating  to  the 
chemical  separation  of  plutonium  from  irradiated 
fuel  elements  using  the  solvent  extraction  method. 
This  method  was  clearly  superior  to  that  of  co¬ 
precipitation— the  method  employed  at  that  time 
by  the  Soviets.  We  know  the  Soviets  changed  to 
this  process  as  quickly  as  they  possibly  could. 
They  immediately  built  new  plants  and  aban¬ 
doned  construction  on  plants  that  were  being 
constructed  to  use  the  older  co-precipitation 
method.  This  immediately  enabled  much  more 
efficient  production  of  plutonium. 

Many  Soviet  computers  and  electronic  com¬ 
ponents  are  direct  copies  of  Western  equipment. 
I  will  not  dwell  on  this  subject  but  would  like  to 
point  out  at  least  two  series  of  computers  that 
are  based  on  U.S.  design.  The  RYAD  ES-1020 
which  is  based  on  the  IBM  360.  The  Soviet  SM-3 
which  is  based  on  a  computer  of  the  Digital 
Equipment  Corporation,  the  PDP-11. 

Figure  20  shows  a  Soviet  copy  of  the  INTEL 
2107  4K  Dynamic  Ram  which  very  graphically 
illustrates  a  Soviet  capability  that  we  find  is  get¬ 
ting  increasingly  better,  that  of  copying  our  micro 
circuits.  Use  of  advanced  western  integrated  cir¬ 
cuits  provides  significant  advantages  in  less  weight 
and  size  while  being  able  to  handle  increasingly 
more  complex  problems.  (See  Figure  20) 

Similarly,  the  highty  sophisticated  Roll-On  Rotl- 
Off  (RO-RO)  cargo  ramp  technology  developed 
by  France,  but  obtained  through  the  Navire  Com¬ 
pany  in  Finland  as  well,  has  been  incorporated 


into  the  growing  number  of  Soviet  Roll-On/Roll- 
Off  cargo  ships.  This  technology  is  significant 
because  the  combination  of  sensors,  cables  and 
tensioners  allows  a  steady  ramp  to  exist  between 
ship  and  pier,  or  ship  and  beach,  enabling  rapid 
unloading  of  heavy  cargo  (e.g.,  tanks)  from  ships. 
One  of  the  very  first  uses  of  Soviet  RO-RO  ships 
was  to  deliver  military  supplies  to  Syria.  (See 
Figure  21) 

The  U.S.  YC-14  will  not  become  operational  but 
the  Soviets  are  producing  the  AN-72  aircraft.  (See 
Figure  22) 

The  IL-76  was  copied  from  the  plans  of  the  U.S. 
C-141  which  they  had  acquired.  The  Soviets 
extensively  exploited  the  C-141  during  a  trip  to 
Moscow  and  at  two  Paris  air  shows  by  photo¬ 
graphing  it,  measuring  it  and  even  taking  metal 
samples.  The  performance  characteristics  of  the 
IL-76  and  the  C-141  aircraft  are  almost  identical. 
(See  Figure  23) 

Next,  I  would  like  to  direct  your  attention  to  the 
problems  this  legal  and  illegal  technology  trans¬ 
fer  is  causing  the  West.  In  addressing  the  cost  to 
the  West,  first  of  all,  let  me  say  that  no  one,  thus 
far,  has  been  able  to  determine  the  total  cost  to 
the  West  of  the  technology  that  has  been  trans¬ 
ferred  to  the  East.  When  one  considers  the  cost 
to  the  West,  we  must  ask  ourselves  such  typical 
questions  as: 

•  What  is  the  cost  to  the  West  that  the  Sovi¬ 
ets  now  have  a  look-down,  shoot-down 
capability?  What  new  weapon  system  must 
we  buiid  to  overcome  this  advantage? 

•  If  the  Soviets  have  developed  a  projectile 
that  will  penetrate  the  best  armor  available 
in  the  West,  as  they  have  claimed,  what 
will  it  cost  and  how  many  years  will  it  take 
to  develop  and  deploy  a  Leopard  or  an  M- 
1  tank  with  an  improved  armor  system? 

•  Likewise,  if,  as  the  Soviets  claim,  they  have 
developed  an  armor  that  cannot  be  defeated 
by  Western  anti-armor  munitions  what  will 
it  cost  to  develop  and  deploy  new  anti¬ 
armor  systems? 

•  An  even  more  difficult  question  would  be 
what  is  the  cost  to  the  West  of  the  Soviet 
research  and  development  assets  that  are 
set  free  to  work  on  military  programs 
because  the  transfer  of  Western  produc¬ 


tion  know-how  frees  their  resources  to  allow 
them  to  work  on  problems  of  systems  inte¬ 
gration  rather  than  component  develop¬ 
ment  and  production? 

e  It  has  been  stated  that  the  sale  of  ball  bear¬ 
ing  grinders  by  the  West  (not  just  the  U.S.- 
other  countries  have  also  sold  ball  bearing 
grinding  machines)  enabled  the  Soviets  to 
increase  the  accuracy  of  their  missiles.  The 
point  is  not  lost,  that  a  comparatively  minor 
sale  can  sometimes  have  profound  and 
extremely  costly  implications— thou¬ 
sands,  millions  or  possible  thousands  of 
millions  times  more  than  the  short  term 
profit  that  accrued  from  the  sale.  (See  Fig¬ 
ure  24) 

This  list  of  questions  could  be  made  endless.  I 
do  not  profess  to  have  answers  to  the  above 
questions  but  let  us  look  at  some  of  the  direct 
and  immediate  Soviet  savings  from  technology 
transfer.  From  the  facts  available,  we  know  the 
monetary  savings  to  the  Soviets  can  only  be  cal¬ 
culated  in  billions  of  dollars  per  year,  when  all 
the  costs  are  considered — research,  develop¬ 
ment,  reduced  life  cycle  costs,  and  the  savings 
from  removing  obsolescent,  costly  systems  from 
the  field.  In  fact,  we  believe  the  savings  in  research 
alone  could  amount  to  billions  per  year. 

The  time  saved  by  the  Soviets  in  being  able  to 
pursue  proven  paths  of  research  is  enormous. 
While  not  every  paper  or  idea  that  is  transferred 
results  in  measurable  savings  of  time,  there  is 
sufficient  information  to  know  beyond  any 
reasonable  doubt  that  such  savings  in  time  do 
accrue  to  the  Soviets  in  far  too  many  instances. 
This,  of  course,  is  tied  directly  to  reduction  of  risk 
that  enables  them  to  overcome  very  significant 
deficiencies  in  a  very  short  period  of  time. 

Another  item  that  must  be  factored  into  this 
cost  versus  savings  equation  is  the  fact  that  mod¬ 
ern  manufacturing  equipment  and  machine  tools 
enable  the  Soviets  to  reduce  their  production 
costs— enabling  increased  production  or  a  lower 
overall  budget  than  would  exist  otherwise. 

The  performance  aspect  has  already  been 
addressed  to  some  extent  in  the  series  of  rhetor¬ 
ical  questions  I  cited  above.  However,  let  me  make 
one  final  point.  That  point  is  that  technology 
transfer  fits  in  very  well  with  the  Soviets  evolu- 


tionary  method  of  developing  weapon  systems, 
enabling  them  to  insert  proven  concepts  at  any 
point  in  the  life  cycle  of  their  weapons. 

Finally,  if  nothing  else,  the  acquisition  of 
emerging  technologies  enables  the  Soviets  to  at 
least  consider  possible  countermeasure  options 
before  the  West  can  develop  and  deploy  a  weapon 
system.  Certainly  the  acquisition  of  weapon  sys¬ 
tems,  critical  information  about  their  mode  of 
operation,  or  the  acquisition  of  various  compo¬ 
nents  enhances  their  development  of  counter¬ 
measures. 

This  quote  from  a  Soviet  Communist  summa¬ 
rizes  their  feelings  on  the  use  of  Western  tech¬ 
nology,  "The  acquisition  of  Western  technology 
and  finished  products  is  a  very  calculated  pro¬ 
cedure  done  with  a  great  deal  of  selectivity.  Even 
so,  Soviet  economists  are  amazed  that  the  West 
does  not  recognize  this  and  continues  to  invest 
in  the  U.S.S.R.  industries  since  the  material  and 
technical  base  of  socialism  is  thereby  increased. 
They  consider  this  acquisition  program  one  of 
the  U.S.S.R. 's  greatest  achievements  since  it 
allows  the  solving  of  complicated  problems  with 
minimal  costs."  Former  Soviet  Economist,  1976 

In  conclusion,  there  are  major  problems  in  the 
technology  transfer  area  some  are  shown  on  Fig¬ 
ure  25.  (See  Figure  25) 

The  greatest  problem  appears  to  be  a  lack  of 
awareness.  First,  there  is  a  lack  of  awareness  of 
how  dependent  the  Soviets  are  on  Western  tech¬ 
nology  and  equipment.  I  have  tried  to  convey  to 
you  some  idea  of  how  pervasive  and  how  persis¬ 
tent  they  are  in  their  technology  acquisition  efforts 
and  how  they  use  the  transfer  mechanisms  I  have 
discussed.  You  will  recall  that  I  discussed  a  num¬ 
ber  of  mechanisms  which  can  be  summarized  as: 


1.  Open  literature, 

2.  Scientific  and  technical  exchanges, 

3.  Students, 

4.  Legal  purchases, 

5.  Espionage, 

6.  Co-opting  our  citizens, 

7.  The  use  of  the  East  Europeans  as  surro¬ 
gates, 

8.  The  use  of  Warsaw  Pact  companies  char¬ 
tered  in  the  West, 


9.  The  complex  network  of  evasions  and 
diversions, 

10.  The  acquisition  from  non-COCOM  indus¬ 
trialized  nations,  and 

11.  The  use  of  reverse  engineering  or  direct 
copying. 


The  second  awareness  problem  involves  a  lack 
of  understanding  that  all  these  technology  trans¬ 
fer  mechanisms  are  centrally  orchestrated  and 
orchestrated  very  well. 

Yet  another  awareness  problem  is  that  the 
average  citizen  as  well  as  many  persons  in  gov¬ 
ernment  fail  to  recognize  the  seriousness  of  this 
pervasive  all-encompassing  threat  to  our  tech¬ 
nology,  thereby  contributing  to  a  lack  of  correc¬ 
tive  action.  Most  persons  have  no  idea  how  many 
Warsaw  Pact  visitors  enter  this  country  each  year 
or  how  many  are  actually  assigned  here  and  even 
if  they  knew  how  many  there  were,  they  would 
not  want  to  believe  that  someone  was  not  watch¬ 
ing  them  ali  the  time.  The  information  that  I  have 
presented  has  been  presented  to  hundreds  of 
audiences  in  our  government  and  similar  infor¬ 
mation  has  appeared  in  newspapers  and  maga¬ 
zines,  and  on  TV  and  radio.  The  response  received 
is  always  "Why  isn't  someone  doing  something 
about  this  problem?"  or  "How  did  we  ever  permit 
this  problem  to  develop?" 

This  lack  of  awareness  has  caused  inconsisten¬ 
cies  to  develop.  There  is  an  export  control  sys¬ 
tem.  However,  if  everyone  does  not  understand 
the  total  threat  posed  to  Western  technology  by 
the  many  acquisition  methods,  and  the  damage 
that  can  result,  such  export  controls  can  not  be 
applied  consistently  to  ell  the  technology  transfer 
mechanisms,  some  of  which  I  just  enumerated. 

There  may  never  be  adequate  resources  or  suf¬ 
ficiently  high  priorities  to  completely  stop  the 
unwanted  flow  of  technology.  However,  I  believe 
the  rate  of  technology  transfer  can  be  slowed 
much  more  than  it  is  at  present.  One  of  the  major 
ways  we  can  do  this  is  to  slow  down  the  gratu¬ 
itous  transfer  of  openly  available  information.  Our 
R&D  personnel  must  realize  that  if  they  are  pro¬ 
ducing  a  report  that  has  high  potential  military 
value,  that  the  unrestricted  dissemination  of  such 
information  is  tantamount  to  serving  it  to  our 
potential  adversaries  on  a  silver  platter.  Also,  many 
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State  Committee  for  Science  and 
Technology  (GKNT) 

•  Maintains  Priority  Listing  of  Soviet  Deficiencies 

•  Negotiates  Scientific  and  Technical  Contracts 

•  Negotiates  Bilateral  Agreements  and  Exchanges 

•  Works  Closely  with  Academy  of  Science 

•  Orchestrates  Trade  Shows 

FIGURE  2 


All-Union  Institute  of  Scientific  and 
Technical  Information  (VIIMITI) 


•  Controls  10,000  Scientific  and  Technical  Libraries 

•  Largest  Single  Producer  of  Scientific  and  Technical  Abstracts  in  the  World 

•  Receives  35,000  Periodicals 

•  Containing  1,500,000  Articles 

•  From  125  Countries 

•  In  65  Languages 

•  Employs  100,000-150,000  Persons 

FIGURE  3 


All-Union  Scientific  and  Technical 
Information  Center  (VNTIT) 


•  Receives: 

•  All  Completed  and  In-Progress  Soviet  Technical  Project  Reports 

•  Conference  and  Seminar  Proceedings 

•  Computer  Programs 

•  Engineering  Design  Documents 

•  Registry  for  All  Soviet  RAD  Projects 

•  Access  Restricted  to  Soviet  Government  Projects  Only 


FIGURE  4 


The  Academies  of  Science 


a  Prestigious  Organisation  for  Scholarly  Research 

•  Contains  450  Institutes,  Scientific  Councils,  Committees,  Laboratories  and 
Commissions 

a  Maintains  Numerous  Exchange  Agreements  with  Simiiar  Academies  or  Agencies  in 
Other  Countries 

e  Works  Closely  with  GKNT 

e  Collects  Information  In  Fieids  of 
e  Science 

•  Sociai  Science 

•  Economics 

•  Foreign  Affairs 


FIGURE  5 


Legal  Technology 

Transfer  Mechanisms 


e  Sclantific  Publications 
e  Trade  Publications 
e  Military  Journals 
e  Patants 

•  Data  Bases 

•  Conferencas 
e  Trada  Shows 

•  Exchanges 
e  Students 


•  Consultants 

e  Business  Visitors 

•  Salas  Proposals 

•  Legal  Saias 

e  Joint  Vantures 
e  Third  Country  Salas 

•  Unambargoed  Items 

•  Equipment  Exploitation 

e  Usa  of  Warsaw  Pact 
Surrogates 


FIGURE  • 
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Illegal  Technology 

Transfer  Mechanisms 

•  Evasions  of  U.S.  Controls 

•  Diversions  of  Legal  Sales 
e  Smuggling 

•  Illegal  Purchases 

•  Clandestine  Acquisitions 

•  Spying 

e  Ccopting  Personnel 

•  Dummy  Corporations 

e  Communist-Owned  Firms  in  West 

FIGURE  7 


Typical  Sources  of  Information  and 
Availability  of  U.S.  Documents 

e  National  Technical  Information  Services  (NTIS) 

e  Unclassified  and  Declassified  Government  Documents 
e  1,000-Plus  Prepared  Bibliographies 
e  Computer  Access 

e  Defense  Technical  Information  Center  (DTIC) 

e  Unclassified  Notices  of  Changes  In  Classification, 

Distribution  and  Availability 

e  Office  of  Secretary  of  Defense 

e  Unclassified  Index  of  Security  Classification  Guides 

e  Library  of  Congress 

e  Exchanges  All  Unclassified  Documents  Printed  by  GPO 


FIGURE  8 
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Papers  not  Presented  at  Conferences  on 
High  Speed  Photography  and  Optics 

•  Ship-to-Ship  DF  Laser  Transmission 

•  Automatic  Classification  of  Infrared  Ship  Imagery 

•  An  Overview  of  Navy  Robotics 

•  Advanced  Automation  for  the  Battlefield 

•  Compression  of  Forward  Looking  Infrared  Imagery 

•  Reconnaissance  in  the  F-1 8  Aircraft 

•  Infrared  Digital  Imagery  System  for  Characterizing  Battlefield  Events 

•  Realtime  Imaging  Missile  Tracker  Simulation 

•  Integration  of  Aircraft  and  Satellite  Imagery 

•  High-Speed  Photography  of  Flaming  Aluminum  Particles  Produced  by  a  Rocket 
Propellant  in  an  Acceleration  Field 

FIGURE  9 


Soviet  and  East  European  Companies 
Operating  in  the  West 

(1978)* 


•  359  Soviet  and  East  European  Companies  Operating  in  Western  Countries** 

•  87  Percent  Co-Owned  or  Majority  Owned  by  Soviets  and  East  Europeans 

•  75  Percent  Engage  Primarily  in  Promoting  Exports  of  Raw  Materials,  Products 
and  Technology 

e  50  Percent  of  Soviet  Companies  Located  in  Belgium,  France,  FRG  and  UK 

•  396  Million  Dollars  Invested  in  359  Companies 

'Source:  East-West  Project,  Carleton  University,  Ottawa,  1979 
"Does  Not  Include  Offices  of  Intourist,  Aeroflot  or  Chambers  of  Commerce 


FIGURE  10 


Number  and  Distribution  of  Soviet  and 
East  European  Companies  in  the  West 

(1978) 


U.S./USSR  Bilateral  Agreements  and 

Exchanges 


Bilaterals 

•  S&T 

•  Space 

•  Energy 


Exchanges 


•  Housing 

•  Agriculture 

•  Atomic  Energy 


•  Environment 

•  Health,  Heart  &  Med 

•  Transportation 

•  World  Oceans 


•  National  Academy  of  Science 

•  Graduate  Students/Young  Faculty 

•  Senior  Scholars 

•  UN  Fellows 

•  School-to-School 

•  American  Council  of  Learned  Societies 

•  Council  for  International  Exchange  of  Scholars 

FIGURE  12 


Bilateral  Agreements 

Article  IV 

"Both  parties  will,  as  appropriate,  encourage  and  facilitate  the  establishment  and 
development  of  direct  contacts  and  cooperation  between  agencies,  organizations  and 
firms  of  both  countries  and  the  conclusion,  as  appropriate,  of  implementing  agreements 
for  particular  cooperative  activities  engaged  in  under  this  agreement." 


FIGURE  13 


U.S./USSR  Student  Exchange 

•  40  Soviet  Graduate  Student/Young  Faculty 

•  90%  PhD  Equivalents 

•  33-35  Years  Old 

•  8  Years  Experience 

•  90%  Science  or  Engineering 

•  15  Soviet  Senior  Scholars 

•  Doctors  of  Science 

•  Application  Oriented 

•  Similar  Programs  with  Eastern  Europe 

FIGURE  14 


Soviets  in  U.S.  Have  Studied 

76-77  S.A.  Gubin 

Passage  of  Shock  Waves  Through  Inert  and  Combustible  Heterogeneous  Mixtures 
79-80  K.V.  Rozhdestvensky 

Hydrodynamics  of  High-Speed  Ships  Using  the  Matched  Expansions  Method 

79- 80  V.V.  Pilyugin 

Computer  Aided  Design  Systems-Computar  Graphics 

80- 81  T.K.  Bachmann 

Selectivity  of  Visual  Parcaption  by  Combined  Psychophysical  and  Information 
Processing  on  tha  Basis  of  Automatized  Systems 


FIGURE  15 
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William  H.  Bell — Spy 

•  Coopted  by  Polish  Intelligence  Officer  Acting  Under  Cover  as  Vice  President  of  Polamco 

•  Among  Documents  Compromised 

•  F-1 5  Look-Down-Shoot-Down  Radar 

•  All-Weather  Radar  for  Tanks 

•  Information  on  Tow  Anti-Tank  Missile 

•  Phoenix  Air-to-Air  Missile 

•  Quiet  Radar 

•  Bell  received  $110,000 

•  Value  of  Information  to  Poles  and  Soviets — 

•  Hundreds  of  Millions  of  Dollars  in  R&D  Alone 

FIGURE  18 


Quantum  Advances  from 
Technology  Transfer 

•  Magnetic  Bubble  Memory 

•  Chemical  Separation  of  Nuclear  Materials 

•  Chemical  Warfare 

•  Microelectronics 

•  Computers 

•  Integrated  Circuit  Manufacturing 

•  Many  Other  Advances  Derived  from  Computers  and  Microelectronics 


FIGURE  19 


Akademik  Tupolev  Class 


Soviet  Savings  from  Technology 

Transfer 


•  Cost — Billions  of  Dollars 

•  Time — Up  to  5  Years  in  R&D  Cycle 

•  Risk— Tremendous  Reduction— Reduces  False  Starts 

•  Plant  Modernization — Reduces  Production  Costs 

e  Performance — Insertion  of  Proven  Concepts  in  Evolutionary  Development 

•  Countermeasures — Enables  Faster  Development 


FIGURE  24 
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TECHNOLOGY  TRANSFER— A  BRITISH 
PERSPECTIVE 

John  S.  McMichael 
Thorn  EMI  Elactronics  Ltd 
England 

Before  starting  my  contribution  on  technology 
transfer  I  take  this  opportunity  of  bringing  to  NCMS 
members  greetings  from  the  Guild  of  Security 
Controllers.  Last  year  at  Fort  Worth,  I  asked  the 
Guild  to  explore  the  possibility  of  forming  a  closer 
association  with  NCMS.  To  this  end,  the  idea  was 
submitted  to  the  Annual  General  Meeting  (AGM) 
of  the  Guild  held  last  October  when  the  General 
Council  was  asked  to  investigate  and  pul  forward 
proposals  to  the  membership  at  the  next  AGM. 
A  committee  of  three  was  formed  consisting  of 
the  three  Guild  international  members  of  NCMS 
none  other  than  Edward  Atkinson  of  Ferranti  Lim¬ 
ited,  who  is  here  with  us  in  Las  Vegas,  Bill  Church 
of  the  Decca  Company  and  myself.  This  commit¬ 
tee  has  formulated  proposals  which  will  be  referred 
to  the  membership  and  subsequently  debated  at 
the  AGM  next  October.  It  is  a  longwinded  process 
as  we  only  meet  once  a  year  and  I  hope  to  be  in 
a  positior  thereafter  to  put  proposals  before  your 
NCMS  Board  of  Directors. 

Now  to  the  issue  of  a  British  perspective  of 
technology  transfer.  I  must  first  emphasize  that  I 
have  no  brief  to  represent  either  the  U.K.  Govern¬ 
ment  or  the  U.K.  Ministry  of  Defence.  The  con¬ 
tents  of  my  presentation  are  my  own  views 
gleaned  from  many  discussions  held  with  busi¬ 
ness  colleagues  covering  a  wide  spectrum  of 
activities  together  with  newspaper  articles  on  the 
subject. 

As  you  are  well  aware,  security  is  essentially 
all  about  people  and  information,  technology 
transfer  concerning  both  aspects.  My  talk  will  deal 
with  both  these  aspects  and  I  hope  it  will  show 
that  we  in  the  U.K.  have  been  conscious  of  the 
sensitivity  of  and  problems  concerning  technol¬ 
ogy  transfer  issues  for  many  years.  To  go  a  long 
way  back  in  history  it  appears  that  the  Chinese 
were  aware  of  this  si'jation  as  far  back  as  the 
time  of  Confucius  as  the  following  proverb  attrib¬ 
uted  to  him  indicates.  'A  secret  is  your  servant  if 
you  keep  it.  but  your  master  if  you  lose  it." 

We  in  the  U.K.  share  the  U.S.  concern  about 
the  illegal  transfer  of  advanced  militarily  relevant 


technology  to  the  Eastern  bloc,  but  where  the 
scale  of  the  U.S.  home  market  can  generally  sup¬ 
port  an  indigenous  industry  any  individual  Euro¬ 
pean  industry  may  be  heavily  dependent  on  an 
export  market.  Therefore,  there  is  a  more  difficult 
balance  to  be  struck  in  the  case  of  U.K.  industry 
between  the  need  to  control  the  export  of  high 
technology  of  strategic  concern  and  the  need  to 
earn  our  Ir.iiig  as  a  nation. 

It  would  be  hard  to  think  of  any  area  of  advanced 
technology  which  does  not  have  potential  mili¬ 
tary  applications.  Our  efforts  must  therefore  be 
directed  to  controlling  the  flow  of  genuine  mili¬ 
tary  significant  technology.  Our  ideas  on  this  must 
be  capable  of  revision  on  a  regular  basis  to  take 
account  of  rapid  changes. 

The  U.S.  and  her  allies  have  gone  a  long  way 
in  defining  and  refining  the  list  of  equipment 
requiring  control,  but  this  is  the  easier  part  of  the 
exercise.  Much  the  more  difficult  part  of  the  t»sk 
is  defining  the  "know-how"  which  we  are  even 
more  concerned  to  protect  and  once  defined  the 
means  employed  to  protect  it.  It  is  one  thing  to 
devise  a  system  of  regulations  and  another  mat¬ 
ter  entirely  to  enforce  it  as  we  know  from  your 
experiences  during  the  "Prohibition  Era." 

The  clandestine  export  of  embargoed  bulky 
equipment  from  the  U.K.  is  probably  rendered 
more  difficult  by  virtue  of  the  fact  that  we  are  an 
island  but  we  would  be  deceiving  ourselves  if  we 
believed  that  it  is  impossible.  Most  British  firms 
are  ready  enough  to  accept  the  need  to  exercise 
control  over  what  goes  to  the  Soviet  bloc  and  in 
general  the  U.K.  government  can  count  on  their 
cooperation.  However,  British  industry  wants  and 
needs  freedom  to  trade  with  its  allies  and  as  much 
as  possible  with  the  rest  of  the  free  world  with  a 
degree  of  control  which  not  only  makes  sense 
but  is  seen  to  be  sensible. 

The  need  as  I  and  others  perceive  it  is  concen¬ 
tration  on  the  areas  of  most  concern  as  defined 
mutually  between  the  U.K.,  the  U.S.  and  their 
allies  utilizing  the  machinery  already  established 
for  this  purpose. 

In  my  role  as  a  company  security  executive  I 
am  not  privy  to  any  covert  operations  which  may 
be  undertaken  by  government  agencies  to  detect, 
deter  and  prevent  the  illegal  transfer  of  technology 
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to  the  Sov-bloc  countries.  I  am,  however,  well 
versed  in  the  overt  security  measures  taken  to 
regularize  the  legal  transfer  of  technology  between 
our  allies.  Up  to  now,  U.K.  defence  security  mea¬ 
sures,  as  they  affect  industry,  are  basically  the 
same  as  those  you  take  in  the  U.S.  with  the  result 
that  we  maintain  a  common  standard  of  approach 
to  the  problems.  However,  with  the  realization  of 
the  dangers  arising  from  the  illegal  transfer  of 
critical  technology  by  devious  means  to  our 
potential  enemies,  I  feel  that  unneccesarily 
restrictive  and  impracticable  protective  mea¬ 
sures  may  well  be  introduced  which  could  result 
in  damaging  the  cooperation  and  trust  which  exists 
between  our  respective  countries. 

I  recall  only  too  clearly  during  my  first  atten¬ 
dance  at  an  NCMS  seminar  in  Las  Vegas  in  1981, 
the  worry  expressed  by  many  security  veterans 
over  the  considerable  losses  of  technology  suf¬ 
fered  by  the  U.S.  due  to  the  open  publication  of 
defence  related  technology.  Considerable  con¬ 
cern  was  voiced  as  to  how  these  losses  could  be 
stemmed  in  the  future.  Three  years  later  we  are 
now  experiencing  measures  which  might  enhance 
security  but  are  having  a  profoundly  adverse  affect 
on  business  confidence  in  respect  of  the  inter¬ 
change  of  critical  technology  defence  related  or 
otherwise. 

While  it  is  likely  that  the  Soviets  may  have 
acquired  some  useful  technology  from  the  U.K., 
some  quite  overtly,  I  do  believe  that  '■••'cific  secu¬ 
rity  measures  and  procedures  which  w.K.  indus¬ 
try  has  had  to  conform  to  over  many  years  has 
limited  the  amount  of  technology  which  the  Rus¬ 
sians  have  acquired  by  legitimate  means. 

We  erect  security  fences  to  minimum  stan¬ 
dards,  install  floodlighting,  intruder  detection 
systems,  instigate  control  of  entry  procedures  and 
enforce  stringent  methods  of  handling  sensitive 
documents  and  hardware  to  name  a  few  mea¬ 
sures.  These  adequately  deter  the  "honest''  per¬ 
son  but  will  not  prevent  the  defences  being 
breached  by  the  determined  intruder  who  will 
probably  be  firmly  entrenched  as  an  employee. 
Some  businessmen  have  realized  that  there  are 
many  "fast  bucks"  to  be  made  by  the  clandestine 
sale  of  ha'dware.  technology  and  "know-how" 
cases  which  we  have  witnessed  in  recent  years 
when  a  few  of  those  indulging  in  this  trade  have 
been  either  brought  to  justice  or  exposed  for  the 


villains  they  are.  There  were  illegal  shipments 
being  apprehended  almost  at  the  border  of  the 
Soviet  bloc.  What  we  have  seen  to  date  may  only 
be  the  tip  of  the  iceberg. 

As  an  illustration  of  awareness,  I  would  like  to 
recount  an  attempt  to  acquire  information  by  fair 
and  devious  means.  I  recall  an  event  back  in  1971, 
when  a  Russian  from  the  Soviet  Trade  Delegation 
in  London,  a  Mr.  Anatoly  Makhov,  appeared  on 
my  company's  main  site  presenting  himself  to  a 
receptionist.  Because  the  receptionist  was  new 
to  the  firm  she  had  good  sense  to  refer  him  to 
the  head  office  when  he  stated  that  the  purpose 
of  his  visit  was  to  acquire  technical  information 
or  reports  about  magnetrons  and  valves  which, 
he  said,  he  had  been  able  to  obtain  from  his  local 
public  library. 

On  arrival  in  the  head  office  he  told  the  com¬ 
missionaire  what  he  wanted  and  was  put  in  touch 
with  the  press  relations  officer.  He  was  invited  to 
take  a  seat  in  the  foyer  and  given  an  in-house 
journal  to  read.  The  P.R.  department  provided 
some  innocuous  publicity  material  which  would 
have  been  freely  available  had  he  written  to  or 
phoned  the  company. 

When  leaving  the  head  office  he  asked  the  com¬ 
missionaire,  who  was  unaware  of  the  nationality 
of  the  visitor,  to  direct  him  to  the  technical  library 
which  was  situated  nearby  in  a  building  where 
defence  contracts  were  being  undertaken.  He  was 
duly  escorted  to  the  building  concerned  and 
reported  to  the  police  post  and  was  again  asked 
to  take  a  seat  in  the  waiting  room.  A  somewhat 
worried  head  librarian  realized  this  visitor  was  a 
Russian  and  told  him  that  the  technical  library 
was  only  accessible  to  company  staff.  However, 
if  he  cared  to  write  to  the  company  detailing  the 
subjects  in  which  he  was  interested,  due  consid¬ 
eration  would  be  given  to  the  request.  Mr.  Mak¬ 
hov  then  left. 

A  few  weeks  later  one  of  those  "further  infor¬ 
mation"  cards  was  received  at  the  P.R.  office 
seeking  information  on  a  number  of  topics  about 
defence  sensitive  subjects.  Again  there  was  no 
joy  forthcoming  for  Mr.  Makhov  and  as  you  will 
see  he  made  no  bones  about  quoting  his  correct 
name  and  address  on  the  card. 

A  few  more  weeks  passed  and  then  another 
"further  information"  card  was  received  by  the 
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company  from  a  firm  in  the  Royal  County  of  Berk¬ 
shire  seeking  information  about  a  number  of  sub¬ 
jects,  again  defence  related.  The  engineer  who 
had  dealt  with  the  CCTV  enquiry  on  the  first  "fur¬ 
ther  information"  card  rang  the  managing  direc¬ 
tor  who  had  sent  the  second  card  to  ask  him  to 
be  mp'e  explicit  as  to  his  inquiry  about  CCTV. 
The  managing  director  said  he  could  not  enlarge 
on  the  subject  as  he  was  applying  on  behalf  of  a 
Mr.  Makhov  of  the  Russian  Trade  Delegation!  You 
ask  what  prompted  Makhc  '  to  ask  to  be  directed 
to  the  central  library.  On  the  in-house  journal  I 
referred  to  earlier,  the  words  "supplied  by  the 
central  library"  were  rubber  stamped  on  the  front 
cover — they  are  certainly  opportunists  when  the 
situation  arises.  So  much  for  Mr.  Makhov's  attempt 
to  acquire  defence  technology.  This  incident  does 
highlight  the  security  awareness  of  all  concerned. 

To  return  to  my  earlier  statement  regarding  the 
U.K.'s  overt  security  measures,  which  go  a  long 
way  towards  protecting  and  controlling  high 
technology,  I  will  now  enlarge  on  some  of  the 
measures  involved  so  that  you  may  have  a  better 
appreciation  of  the  points  I  am  making.  First,  I 
want  to  discuss  a  fundamental  problem  which  no 
doubt  causes  you  as  much  concern  as  it  does  the 
U.K.  That  is  the  vexed  question  of  so  called  "aca¬ 
demic  freedom."  There  has  always  been  and  will 
continue  to  be  a  strong  desire  in  the  scientific 
world  for  the  publication  of  thesis,  research,  proj¬ 
ect  work  and  the  like,  any  curtailment  of  which 
by  planned  safeguards  will  stifle  it  is  claimed  the 
creativity  upon  which  our  military  and  economic 
strengths  rest.  It  is  generally  accepted  in  our 
defence  security  circles  that  within  a  defence  ori¬ 
ented  research  organization  it  is  desirable  for  there 
to  be  a  degree  of  academic  freedom  based  on  a 
loose  "need  to  know"  principle  in  order  to  pro¬ 
mote  creativiry  and  to  cross  fertilize  ideas  to  obtain 
the  best  results— as  the  saying  goes  "Two  heads 
are  better  than  one." 

For  a  number  of  years  it  has  been  my  opinion 
that  a  company  has  more  to  lose  financially  by 
the  loss  of  a  commercial  secret  than  it  has  by 
losing  a  military  secret,  no  matter  how  damaging 
the  latter  event  could  be  to  the  nation  and  no 
doubt  the  company  concerned.  I  have  found  that 
company  secrets  are  particularly  closely  guarded. 
Accordingly,  it  is  my  contention  that  for  propri¬ 
etary  reasons,  the  disclosure  of  critical  technol¬ 


ogy  to  the  Soviet  Union  is  effectively  blocked  at 
the  place  of  origin. 

We  have  now  come  to  the  point  where  it  is 
essential  for  there  to  be  a  sensible  balance  between 
openness  and  security  which  should  be  manage¬ 
able  through  selectivity  by  pinpointing  informa¬ 
tion  where  the  perceived  military  needs  of  the 
Soviet  Union  are  both  real  and  confirmed  by 
intelligence  sources.  In  other  words,  we  should 
be  required  to  protect  only  that  technology,  know¬ 
how  and/or  hardware  which  is  strictly  defined  as 
being  of  strategic  use  in  the  furtherance  of  the 
Soviets  military  capabilities. 

In  the  U.K.  defence  industry  many  safeguards 
are  inherent  by  virtue  of  government  contractural 
obligations  placed  on  companies  whether  or  not 
classified  matter  is  involved.  Our  much  maligned 
Official  Secrets  Acts  (OSA)  1911  to  1939  is  appli¬ 
cable  to  all  government  contracts.  A  fact  which 
is  drawn  to  the  attention  of  companies  engaging 
in  government  work  by  reference  to  it  in  the  con¬ 
tract  schedule.  Apart  from  drawing  the  contrac¬ 
tor's  attention  to  the  OSA,  it  requires  him  to  bring 
to  the  notice  of  all  employees  engaged  on  work 
connected  with  the  contract  the  fact  that  provi¬ 
sion  of  these  statutes  apply  to  them.  For  contracts 
involving  information  classified  confidential  or 
above,  each  and  every  employee  employed  on 
the  contract  is  required  to  sign  an  undertaking 
confirming  that  his  attention  has  been  drawn  to 
the  provisions  of  the  OSA.  When  leaving  the  com¬ 
pany,  he  again  signs  a  further  undertaking 
reminding  him  of  his  original  and  continuing  obli¬ 
gations  under  the  act. 

Another  clause  included  in  government  con¬ 
tracts  requires  that  a  contractor  may  not  disclose 
any  information  about  any  government  contract 
other  than  to  a  person  engaged  in  its  perfor¬ 
mance  even  including  information  as  to  the  exis¬ 
tence  of  the  contract.  This  clause  also  stipulates 
that  except  with  consent  in  writing  from  the 
authority,  the  contractor  shall  not  make  use  of 
the  contract  or  any  specification,  plan,  drawing 
etc.,  otherwise  than  for  the  purpose  of  manufac¬ 
turing  the  articles.  In  other  words,  it  is  required 
that  a  company  must  obtain  permission  in  writ¬ 
ing  to  publically  release  any  information,  know¬ 
how  and  or  technology  about  a  cont'act. 

Contracts  involving  the  disclosure  to  a  contrac¬ 
tor  of  information  classified  confidential  or  above 
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are  subject  to  a  special  security  clause  known  as 
Standard  Condition  59  which  provides  the  legal 
and  contractural  backing  for  most  of  the  defence 
security  measures  which  a  contractor  is  required 
to  implement. 

Apart  from  government  defence  contracts,  firms 
sometimes  engage  in  ventures  which  owe  noth¬ 
ing  to  projects  carried  out  under  defence  con¬ 
tracts  or  to  any  information  which  a  firm  has 
received  from  government  sources.  On  the  other 
hand  such  ventures  do  arise  from  defence  con¬ 
tracts  and/or  information  received  from  official 
sources.  In  either  case  the  term  used  to  describe 
these  activities  is  "private  venture."  In  the  defense 
security  sense  it  is  used  to  describe  project  work 
or  studies  which  appearto  be  of  interest  to  a  U.K. 
government  department  but  which  are  not  part 
of  a  government  classified  contract  or  sub-con¬ 
tract.  Firms  coming  within  the  "private  venture" 
field  are  usually  already  working  in  the  defence 
field. 

There  is  an  obligation  placed  on  defence  con¬ 
tractors  when  they  recognize  a  private  venture 
project  as  having  defence  connotations  to 
approach  the  Ministry  of  Defence  (MOD)  as  early 
as  possible  to  enable  an  assessment  to  be  made 
of  the  potential  market  and  to  assure  themselves 
that  further  development  will  not  infringe  their 
defence  security  obligations.  In  the  event  that  a 
private  venture  project  is  deemed  to  require  secu¬ 
rity  protection  the  MOD  will  advise  the  firm  of  the 
classification  to  be  applied. 

On  very  rare  occasions  a  private  venture  proj¬ 
ect  with  defence  security  connotations  and 
undertaken  outside  the  defence  industry  will  arise 
and  in  this  instance  should  come  to  the  notice  of 
MOD  through  patent  action.  As  an  example,  this 
year  such  a  situation  arose  when  a  U.K.  computer 
company's  device  designed  to  prevent  illegal 
copyinq  of  >rograms  was  judged  to  be  sen¬ 
sitive  Ly  :1k  government  patent  office  who 
declared  that  the  granting  of  the  patent  applica¬ 
tion  in  this  instance  would  be  "prejudicial  to  the 
defence  of  the  r^'.!1  ■».  ThL  ' -  mgs  me  to  the  next 
subject  concerning  jlo^  •  -ansfer— patents 
and  designs. 

The  U  K  Patents  Act  of  1977  includes  a  provi¬ 
sion  that  the  publication  of  a  patent  application 
may  be  prohibited  if  publication  is  judged  by  the 


competent  authorities  to  be  prejudicial  to  the  safety 
of  the  realm  or  safety  of  the  public.  Publication  is 
the  very  nature  of  patenting.  This  is  similar  to  the 
Patent  Secrecy  clauses  of  your  patent  laws  and 
is  included  in  the  U.K./U.S.  Patent  Exchange 
Agreement. 

When  a  company  submits  a  patent  application 
which  appears  to  the  Comptroller  of  the  Patent 
Office  to  be  one  of  a  class  notified  to  him  by  the 
Secretary  of  State  for  Defence  he  may  issue  what 
is  called  a  Prohibition  Order  which  prohibits  or 
restricts  disclosure  of  information  about  the 
invention  to  which  the  application  applies.  While 
the  prohibition  is  in  force  no  patent  is  granted. 
Until  the  directions  are  withdrawn  by  the  Comp¬ 
troller  of  Patents  the  applicant  is  bound  by  the 
terms  laid  down — failure  to  comply  with  the  terms 
constituting  a  criminal  offense  under  the  Patent 
Act.  Similar  provisions  and  penalties  apply  to  the 
registration  of  designs  under  the  Registered 
Designs  Act  of  1949.  When  a  "prohibition  order" 
is  made  the  company's  security  executive  con¬ 
cerned  is  notified  by  MOD  Inventions  Unit  of  the 
relative  details.  During  the  past  twelve  months  1 
have  had  28  prohibition  orders  referred  to  me.  In 
prohibiting  the  granting  of  a  patent  application  it 
is  necessary  for  the  authorities  to  strike  a  balance 
between  possible  damage  to  national  security  on 
the  one  hand  and  damage  to  trade  on  the  other. 

Under  international  agreements  with  many 
countries  foreign  patent  applications  can  be  filed 
in  the  U  K  in  secrecy  and  vice  versa 

I  stressed  earlier  that  the  U.K.  depends  heavily 
on  export  markets  not  least  in  the  defense  field 
but  before  promoting  the  sale  of  a  defence  equip¬ 
ment  to  a  foreign  country  authority  to  release  the 
information  involved  to  the  government  of  the 
country  concerned,  classified  or  otherwise,  must 
be  sought  through  the  Defence  Sales  Organiza¬ 
tion  of  the  Procurement  Executive  MOD.  The 
company's  application  must  be  detailed  enough 
to  enable  the  clearance  authorities  to  process  each 
case  to  the  full.  The  reply  to  the  application  will 
specify  the  conditions  and  terms  under  which 
information  may  be  released  to  the  foreign  gov¬ 
ernment  concerned.  On  the  other  hand,  the  reply 
may  be  a  straight  refusal  to  promote  any  equip¬ 
ment  and  there  are  many  such  decisions  made 
Any  documents  to  be  released  as  a  result  of  an 
approved  application  are  usually  made  subject  to 
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and  must  clearly  bear  the  MOD  prescribed  con¬ 
ditions  of  release. 

I  mentioned  earlier  that  contractural  require¬ 
ments  stipulate  that  defence  contractors  must 
apply  to  the  contracting  authority  for  approval 
before  releasing  any  publicity  material  having 
direct  or  indirect  bearing  on  any  government  con¬ 
tract  or  private  venture  project.  Publicity  material 
includes  open  publications,  either  in  the  press  or 
at  exhibitions,  lectures,  symposia  or  any  other 
occasion  where  members  of  the  general  public 
have  access  to  the  information. 

In  addition  to  publicity  matters  there  are,  of 
course,  comprehensive  rules  covering  the  dis¬ 
play  of  defence  equipment  at  trade  fairs  and  exhi¬ 
bitions  including  events  or  open  days  at  service 
or  MOD  establishments.  Defence  contractors  must 
again  obtain  the  written  permission  of  the  MOD 
to  exhibit  defence  equipment  and  technology 
along  with  associated  brochures,  captions,  press 
notices,  films  and  other  descriptive  publicity  lit¬ 
erature.  There  are  several  other  security  require¬ 
ments  associated  with  the  protection  of  the  tech¬ 
nology  such  as  the  safeguarding  of  classified  fea¬ 
tures  of  the  equipments.  Provision  must  also  be 
made  to  give  security  coverage  while  exhibits  are 
in  transit  and  during  the  open  and  closed  hours 
of  an  exhibition.  Staff  manning  a  stand  must  be 
briefed  as  to  their  individual  security  responsi¬ 
bilities  and  so  on. 

1  believe  it  is  essential  that  you  appreciate  the 
point  I  made  at  the  beginning  of  my  discourse 
which  is  that  the  patriotic  defence  contractor  will 
not  knowingly  permit  the  transfer  of  sensitive 
technology  to  the  Soviets  because  quite  apart 
from  loyalty  to  his  country  and  its  allies  the  rules 
and  regulations  are  such  as  to  expose  the  wrong 
doer  to  breaking  the  law  and  face  serious  con¬ 
sequences. 

I  have  not  touched  on  the  many  other  non¬ 
security  controls  that  the  defence  contractor  has 
to  endure  such  as  lists  of  embargoed  equipment, 
import  and  export  licenses,  and  user  certificates 
to  name  but  a  few 

In  conclusion,  !  submit  that  if  our  joint  efforts 
to  prevent  genuine  critical  technology  falling  into 
the  hands  of  the  Soviets  are  going  to  succeed  we 
will  need  to  be  absolutely  clear  as  to  what  equip¬ 


ment,  know-how  and  technology  we  need  to  pro¬ 
tect  and  by  what  means.  In  these  times  what  is 
the  latest  technological  development  today  could 
be  old  hat  by  tomorrow.  The  whole  matter  must 
be  kept  in  perspective  otherwise  we  will  swamp 
ourselves  with  the  sheer  volume  of  uncontrolled 
effort  to  protect  our  technology.  May  I  leave  you 
with  this  thought  which  could  also  have  been 
attributed  to  Confucius,  "Information  can  be 
compared  to  perfume — once  it  escapes  from  the 
bottle  it  is  lost  forever." 

TECHNOLOGY  TRANSFER 
A  CANADIAN  PERSPECTIVE 

Robert  T.  Grogan 

Department  of  Supply  and  Service 
Canada 

Mr.  Chairman,  Ladies  and  Gentlemen,  I  wish  to 
thar  k  the  Seminar  Program  Committee  for  invit¬ 
ing  me  to  address  you  on  the  Canadian  perspec¬ 
tive  regarding  technology  transfer.  Having  heard 
the  previous  speakers  explain  the  United  States 
and  the  United  Kingdom  perspectives,  you  will, 
no  doubt,  find  my  comments  repetitive  to  some 
extent.  I  hope,  however,  that  the  distinctively 
Canadian  aspect  will  prove  informative,  and  will 
compensate,  in  that  respect,  for  the  lure  of  the 
pool  and  or  the  casino  at  this  late  point  in  the 
afternoon. 

Firstly,  I  would  like  to  mention  that  Canada,  as 
a  trading  nation,  relies  significantly  on  exports 
for  its  economic  well-being.  For  example,  two- 
way  trade  between  Canada  and  the  United  States 
amounts  to  over  $100  billion  per  year.  The  impor¬ 
tance  of  export  sales  by  individual  Canadian  busi¬ 
nesses,  and  to  the  economy  as  a  whole,  cannot 
be  overstated.  The  Conference  Board  in  Canada 
estimates  that  20°o  of  employment  and  30°o  of 
the  national  production  of  goods  and  services  are 
attributable  to  export  sales.  While  Canada  has 
usually  been  thought  of  as  an  exporter,  in  relation 
to  agricultural  and  other  natural  resource  prod¬ 
ucts  (largest  portion  of  foreign  sales),  the  export 
of  manufactured  products  such  as  automobile 
and  products  with  other  high  technological  con¬ 
tent  are  increasing.  For  instance,  exports  of  aero¬ 
space  technology  (Canadarm,  etc.)  totalled  an 
estimated  $1.7  billion  last  year.  Exports  of  com¬ 
munications  and  related  technology  reached  an 
estimated  $1.3  billion.  Also  proving  to  be  highly 
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exportable  is  production  technology  in  resources 
development. 

I  mentioned  the  foregoing,  not  to  try  to  impress 
you  with  statistics,  but  to  cast  my  future  remarks 
in  the  context  of  the  importance  that  technology 
(technical  information  and  know-how  in  the  pro¬ 
duction  process,  technical  data  and  computer 
software)  is  playing  and  will  continue  to  play  in 
relatior  to  Canada's  economic  and  strategic  health 
Thus,  we  also  must  have  mechanisms  in  place  to 
ensure  that  our  technology  is  only  transferred  off¬ 
shore  when  it  serves  the  national  interest,  and 
that  technology  belonging  to  allied  countries  that 
is  transferred  to  the  U.S.  through  international 
programs  receives  the  level  of  protection  (and 
security — if  classified)  prescribed  by  the  country 
of  origin.  Our  Department  of  National  Defence 
(DND),  for  example,  prescribes  strict  internal  pro¬ 
cedures  for  controlling  access  to  DND  technical 
information:  received  from  allies;  generated  from 
in-house  laboratory  work;  derived  from  work  for 
DND  by  other  government  departments/agen¬ 
cies;  developed  from  industrial  contracts;  and, 
developed  from  university  research  work. 

Therefore,  what  classes  or  types  of  technolog¬ 
ical  information  do  we  Canadians  see  requiring 
protection  or  transfer  controls?  Currently  our  pri¬ 
mary  national  legislation  and  guidelines  are  in 
relation  tc  the  control  of  technology  transfer  where 
the  information  is  covered  by  the  National  Secu¬ 
rity  Classification  System,  or  the  specific  product 
is  controlled  by  the  Export  and  Import  Permits 
Act  (EIPA),  or  under  our  membership  in  the  Coor¬ 
dinating  Committee  on  Strategic  Trade  Controls 
(COCOM).  Technological  information  may,  in  this 
regard,  be  conveniently  divided  into  the  follow¬ 
ing: 

•  National  Security.  This  is  information  clas¬ 
sified  in  the  national  security  interest  and 
protected  by  the  security  policies  of  the 
Federal  Government  and  the  Official 
Secrets  Act. 

•  Strategic  Technology.  Technology  which, 
although  not  always  classified,  might  be 
considered  strategic  in  nature  and  subject 
to  the  Export  and  Import  Permits  Act,  or 
by  reason  of  Canada's  membership  in 
COCOM 

•  National  Interest  Technology.  Technology 
uniquely  of  Canadian  development  at 


Canadian  expense  that  must  be  protected 
in  the  interests  of  employment  and  invest¬ 
ment  in  this  country. 

•  Trade  Secrets  of  Proprietary  Information. 
Information  on  technology  provided  by 
Canadian  companies  that  they  may  wish 
to  assign  limited  dissemination  or,  in  some 
cases,  none  at  all  beyond  government 
departments/agencies. 

•  Open  Technology.  Information  on  general 
technology  that  is  in  the  interest  of  human 
progress  to  disseminate  on  as  wide  a  basis 
as  possible  for  the  advancement  of  sci¬ 
ence. 

We  are  of  the  opinion  that  technological  infor¬ 
mation  concerning  national  security,  and  stra¬ 
tegic  technology  covered  by  COCOM,  are  ade¬ 
quately  controlled  by  law  and  regulation.  National 
interest  technology  and  trade/proprietary  infor¬ 
mation  are  not  as  specifically  provided  for 
(although  considerable  study  of  the  problem  is 
taking  place)  and  realistic  protection  policies  will 
undoubtedly  follow.  An  across-the-board  knowl¬ 
edge  and  understanding  of  the  nature  of  the  threats 
posed  to  high  technology  in  Canada,  and  a  broad 
awareness  of  the  problems  it  poses  for  our  national 
interests,  presents  difficulties.  Our  society,  with 
very  openly  available  scientific  and  technical 
information,  is  considered  by  certain  nations  (e.g., 
East  bloc)  as  a  mother  lode  of  important  infor¬ 
mation.  For  instance,  it  is  generally  recognized 
that,  since  the  1930's,  the  Soviet  Union  has  devoted 
a  majoT  intelligence  effort  in  this  direction  and, 
while  it  awards  top  priority  to  military  and  related 
technology,  it  is  also  interested  in  non-military 
industrial  developments.  In  this  regard,  all  expul¬ 
sions  of  Soviet  diplomats  from  Canada  in  the  past 
two  years  have  been  for  their  activities  in  this 
area.  In  the  area  of  national  interest  technology 
it  should  be  remembered  that  Canada  is  actively 
compet:ng  with  allied  or  friendly  nations  for  the 
attainment  of  world  markets  for  hi-tech  products. 
Within  Canada,  as  elsewhere,  competing  com¬ 
panies  are  naturally  inquisitive  about  the  devel¬ 
opments  of  business  rivals. 

The  threats  to  Canadian  high  technology  can, 
therefore,  be  summarized: 

•  Countries  Whose  Aims  are  Inimical  to  Can¬ 
ada.  That  is,  Warsaw  Pact  countries  or  states 
aligned  with  it  or  of  similar  persuasion. 
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Generally  speaking,  these  are  the  so-called 
"scheduled  countries."  For  these  countries, 
Canada  is  a  high  target  both  for  our  own 
technologies  and  for  those  of  our  allies 
(e.g.,  United  States  and  United  Kingdom). 
In  recent  years,  Canadian  communications 
technology  has  been  a  recognized  target. 

•  Export  Market  Competitors.  The  rivalry  that 
exists  in  this  area  may  be  friendly,  but  we 
would  be  naive  to  believe  that,  when  any 
country  is  striving  to  obtain  exports  to  pro 
vide  jobs  for  its  workers,  and  returns  on  its 
R&D  investment,  it  would  not  exploit 
advantages  that  arise.  Such  opportunities 
may  well  include  international  exchanges 
of  technology.  If  Canada  was  to  dissemi¬ 
nate  technology  without  reciprocity,  or  not 
show  prudence  in  selecting  or  screening 
the  technology  we  were  prepared  to  dis¬ 
close,  we  would  do  so  at  our  peril.  This 
threat  could  dull  Canada's  leading-edge  in 
home-developed  technology  or,  at  worst, 
we  could  lose  it  completely. 

•  Industrial  Competition.  Individual  compa¬ 
nies  spend  considerable  time  and  money 
on  R&D  and  their  owners  or  shareholders 
expect  to  see  a  return  on  that  effort.  Indus¬ 
trial  security  of  proprietary  information  is 
understandably  a  major  concern  with 
Canadian  industries  in  the  hi-tech  field.  If 
Canadian  government  departments  agen¬ 
cies  are  to  be  a  secure  repository  of  com¬ 
pany  confidences,  they  must  demonstrate 
the  intent  and  the  ability  to  safeguard  com¬ 
pany  trade  secrets  (provided  in  confi¬ 
dence)  against  unauthorized  disclosure. 
This  is  also  provided  for  in  law.  wberebv 
the  head  of  a  federal  institution  shall  refuse 
to  disclose  the  trade  secre  s  of  a  third  party 
(access  to  information  Act ) 

•  Personnel  Security  Threat.  This  is  a  diffi¬ 
cult  threat  to  assess  because  it  often  lays 
with  unintentional  rather  than  malicious 
actions  of  individuals  and  impinges  on  the 
very  real  concern  of  the  scientific  and  aca¬ 
demic  communities  to  publish  the  results 
of  their  research  Without  adequate  con¬ 
trols  to  protect  Canadian  interests,  while 
ensuring  maximum  academic  freedom,  this 
could  be  the  source  of  major  problems  in 
the  protection  of  high  technology. 

Now,  in  relation  to  Canada's  policy  of  control¬ 
ling  the  export  of  military  and  strategic  goods 


(and,  of  course,  the  technology  inherent  in  those 
products),  I  wish  to  describe  the  main  legislation 
we  have  in  place  forthat  purpose,  i.e.,  The  Export 
and  Import  Permits  Act  (EIPA).  It  is  the  primary 
legislation  controlling  our  exports,  and  the  pri¬ 
mary  regulations  made  pursuant  to  the  EIPA  are: 
Export  Control  List;  export  permit  regulations; 
trans-shipment  regulations;  and  general  export 
permit  regulations. 

The  act  provides  for  the  establishment  of  an 
Export  Control  List  (ECL)  that  includes  any  article 
the  Governor-ln-Council  considers  it  necessary 
to  control.  The  major  reason  for  control  relates 
to  goods  having  a  strategic  nature  or  value  which, 
if  made  available  to  certah  destinations,  their  use 
might  be  detrimental  to  the  security  of  Canada. 
For  export  control  purposes,  military  and  stra¬ 
tegic  goods  have  been  broken  into  three  cate¬ 
gories: 

1  Offensive  military  equipment; 

2  Non-Offensive  (defensive)  military  equip¬ 
ment;  and 

3  Other  strategic  equipment  with  possible 
military  application. 

Offensive  and  non-offensive  military  goods  are 
systems  or  equipment  specifically  designed  for 
military  use  and  include  any  system  or  device 
capable  of  enabling  an  attack  to  be  delivered  (i.e., 
combat  aircraft,  armoured  vehicles,  arms  and 
ammunition,  as  well  as  other  equipment  such  as 
transport  aircraft,  communications  systems,  nav¬ 
igation  devices,  etc.)  when  built  to  military  spec¬ 
ifications.  This  also  includes  specially  designed 
component  parts  for  such  equipment.  Other  stra¬ 
tegic  goods  are  equipment  of  a  commercial  civil¬ 
ian  nature  that  could  have  military  application 
(i  e ,  computers,  telecommunication  systems  and 
most  civilian  aircraft  and  associated  equipment). 

Any  goods  that  fall  within  the  above  categories, 
and  are  identified  on  the  Export  Control  List,  are 
subject  to  control  and  require  an  export  permit 
prior  to  shipment  from  Canada  to  any  destination 
(except,  in  most  cases,  the  United  States).  Unlike 
many  other  provisions  of  the  Act,  the  policy  that 
forms  the  basis  for  the  implementation  of  con¬ 
trols  in  this  area  is  set  out  in  a  1978  Canadian 
policy  that  essentially  re-affirmed  an  approach 
developed  in  1970.  Provisions  of  the  policy  are 
based  on  the  principles  that  military  and  strategic 
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equipment  should  generally  not  be  supplied  to: 
countries  considered  to  represent  a  military  threat 
to  Canada  and  its  allies;  countries  to  which  United 
Nation  resolutions  forbid  the  export  of  arms; 
countries  involved  in  or  under  imminent  threat 
of  hostilities;  and  regimes  considered  to  be  wholly 
repugnant  to  Canadian  values,  especially  where 
such  equipment  could  be  used  against  the  civil¬ 
ian  population. 

The  first  of  these  provisions  is  based  upon 
national  security  concerns.  The  remainder  reflect 
foreign  policy  or  political  considerations.  To 
implement  the  above  objectives,  interdepart¬ 
mental  procedures  were  also  established  under 
the  policy  and  authorized  by  the  Canadian  gov¬ 
ernment  to  provide  for  a  case-by-case  review  of 
proposed  exports  where  political  or  security  con¬ 
cerns  may  arise. 

Other  reasons  for  control  under  the  EIPA  are 
as  follows:  to  promote  further  processing  in  Can¬ 
ada  of  a  natural  resource;  to  limit  the  export  of 
any  raw  or  processed  material;  to  implement  an 
intergovernmental  arrangement;  and  to  ensure 
an  adequate  supply  of  articles  in  Canada  for 
defence  or  other  needs. 

The  Export  Control  List  (ECL)  is  comprised  of 
ten  groups  similar  to  the  U.S.  Commodity  Control 
List  and  Munitions  List.  Several  of  these  groups 
correspond  to  COCOM  Lists.  One  group  (Atomic 
Energy  Materials  and  Equipment)  has  included 
both  for  security  reasons  and  in  fulfillment  of 
Canada's  obligations  under  the  Nuclear  Non-Pro¬ 
liferation  Treaty. 

Under  the  ECL,  the  Export  of  Technology,  Item 
10003  applies  to  techical  data  in  material  form 
(such  as  drawings,  photographic  negatives  and 
prints,  recordings,  design  data  and  manuals)  that 
can  be  used  in  the  design,  production,  operation 
or  testing  of  equipment  and  materials  described 
in  certain  groups  of  the  ECL.  If  such  technology 
is  related  to  U.S.  goods,  Canada  would  normally 
seek  U.S.  concurrence  before  issuing  an  export 
permit,  the  control  does  not,  however,  apply  to: 
technical  data  in  immaterial  form  (such  as  the 
exchange  of  thought  between  experts);  technical 
data  in  material  form  that  can  used  in  the  design, 
production,  operation  or  testing  of  unlisted 
equipment  or  materials;  or,  data  available  to  the 
public  in  published  books  and  periodicals. 


Under  section  3  of  the  EIPA  the  Act  specifies 
that  the  Governor-ln-Council  may  establish  a  list 
of  countries,  to  be  called  an  Area  Control  List 
(ACL),  to  which  the  export  of  goods  should  be 
controlled.  The  power  to  create  or  to  amend  such 
a  list  is  a  very  broad  one  and  there  are  no  legis¬ 
lative  criteria  restricting  the  use  of  this  power. 
Permits  must  be  obtained  for  the  shipment  of  the 
majority  of  goods,  whether  appearing  on  the 
Export  Control  List  or  not,  to  countries  desig¬ 
nated  on  the  Area  Control  List.  Traditionally, 
countries  have  been  named  to  this  list  on  the 
basis  of  national  security  concerns.  The  list 
includes  the  Warsaw  Pact  countries,  Albania,  North 
Korea,  Mongolia  and  Vietnam  and,  until  recently, 
the  People's  Republic  of  China.  The  countries 
appearing  on  the  Area  Control  List  (plus  the  PRC) 
embraces  those  countries  that  Canada,  as  a 
member  of  COCOM,  has  agreed  that  a  multilat¬ 
eral  system  of  controls  should  apply  to  in  order 
to  limit  or  prevent  the  acquisition  by  these 
countries  of  advanced  military  and  strategic  goods 
and  technology.  In  practice,  export  permits  would 
not  generally  be  issued  for  the  sale  to  any  Area 
Control  List  country  of  any  goods  that  may  have 
a  military  application. 

Canadian  policy  categorizes  countries  based 
on  their  sensitivity: 

•  Group  A— Least  Restrictive 

•  Group  B — Most  Restrictive 

•  Group  C — May  range  from  least  to  most 
restrictive 

Generally,  offensive  and  non-offensive  military 
equipment  are  not  approved  for  export  to  Group 
B  countries,  but  there  are  exceptions.  Exceptions 
are  considered  on  the  basis  of  changing  political 
and  security  considerations. 

The  ECL  has  an  item  dealing  with  goods  of  U.S. 
origin  (9001)  by  a  formal  agreement  between  the 
Canadian  and  U.S.  governments.  Under  the  so- 
called  Hyde  Park  Agreement  of  1941,  the  appli¬ 
cation  of  strategic  export  controls  between  the 
two  countries  was  suspended  and  was  replaced 
by  a  separate  system  of  controls  on  re-exports 
from  each  country  of  goods  originating  in  the 
other  country.  It  was  to  implement  this  alterna¬ 
tive  system  of  controls  that  a  specific  item  of  the 
ECL  was  created.  U.S.  origin  goods,  as  defined  in 
that  item,  may  be  re-exported  from  Canada  if  the 
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export  would  be  approved  under  U.S.  Law  (i.e., 
no  licence  required  or  no  objection).  If  Canada 
determines  that  U.S.  regulations  have  restric¬ 
tions  for  certain  U.S.  products  to  certain  desti¬ 
nations,  we  seek  the  U.S.  views,  either  formally 
via  the  Embassy  or  informally  via  direct  contact 
with  the  Department  of  Commerce.  We  do,  how¬ 
ever,  also  refuse  export  permits  outright. 

In  relation  to  control  over  previously  exported 
Canadian  products,  Canadian  legislation,  per  se, 
does  not  permit  the  direct  control  over  a  subsid¬ 
iary  or  other  firm  based  in  a  foreign  country  to 
abide  by  direct  Canadian  government  control. 
However,  in  instances  where  there  is  transfer  of 
technology,  the  Canadian  government  imposes 
restrictions  on  third  party  sales  of  the  equipment 
and  technology  through  contractual  obligations 
between  the  Canadian  exporter  and  the  foreign 
importer/user  of  such  technology.  In  other  words, 
the  contract  entered  into  between  the  parties 
generally  stipulates  that,  prior  to  the  foreign  man¬ 
ufacturer  initiating  third  party  sales  of  either  the 
technology  or  the  equipment  produced  from  that 
technology,  he  must  first  seek  the  approval  of  the 
Canadian  licensor  who  in  turn  will  seek  the 
approval  of  Canadian  government  authorities. 

At  the  same  time  that  our  government  cate¬ 
gorized  equipment  for  export  under  the  ECL,  it 
also  identified  countries  into  three  groups  based 
on  their  levels  of  sensitivity: 

(I)  Category  I,  II.  or  III  equipment  when  des¬ 
tined  for  Group  A  countries  are  rarely 
consulted  on — in  other  words,  approval 
is  generally  given  at  the  divisional  level. 

(II)  Category  I  and  II  equipment,  although 
normally  not  approved  for  expor*  to 
Group  B  countries,  is  subject  to  an  inten¬ 
sive  inter  inti adepartmental  review 
process. 

(III)  Category  III  equipment,  on  the  other  hand, 
to  Group  B  countries  are  subject  to  the 
same  intensive  review  process  as  that 
undertaken  for  Category  I  and  II  equip¬ 
ment  if  such  equipment  is  or  may  be  des¬ 
tined  for  military  end  use. 

(IV)  Category  I  equipment  to  Group  C 
countries  is  always  subject  to  the  same 
intensive  review  process. 

(V)  Category  II  equipment  is  reviewed  inter 
intradeparmenially  if  the  value  exceeds 
SI  00,000. 


(VI)  Category  III  equipment,  on  the  other  hand, 
is  generally  approved  for  export  at  the 
divisional  level  although  depending  on 
the  sensitivity  of  the  country  at  any  par¬ 
ticular  point  in  time,  inter/intradepart- 
mental  review  will  be  initiated. 

Applications  to  export  certain  equipment  and 
technology  to  certain  countries  are  subject  to  an 
intensive  inter/intradepartmental  review.  There 
are  two  departments  primarily  involved  in  this 
review  process.  They  are  the  Department  of 
National  Defense  and  the  Department  of  External 
Affairs. 

National  Defense  is  specifically  concerned  with 
the  military  security  of  Canada  and  its  allies  and 
will  advise  on  any  implications  which  could  be 
detrimental  to  Canada's  national  security  inter¬ 
ests.  It  also  conducts  a  thorough  intelligence 
analysis  of  proposed  exports  and  will  advise  if 
there  appears  to  be  discrepancies  in  information 
provided  by  the  applicant  f *>r  an  export  permit  or 
if  there  is  information  mat  would  contradict 
intended  end-use. 

The  Department  of  External  Affairs  review 
process  is  an  extensive  one  and  somewhat  anal¬ 
ogous  to  that  conducted  by  DND,  athought  the 
concerns  do  vary.  These  address: 

•  Political  Aspects — Generally  this  review  is 
conducted  in  relation  to  Canadian  foreign 
policy  interests  and  provides  input  into  the 
implications  for  Canada  of  any  sales  of  mil¬ 
itary  and  military-related  equipment. 

•  Defence  Relations — Provides  assessment 
of  such  sales  to  a  specific  country  which 
may  impact  on  our  bilateral  and  multilat¬ 
eral  relations  and  obligations  in  the  defence 
area. 

•  Defence  Programs— Advises  as  to  the  con¬ 
sequences  for  Canadian  companies  if  cer¬ 
tain  exports  of  military  and  military-related 
exports  of  military  and  military-related 
equipment  are  refused  to  specific  desti¬ 
nations. 

•  Intelligence — The  External  Affairs  Intelli¬ 
gence  Bureau  reviews  applications  in  light 
of  their  intelligence  analysis  from  a  Cana¬ 
dian  foreign  policy  perspective. 

•  Trade  Economic — The  different  bureaus  we 
consult  with  will  advise  on  the  economic 


and  trade  benefit  which  will  accrue  to  Can¬ 
ada  should  approval  be  given. 

•  Human  Rights — Will  advise  on  whether 
certain  exports  would  conflict  with  Cana¬ 
da's  policy  rela’  ig  to  respect  for  human 
rights  and  especially  whether  such  equip¬ 
ment  could  be  used  against  the  civilian 
population. 

When  the  review  is  completed,  if  there  are  no 
objections  raised,  the  permit  is  issued  subject  to 
any  import  certificate  or  end-use  certificate  require¬ 
ments.  If  objections  are  raised  in  the  process,  the 
Secretary  of  State  for  External  Affairs  ibSEA)  is 
requested  to  decide  on  whether  the  permit  should 
be  issued.  The  SSEA  is  consulted  and  his  decision 
is  also  sought  in  all  very  sensitive  cases  and  when 
the  economic  value  of  the  proposed  export  is  espe¬ 
cially  significant. 

In  respect  of  export  permit  procedures  for  pros¬ 
cribed  destinations,  all  general  exception/admin¬ 
istrative  exception  goods  to  proscribed  destina¬ 
tions  which  may  have  security  concerns  are 
referred  to  DND  for  security/intelligence  review. 
If  the  general  exception  is  approved  by  DND,  the 
case  is  forwarded  to  COCOM  (on  occasion  DEA 
consult  with  other  offices,  as  necessary). 

If  administrative  exception  is  approved  by  DND, 
the  general  consultation  procedures  apply  (i.e., 
DND,  DEA — political,  trade  economic,  human 
rights,  intelligence — defense  relations). 

The  other  legislative  basis  of  our  export  control 
program  is  the  Customs  Act.  The  Customs  Act 
authorizes  customs  officers  to  detain  goods,  the 
export  and  import  of  which  is  controlled  under 
any  act  of  Parliament.  Customs  assists  the 
Department  of  External  Affairs  in  the  administra¬ 
tion  and  the  enforcement  of  the  Export  and  Import 
Permits  Act.  From  an  adminstrative  enforcement 

standpoint,  CuSiOiTiS  aasisiaiite  wiui  respect  iu 

export  controls  includes  the  foliowing: 

1)  Notifying  customs  ports  of  exit  of  perti¬ 
nent  legislative  requirements  (controlled 
status  of  export  shipments  and  export 
permits)  and  any  changes  made  to  such 
requirements  from  time  to  time. 

2)  Verifying  the  export  documentation  (i.e., 
export  permits  and  Canada  customs  export 
declarations)  for  compliance. 


3)  Detaining  suspect  shipments  where  prac¬ 
ticable  for  determination  of  permit 
requirements  by  the  Department  of  Exter¬ 
nal  Affairs. 

In  order  to  ensure  that  voluntary  compliance  is 
not  abused,  from  time  to  time,  customs  conducts 
an  in-depth  examination/audit  of  export  docu¬ 
mentation.  On  occasion,  however,  physical 
examination  of  shipments  for  exports  are  carried 
out.  This  is  done  in  special  circumstances  asso¬ 
ciated  with,  for  example,  required  but  missing 
export  permits,  incomplete  permits,  or  if  the  goods 
to  be  exported  are  "on  lookout."  Customs  admin¬ 
istrative  and  enforcement  activities  are  further 
enhanced  by  its  investigative  and  intelligence 
services. 

Investigative  Services 

Customs  officers  are  responsible  fo^the  inves¬ 
tigation  of  suspected  violations  and  the  enforce¬ 
ment  of  the  Export  and  Import  Permits  Act.  Cus¬ 
toms  officers  include  designated  members  of  the 
Department  of  National  Revenue,  Customs  and 
Excise,  and  the  Royal  Canadian  Mounted  Police 
(R.C.M.P.)  Customs  and  Excise  branch. 

Generally,  when  information  becomes  avail¬ 
able  to  either  party  that  an  export-related  contra¬ 
vention  of  the  C  ?port  and  Import  Permits  Act  has 
occured,  Customs,  External  Affairs  and  the  RCMP 
will  consult  on  the  merits  of  carrying  out  an  inves¬ 
tigation  and,  where  evidence  supports  investi¬ 
gative  action,  this  is  undertaken  with  cooperation 
between  the  parties.  In  order  to  maximize  the 
level  of  cooperation  and  clarify  "g ray  areas." 

Regarding  intelligence  services  und  informa¬ 
tion  exchange,  the  adoption  by  Canada  of  the 
recommendations  of  the  Customs  Cooperation 
Council  (CCC)  enab.as  it  to  enter  into  the  exchange 
of  information  with  member  countries.  Revenue 
Canada,  Cusiuma  emu  Excise,  adheres  to  the  prin¬ 
ciples  of  the  CCC  respecting  information  sharing. 
Customs  exchanges  information  on  a  general  basis 
and  on  specific  matters  as  requested.  As  well, 
customs  exchanges  analytical  reports  with  cer¬ 
tain  countries  on  topics  such  as: 

•  Potential  or  actual  risk  situations  at  the  tac¬ 
tical  and  strategic  level; 

•  The  Modus  Operandi;  and. 


•  Evasionary  methods  and  conveyance 
routes  used  or  likely  to  be  used  by  offend¬ 
ers. 

One  of  the  major  means  of  collation  of  data  for 
customs  is  a  computerized  system  known  as  AICS 
(Automated  Intelligence  Customs  Service)  which 
is  shared  with  the  RCMP,  Customs  and  Excise 
branch.  While  the  system  is  currently  not  "on¬ 
line",  in  that  terminals  are  not  deployed  in  the 
field,  AICS  makes  a  valuable  contribution  in  pro¬ 
viding  an  excellent  data  base  for  monitoring  and 
enforcement  purposes. 

Customs  cooperates  on  an  on-going  basis  with 
its  U.S.  counterpart.  The  extent  of  such  cooper¬ 
ation  is  evidenced  by  information  sharing  on  day- 
to-day  operations,  sharing  of  selected  data  in  the 
AICS  data  bank,  and  providing  informational  sup¬ 
port  to  U.S.  customs  on  projects  such  as  "Oper¬ 
ation  Exodus."  Customs  is  continually  looking  for 
ways  to  enhance  its  data  base  and  to  share  infor¬ 
mation  gathered  on  a  selective  basis  with  mem¬ 
ber  countries.  As  an  example,  customs  is  cur¬ 
rently  negotiating  a  new  bilateral  agreement  with 
U.S.  customs  which,  among  other  things,  will  in 
all  likelihood,  result  in  increased  mutual  assis¬ 
tance  and  sharing  of  certain  information  between 
the  two  organizations. 

In  March  1983,  National  Revenue,  Customs,  and 
Excise  created  the  directorate  of  "Commerical 
Verification  and  Enforcement"  to  provide  a  focal 
point  for  Commercial  Verification  and  Enforce¬ 
ment  activities  in  the  department.  The  directorate 
is  responsible  for  designing,  developing,  testing 
and  planning  the  implementation  of  policies  and 
programs  for  the  effective  detection  of  illicit  inter¬ 
national  movement  of  commercial  goods  and 
related  enforcement  policies.  The  program  devel¬ 
opment  for  export  controls  falls  within  these 
responsibilities  Customs  is  reviewing  their  pres¬ 
ent  export  control  program  as  part  of  a  general 
review  of  commercial  enforcement  policies  and 
programs.  In  this  respect,  they  aio  examining 
investigative  techniques  from  other  enforcement 
programs,  including  the  U.S.  "Exodus"  program, 
for  their  application  to  any  increased  export  con¬ 
trol  program  they  may  develop. 

Ladies  and  gentlemen,  I  sincerely  thank  you  for 
your  attentiveness  during  this  protracted  presen¬ 
tation.  In  closing,  let  me  leave  you  with  the  clear 


understanding  that  the  government  of  Canada  is 
committed  to  maintaining  the  technological 
superiority  of  the  West  in  military  equipment  and 
also  the  broader,  more  advanced  underlying 
technology  and  industrial  base. 

We  have  legislative  and  other  mechanisms  in 
place  o  support  that  commitment  and  we  are 
currently  examining  other  ways  and  means  by 
which  the  export  of  sensitive  high-technology 
products  can  be  better  controlled  to  prevent  that 
technology  from  reaching  those  who  do  not  wish 
us  well.  Thank  you. 


COMPUTER  ABUSE  AND  THE  HACKER 

David  C.  Brown 

Federal  Bureau  of  Investigation 

Hacker's  anthem 

"Put  another  password  in, 

Bomb  it  out,  then  try  again. 

Try  to  get  past  logging  in. 

We’re  hacking,  hacking,  hacking. 

"Try  his  first  wife's  maiden  name, 

This  is  more  than  just  a  game. 

It’s  real  fun,  but  just  the  same 
It's  hacking,  hacking,  hacking." 

The  month  of  August  1983,  was  a  banner  time 
for  writers  of  editorial  headlines: 

"A  secret  battle:  Security  hackers  vs.  big 
computers" 

"Computer  whizzes  dial  up  a  secret  U.S.  code" 

And,  perhaps,  the  more  rational, 

"Teen  Computer  break-ins:  High-Tech  Rite 
of  Passage." 

What's  the  excitement?  Computer  hackers 
Specifically,  a  group  of  youngsters  in  Milwaukee, 
Wisconsin,  who  used  their  home  computers, 
modems  and  moderate  knowledge  to  access 
computer  data  bases  of  a  hospital,  a  bam.  some 
private  businesses  and— as  one  newspaper 
described  it — ".  .  .  a  computer  at  America's  top- 
secret  nuclear  weapons  research  laboratory." 


The  FBI  investigated  the  Milwaukee  case,  uti¬ 
lizing  the  federal  laws  that  most  closely  applied 
to  this  act.  From  that  investigation,  interviews 
with  a  large  number  of  hackers  and  involvement 
in  other  cases  of  computer  abuse  by  hackers,  a 
number  of  important  issues  have  been  raised. 
Certainly,  we  have  found  a  greater  number  of 
questions  than  answers.  But,  our  attention  is  more 
focused.  The  perspective  of  federal  law  enforce¬ 
ment  toward  the  general  problem  of  computer 
crime  is  becoming  sharper,  and  the  FBI's  view  of 
the  hacker  is  a  part  of  that  trend.  Interest  and 
investigation,  however,  are  two  separate  mat¬ 
ters,  and  the  lack  of  specific  federal  sanctions 
concerning  the  unauthorized  entry  into  a  com¬ 
puter  data  base  greatly  limits  the  FBI's  investi¬ 
gative  interest.  For,  without  the  allegation  of  a 
violation  of  federal  law,  no  investigation  can 
commence.  Further,  the  criminal  statutes  rightly 
make  no  allowance  for  investigating  U.S.  citizens 
in  the  absence  of  a  violation  of  law,  even  when 
the  acts  being  committed  represent  an  invasion 
of  the  privacy  of  others. 

The  difficulty  of  investigating  and  prosecuting 
computer  abuse  cases  was  point  out  by  Mr.  John 
C.  Keeney,  Deputy  Assistant  Attorney  General, 
Criminal  Division,  in  his  testimony  before  a  Sen¬ 
ate  subcommittee  regarding  computer  fraud.  Mr. 
Keeney  observed  that,  "Any  enforcement  action 
in  response  to  criminal  conduct  indirectly  or 
directly  related  to  computers  must  rely  upon  a 
statutory  restriction  dealing  with  some  other 
offense.  This  requires  the  law  enforcement  offi¬ 
cer,  initially  the  agent  and  then  the  prosecutor, 
to  attempt  to  create  a  "theory  of  prosecution" 
that  somehow  fits  what  may  be  the  square  peg 
of  computer  fraud  into  the  round  hole  of  theft, 
embezzlement  or  even  the  illegal  conversion  of 
trade  secrets.  The  crafting  of  such  a  theory  can 
be  awkward,  and  the  results  far  from  perfect.” 

There  are  a  number  of  bills  being  considered 
on  Capitol  Hill  to  attempt  to  bring  about  federal 
legislation  concerning  computer  abuse.  The  best 
known  are  probably  Rep.  Bill  Nelson  s  HB  1092, 
the  Federal  Computer  Systems  Protection  Act 
(spo.  .sored  in  the  Senate  as  SB  1 733  by  Sen.  Paul 
Trible)  and  Rep  Ron  Wyden's  HB  3075.  the  Small 
Business  Computer  Crime  Prevention  Act.  The 
thrust  of  computer  abuse  legislation  is  to  make  it 
a  crime  to  "willfully,  knowingly  or  maliciously" 
access  or  cause  to  be  accessed  a  computer,  com¬ 


puter  system  or  computer  network.  Certainly,  this 
would  apply  to  hackers.  There  is  great  concern  in 
Congress  that  no  legislation  be  enacted  that  would 
serve  to  punish  the  unauthorized  person  who 
inadvertently  accesses  a  computer  data  base,  or 
to  unreasonably  st:rfle  creativity  in  young  com¬ 
puter  "whizzes."  The  use  of  the  words  "know¬ 
ingly,  willfully  or  maliciously"  would  appear  to 
satisfy  that  concern.  But,  additional  reservations 
were  voiced  with  regard  to  definitions  of  the  words 
"access"  and  even  "computer."  In  an  Indiana  Law 
Review  discussion  by  Michael  Gemignani,  titled 
"Computer  Crime:  The  Law  in  ’80",  the  question 
is  raised  as  to  whether  the  definition  of  "com¬ 
puter"  in  HB  1092  was  so  broad  as  to  include 
electronic  watches  and  some  traffic  control  sig¬ 
nals,  while  so  narrow  as  to  exclude  some  com¬ 
puters.  Obviously,  there  are  problems  in  writing 
high-tech  law! 

If  the  FBI  had  the  investigative  authority,  how 
much  computer  abuse  would  be  found?  We’re 
not  sure.  Of  the  types  of  crimes  in  which  com¬ 
puters  are  involved,  it  appears  that  the  greatest 
number  are  crimes  committed  using  the  com¬ 
puter  as  a  means  (certain  frauds,  embezzlement 
and  the  like,  which  can  be  prosecuted  oftentimes 
under  existing  legislation)  and  the  fewest  reported 
involve  attempted  penetrations  ot  a  computer  deta 
base.  But,  in  the  absence  of  statistical  records, 
there  are  great  unknowns.  Furthermore,  inas¬ 
much  the  potential  losses  from  data  base  pene¬ 
trations— -in  dollars  and  secrets— are  so  great, 
effective  computer  abuse  legislation  is  consid¬ 
ered  vital. 

The  computer  hacker  is  nothing  if  not  interest¬ 
ing.  It  is  possible  to  profile  young  hackers;  they 
do  fit  a  fairly  common  mold.  Their  usual  tech¬ 
niques,  too,  can  be  catalogued  and.  therefore, 
defeated.  The  entry  into  the  Los  Alamos  system 
has  been  discussed  and  the  responsibility  was 
fiankly  laid  to  some  poor  security  measures  cou¬ 
pled  with  a  policy  of  making  that  system  easily 
accessible  to  legitimate  users.  This  is  true  to  every 
penetration  accomplished  by  the  Milwaukee 
hackers.  They  were  not  so  skilled;  security  was 
that  easily  defeated  And,  those  security  defects 
were  correctable. 

The  most  useful  technique  of  the  accompished 
hacker,  however,  is  the  "con  "  Making  pretext 
telephone  calls  to  legitimate  system  users  has 
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provided  many  a  hacker  with  a  password.  Raid¬ 
ing  the  garbage  at  night;  looking  for  print-outs; 
accessing  business  space  on  a  pretext;  finding 
passwords  users  have  "hidden";  even  visiting 
bars  near  a  facility  after  working  hours  in  an  effort 
to  meet  ADP  personnel.  All  viable  and  successful 
techniques,  all  defeatable  by  a  good  security  pro¬ 
gram.  The  hacker  on  the  outside  can  be  stopped. 
The  hacker  on  the  inside  .  .  .  that's  another  mat¬ 
ter. 

The  hacker  who  works  for  an  organization  can 
be  a  major  asset.  His  her  inquisitiveness,  persis¬ 
tence  and  intelligence  can  be  a  vital  part  of  a 
progressive  program.  But,  what  about  the  hacker 
who  doesn't  respect  secrets— or  authority?  He, 
too,  has  access  to  the  system.  If  there  is  a  poten¬ 
tial  major  problem  from  hackers,  the  hacker  on 
the  inside  is  it.  Security  officers  must  consider 
the  possibility  of  establishing  profiles  for  hiring 
purposes;  separation  of  responsibilities  is  criti¬ 
cal;  a  security  staff  with  programming  expertise 
"on  board"  will  be  a  necessity;  a  constant  review 
of  programs  and  personnel  is  vital. 

Hacking  is  typically  an  adolescent  phenome 
non— most  grow  out  of  the  desire  to  indiscrimi¬ 
nately  prowl  through  another's  property.  As  the 
number  of  hackers  increases,  however,  without 
an  observable  mutual  growth  in  ethics,  the  pos¬ 
sibilities  become  increasingly  worrisome. 


DOE  INITIATIVES  IN  TECHNOLOGY  TRANSFER 
A  HIGH  TECH  APPROACH 

Robert  R.  Fredlund,  Jr. 

Director,  Classification  and  Technical 
Information  Division 
U.S.  Department  of  Energy 
Albuquerque  Operations  Office 
Albuquerque.  N.M. 

Introduction  and  History 

About  nine  months  ago  when  Mike  Lower  first 
asked  me  to  make  this  talk,  he  told  me  to  please 
remember  that  the  seminar  would  after  all  be  in 
Las  Vegas  and.  therefore,  it  was  most  important 
that  I  grab  the  attention  of  the  audience  right 
away,  and  hold  it1  As  a  matter  of  fact,  he  said  it 
didn't  really  matter  too  much  what  I  talked  a^out 
as  long  as  it  would  be  interesting  He  even  spe¬ 


cifically  suggested  that  I  try  to  arrange  a  couple 
of  brand  new  jokes,  since  most  of  those  in  the 
audience  would  have  heard  all  the  ones  that  I 
have  told  before. 

I  advised  Mike  that,  since  I  worked  for  the  U.S. 
Department  of  Energy,  which  is  a  very  profes¬ 
sional,  technical  Government  entity,  naturally  my 
talk  would  be  of  great  substance;  however,  I  would 
try  to  make  it  as  interesting  as  possible,  and  would 
even  include  a  couple  of  new  jokes,  if  he  would 
agree  not  to  schedule  my  talk  on  the  last  day,  as 
he  has  always  done  in  the  past.  There  was  a 
pause  at  the  other  end  of  the  phone;  no  doubt  to 
give  Mike  time  to  cross  all  of  his  fingers  and  toes 
before  he  replied,  "Don't  worry,  we’ll  put  you  on 
right  in  the  middle  of  the  seminar — perhaps  on 
the  second  day.  That  way  everybody  will  be  there 
to  hear  your  very  interesting  talk."  "Incidentally," 
he  asked,  "what  are  you  going  to  title  your  talk?" 
"I  think  I  will  title  it  something  zippy  like  Tech¬ 
nology  Transfer— A  DOE  Perspective,"  I  replied. 
"Oh,"  he  said. 

I  should  have  known  better.  Acouple  of  months 
ago  Mike  called  me  back  ?  id  told  me  that  due  to 
"circumstances  beyond  h.i  control,"  it  would  be 
really  much  better  if  he  could  move  my  talk  to 
Friday.  "Would  I  mind  terribly?" 

I  reminded  him  that  on  Friday  everybody  leaves 
and  that  it  would  be  nice  if  there  were  two  or 
three  people  in  the  audience  to  hear  my  talk,  after 
all  the  time  I  plan  to  spend  on  preparing  it.  "No 
problem,”  he  said,  "I  have  thought  up  a  really 
snazzy  title  to  your  speech— a  real  grabber.  We'll 
call  it  "DOE  Initiatives  and  Technology  Transfer — 
A  High  Tech  Approach.  That  will  really  grab  their 
attention*  Just  one  more  thing — we  really  need 
for  all  the  speakers  to  provide  a  written  text  of 
their  speech."  Disaster*  I  was  so  upset  by  the 
prospect  I  forgot  to  protest  being  moved  to  Fri¬ 
day*  Speaking  from  a  written  text  is  about  as 
foreign  to  my  nature  as  going  on  a  cottage  cheese 
diet  would  be  to  John  Puckett*  However,  I  have 
dutifully  prepared  such  a  text  and  I  am  now  giving 
it  to  Mike  Lower.  Those  of  you  who  take  the  trou¬ 
ble  to  read  it  in  your  journal,  however,  will  note 
that  it  bears  very  little  resemblance  to  what  I  am 
going  to  talk  to  you  about  today,  fer  the  afore¬ 
mentioned  reason. 

In  any  event,  in  order  to  grab  your  attention  as 
promised.  I  have  titled  my  talk  as  Mike  suggested 
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"DOE  Initiatives  and  Technology  Transfer— A  High 
Tech  Approach."  However,  I'm  really  going  to 
talk  to  you  about  DOE  perspectives  and  technol¬ 
ogy  transfer,  since,  as  I  have  said,  almost  every¬ 
thing  we  do  in  the  DOF.  is  by  definition  high  tech. 

The  DOE  Dilemma 

The  DOE  is  in  a  somewhat  unique  position  in 
the  Government,  in  that  it  is  required  by  statute 
both  to  disseminate  technology  and  to  control 
aspects  of  the  same  type  of  technology.  The  prin¬ 
cipal  statute  governing  DOE  operations,  the  Atomic 
Energy  Act  is,  in  itself,  somewhat  internally 
inconsistent,  in  this  regard.  For  example,  in  Sec¬ 
tion  141a,  the  Act  requires  the  DOE  to  take  appro¬ 
priate  measures  to  safeguard  and  prevent  the 
unauthorized  disclosure  of  Restricted  Data,  which 
is  defined  quite  broadly  as  ", all  data  concerning 
the  design,  manufacture,  or  utilization  of  atomic 
weapons,  and  the  production  of  special  nuclear 

material _ "  Meanwhile,  Section  141b  of  the  Act 

requires  that  the  DOE  take  approoriate  measures 
to  maximize  the  publication  and  dissemination 
of  technology  developed  by  the  Department's 
research  and  development  program  to  the  max¬ 
imum  extent  possible  "so  as  to  provide  that  free 
interchange  of  ideas  and  criticism  which  is  essen¬ 
tial  to  scientific  and  industrial  progress  and  public 
understanding  and  to  enlarge  the  fund  of  tech¬ 
nical  information." 

As  if  this  weren't  confusing  enough.  Sections 
147  and  148  of  the  Act,  which  were  enacted  in 
1980  and  1981,  respectively,  further  require  the 
Secretary  to  take  appropriate  measures  to  pro¬ 
hibit  from  unauthorized  disclosure  certain  spec¬ 
ified  unclassified  information  concerning  nuclear 
safeguards,  security,  and  weapon  and  facility 
design. 

To  further  complicate  matters.  Congress  passed 
the  Stevenson-Wydler  Technology  Innovation  Act 
of  1980,  which  requires,  inter  alia,  that  the  DOE 
spend  one-half  of  one  percent  of  its  R&D  budget 
to  transfer  technology. 

As  an  additional  complication  in  the  lives  of 
DOE  Classification  and  Technical  Information  staff, 
the  DOE  is  also  subject  of  course  to  Executive 
Order  12356  and  other  "guidance."  in  the  form 
of  statutes.  Executive  Orders,  etc.,  such  as  The 
Export  Administration  Act  of  1979.  The  Interna¬ 
tional  Traffic  and  Arm*  emulations.  The  Mutual 
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Security  Act  of  1954,  and  The  Commodity  Control 
List,  The  Military  Critical  Technology  List,  etc., 
etc.,  etc. 

A  DOE  Perspective 

"Well,"  you  might  well  ask,  "what  can  the  DOE 
possibly  do  to  get  a  handle  on  that  sort  of  a  sit¬ 
uation?"  The  answer  is.  it  isn’t  easy.  As  a  first 
step,  we  have  taken  steps  to  organize,  to  the  extent 
possible,  our  philosophical  approach  toward  a 
concept  which  identifies,  to  the  extent  possible, 
the  form  that  the  technology  transfer  may  take. 
As  you  c«n  see  from  the  slide,  there  are  a  number 
of  different  ways  of  looking  at  the  scope  of  the 
threat,  including  those  indicated  on  the  slide  and 
others. 

FIGURE  2 
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Philosophically,  because  of  the  balancing 
required  by  the  various  statutes.  Executive  Orders, 
etc.,  which  apply,  it  is  necessary  for  the  DOE  to 
adopt  >  policy  which  allows  DOE  researchers  and 
contractors  to  take  maximum  technical  risks,  while 
requiring  mimimum  commercial  risks  by  those 
commercial  entities  participating  m  the  tech- 
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nology  transfer  program.  At  the  same  time,  it  is 
important  that  the  DOE,  in  disseminating  as  much 
as  possible  of  the  valuable  results  of  DOE  research 
and  development,  maintain  operational  flexibil¬ 
ity,  and  of  course,  in  all  cases,  safeguard  National 
Security.  In  order  to  best  accomplish  these  objec¬ 
tives,  we  believe  it  is  essential  that  results  of  all 
DOE  supported  Research  and  Development  be 
carefully  analyzed  for  technical  content  by  per¬ 
sonnel  who  are  both  technically  competent  in  the 
subject  matter  and  highly  trained  in  the  policy 
issues  affecting  classification,  other  categories  of 
sensitive  information,  and  technical  information 
dissemination. 
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Developing  e  Coherent  Policy — 
Organizational  Initiatives 

Organizationally,  the  DOE,  like  other  Federal 
departments,  has  both  a  headquarters  and  field 
structure  As  you  might  expect,  headquarters 
entities  are  primarily  responsible  for  develop¬ 
ment  and  coordination  of  broad  policy  issues  and 
ir.  maximizing  intra-department  consistency,  both 
at  headquarters  and  in  the  field,  in  the  application 


of  policies  developed.  As  you  can  see  by  the  slide, 
because  of  the  complexity  in  the  many  facets  of 
technology  transfer,  there  are  an  unusually  large 
number  of  DOE  headquarters  entities  involved  in 
one  or  more  aspects  of  the  technology  transfer 
program.  Ratherthari  bore  you  with  a  translation 
of  all  the  acronyms  shown,  let  me  just  point  out 
one  of  the  major  organizational  characteristics  of 
all  DOE  information  control  programs,  i.e.,  differ¬ 
ent  organizations  are  responsible  for  formulating 
policies  regarding  the  sensitivity,  identification, 
and  protection  of  information.  This  istrue  in  both 
classified  and  unclassified  areas. 

FIGURE  5 
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The  DOE  field  structure  is  similar,  except  for 
two  factors.  First,  because  of  the  nature  of  field 
activities  and  the  much  smaller  resources  avail¬ 
able  at  each  field  office,  functions  are  necessarily 
grouped.  In  many  cases,  in  view  of  the  required 
balancing  which  I  mentioned  above,  functions 
relating  to  the  protection  and  the  dissemination 
of  information  are  assigned  to  the  same  organi¬ 
zational  entity.  However,  as  I  indicated  was  the 
case  for  headquarters,  in  almost  all  cases,  func¬ 
tions  relating  to  determining  information  sensi¬ 
tivity  and  identification,  are  separated  from  those 
involving  information  protection  or  other  secu¬ 
rity  issues. 

Another  somewhat  unique  aspect  of  DOE  field 
operations  is  the  close  relationship  between  DOE 
Government  field  activities  ?nd  DOE  integrated 
contractors.  Organization  of  Technology  Transfer 
functions  at  the  major  integrated  DOE  contrac¬ 
tors  generally  parallels  quite  closely  with  DOE 
organization  in  the  sensitive  information  identi- 
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FIGURE  6 
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fication  and  control  areas.  Moreover,  these  major 
contractors  generally  operate,  within  their  own 
organizations,  direct  extensions  of  the  DOE.  For 
example,  in  the  DOE,  much  classification  guid¬ 
ance  is  written  by  and  for  individual  contractors 
by  contractor  personnel  and  contractor  person¬ 
nel  are  required  to  appoint  an  "appropriate" 
number  of  authorized  classifers,  both  derivative 
£,nd  original. 

Thus,  while  DOE  exercises  policy  control  over 
its  contractors,  formulation  of  policy  and  proce¬ 
dures  utilized  for  day-to-day  operations  or  for 
application  to  information  unique  to  a  specific 
contractor  is  handled  directly  by  the  contractors 
with  only  general  oversight  by  the  DOE. 

Albuquerque  Operations  Office  (DOE/AL) — 
A  DOE  Microcosm 

In  order,  hopefully,  to  clarify  the  organizational 
generalities  discussed  above,  in  the  remainder  of 
this  talk  I  will  address  how  these  organizational 
concepts  and  information  policies  are  applied  at 
the  DOE's  largest  field  office,  the  Albuquerque 
Operations  Office,  of  which,  coincidentally,  I  am 
a  part.  As  the  slide  alleges,  Albuquerque  Oper¬ 
ations  Office  is  in  many  respects,  a  DOE  micro¬ 
cosm,  and  has  responsibility  for  a  wide  range  of 
DOE  programs,  including  both  nuclear  weapons 
and  nonweapons  research  and  development, 
major  activities  such  as  the  Waste  Isolation  Pilot 
Plant,  and  the  Uranium  Mill  Tailing  Remedial 
Action  Project  and  a  number  of  other  major  pro¬ 
grams.  As  in  a  number  of  other  DOE  offices,  those 
functions  deal  with  technical  information  gener¬ 
ated  by  DOE  programs,  "technically  related  infor¬ 


mation,"  i.e.,  principally  that  disseminated  directed 
to  the  public  on  a  large  scale  through  the  media 
and  otherwise;  and  information  generated  by  DOE 
contractors  for  other  Government  agencies.  This 
last  category  of  information  I  have  termed  "reim¬ 
bursable.”  The  principal  Albuquerque  Oper¬ 
ations  Divisions  and  Offices  responsible  in  these 
areas  are  addressed  on  the  next  slide.  I  have  iden¬ 
tified,  as  you  can  see,  which  Divisions  are  respon¬ 
sible  for  which  information/functions. 
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Since  I  know  it  best,  and  Mike  Lower  promised 
you  I  would  speak  about  "High  Tech,"  and  it  cov¬ 
ers  the  majority  of  Albuquerque  Operations 
Technical  Information  activities,  I  would  like  to 
review  with  you  in  some  detail  the  programs 
administered  by  the  Classification  and  Technical 
Information  Division  (CTID).  I  have  listed  the  Divi¬ 
sion's  principal  programs  on  the  next  slide.  As 
you  can  see,  they  range  from  classification  of  the 
DOE's  most  sensitive  nuclear  weapons  informa¬ 
tion  to  operation  of  one  of  the  DOE's  principal 
mechanisms  for  disseminating  information  about 
nuclear  weapons  directly  to  the  public,  i.e.,  the 
National  Atomic  Museum. 

The  scope  of  Albuquerque  Operations  activi¬ 
ties  is  fairly  broad,  emcompassing  seven  major 
integrated  contractors  in  eight  states  and  a  host 
of  smaller  contractors  involving  both  classified 
and  unclassified  technical  information. 
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FIGURE  10 
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'  FREEDOM  OF  INFORMATION  ACT  (FOIA) 
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'  OFFICIAL  USE  ONLY  (OUO)  POLICY 


FIGURE  11 
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Classification  Management 

The  DOE  classification  program  is,  as  you  would 
expect,  responsible  for  the  identification  and 
categorization  of  the  most  sensitive  information 
regarding  both  weapons  and  nonweapons  pro¬ 
grams  generated  by  the  DOE  and  its  contractors. 
It's  worth  emphasizing  again  here,  I  believe,  that 
even  at,  or  perhaps  especially  at,  the  field  level, 
the  DOE  emphasis  in  formulating  policy  regard¬ 
ing  the  identification  and  categorization  of  clas¬ 
sified  information  is  on  technical  analysis  of  the 
information,  by  technical  people,  who  must  have 
a  state-of-the-art  technical  understanding  of  the 
subject  matter,  as  well  as  remaining  completely 
current  regarding  DOE  and  U.S.  Government 
classification  policy.,  Again,  this  is  seen,  within 
the  DOE,  as  a  function  distinctly  separate  from 
security.  On  the  next  slide,  I  have  shown  the  func¬ 
tional  relationships  between  the  various  entities 
involved  in  the  DOE  classification  program  and 
in  the  various  level  of  classification  guides  gen¬ 
erated  by  the  DOE,  and  its  contractors,  and  uti¬ 
lized  by  DOE,  its  contractors  and  personnel  from 
other  Government  agencies  and  contractors.  As 
you  can  see,  in  this  structure,  the  field  office  is 


the  link  between  the  contractors  and  DOE  head¬ 
quarters.  As  such,  the  field  office  operates  as  sort 
of  a  buffer  and  "information  filter"  between  these 
two  somewhat  disparate  entities,  while  still 
allowing  relatively  direct  and  short  lines  of  com¬ 
munications  throughout  the  entire  structure. 

FIGURE  12 
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Similarly,  in  the  formulation  of  classification 
guidance,  local  classification  guidance  for  use  by 
one  or  more  contractors  for  a  very  specific  proj¬ 
ect,  is  based  on  higher  level  guidance,  prepared 
either  in  the  field  or  at  Headquarters  as  appro¬ 
priate.  In  this  regard,  one  important  aspect  in  the 
development  of  DOE  classification  guidance  is 
that  field  office  and  contractor  input  and  evalua¬ 
tion  is  an  essential  part  of  the  development  of 
even  the  highest  level  of  DOE  classification  and 
policy  guidance. 

Just  a  couple  of  final  notes  about  classification 
program  administration.  The  Albuquerque  Oper¬ 
ations  Office  maintains  a  small  office  at  most  of 
its  major  contractors.  This  office,  which  directly 
oversees  the  contract,  commonly  is  termed  an 
"Area  Office." 

Finally,  each  contractor,  no  matteer  how  small, 
with  a  contract  potentially  involving  classified 
information  is  required  to  have  a  technical  person 
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responsible  for  operation  of  the  classification 
program.  At  major  contractors,  this  "Classifica¬ 
tion  Officer"  has  a  staff  of  as  many  as  5-10  addi¬ 
tional  technical  personnel  to  assist  in  administer¬ 
ing  the  classification  program  at  the  contractor. 
However,  an  unusual  feature  of  the  DOE  program 
is  that  these  "Classification"  personnel,  as  well 
as  those  in  the  DOE  area  offices,  do  very  little 
actual  classifying  of  documents.  This  function  is 
performed  almost  exclusively  by  technical  pro¬ 
grammatic  personnel  who  have  been  appointed 
as  either  original  or  derivative  authorized  classi¬ 
fiers.  Only  in  borderline,  unique,  or  brand  new 
areas  are  classification  decisions  regarding  spe¬ 
cific  documents  generally  made  by  the  Classifi¬ 
cation  Office  staff. 


FIGURE  14 
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Technical  Information  Program 
Management 

The  next  major  function  of  the  Classification 
and  Technical  Information  Division  is  almost  the 
exact  converse  of  the  classification  function,  i.e., 
it  is  the  purpose  of  the  Technical  Information  Pro¬ 
gram  to  ensure  that  the  results  of  all  publicly 
funded  research  and  development  are  recorded, 
preserved,  published  and  disseminated  to  the 
maximum  appropriate  extent,  so  as  to  increase 
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FIGURE  16 

TECHNOLOGY  TRANSFER  ASPECTS  OF  THE  TECHNICAL 
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the  national  technical  energy  data  base,  avoid 
R&D  redundancy  and  improve  technical  com¬ 
munications,  both  within  and  without  the  DOE. 
As  indicated  several  times  previously,  accom¬ 
plishments  of  these  objectives  require  some  del¬ 
icate  balancing,  including  close  liason  with  other 
organizations  responsible  for  either  controlling 
or  promoting  technology  transfer. 

The  National  Atomic  Muaeum 

One  of  my  favorite  aspects  of  the  DOE  technical 
information  program  is  the  National  Atomic 
Museum  which  I  like  to  categorize  as  a  "unique 
national  resource."  As  you  can  see  from  the  slide, 
the  National  Atomic  Museum  has  a  number  of 
functions  and  a  variety  of  exhibits  relating  both 
to  nuclear  weapons  and  to  non-weapons  DOE 
activities.  However,  the  focus  of  the  Museum  is, 
and  always  has  been,  the  preservation  of  the  his¬ 
tory  of  nuclear  weapons.  It  is  the  DOE’s  principal 
medium  for  communicating  to  the  public  the  his¬ 
tory  of  this  program  which  continues  to  have 
such  a  major  impact  upon  all  of  our  lives.  The 
Museum  is  not  a  public  relations  medium  as  such, 
but  rather  attempts  to  portray  the  history  of  the 
nuclear  weapons  program  in  as  dispassionate 
and  objective  a  fashion  as  possible.  For  those  of 
you  who  might  be  interested  in  the  Museum,  I 
have  brought  along  a  few  brochures  describing 
the  Museum  and  its  activities.  As  you  can  see 
from  the  slide,  the  Museum  is  a  major  attraction 
in  Albuquerque.  It  is  not  uncommon  in  an  aver¬ 
age  month  to  have  visitors  from  more  than  45 
states  and  a  large  number  of  foreign  countries. 


FIGURE  17 

t»«  NAIktNAl  ATOMIC  MtttlM 
-AUNKXI  NATION*  f 


*  TNTIRAUINCV 

*  WITH  If -A  4  ISM  V 

*  AVI  HO  RAD  HI  ININIIANC  y 
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NATIONAL  A T OMC  MUSEUM  FUNCTIONS  AND  ACTIVITIES 


o  CONTAINS  NUMEROUS  SCIENCE  AND  ENERGY  EXHIBITS 

o  CONTAINS  THE  WORLD'S  MOST  COLCLETE  COLLECTION  OF 
NUCLEAR  WEAPON  SHAPES 

o  EXHIBITS  THE  MOST  COMPREHENSIVE  HISTORY  OF  THE 
DEVELOPMENT  OF  NUCLEAR  WEAPONS 

o  SERVES  AS  A  MAJOR  INTERNATIONAL  TOURIST 
ATTRACTION  (VISITORS  FROM  MORE  THAN  100  COUNTRIES) 

o  LIBRARY,  PUBLIC  (DOCUMENT  ROOM 
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The  Freedom  of  Informetion  Act 

Another  program  which  in  the  DOE  is  very  much 
related  to,  although  not  coincident  with,  the  tech¬ 
nical  information  program,  is  the  Freedom  of 
Information  Program.  As  you  are  no  doubt  aware, 
the  Freedom  of  Information  A't  codifies  the  pub¬ 
lic's  "right-to-know"  what  its  government  is  doing. 
The  original  intent  of  the  Act  was  to  ensure  that 
members  of  the  public  had  an  opportunity  to 
become  better  informed  regarding  the  activities 
of  their  government.  However,  our  current  expe¬ 
rience,  especially  in  the  Albuquerque  Operations 
Office,  because  of  our  highly  technical  nature,  is 
that  most  Freedom  of  Information  Act  requests: 

•  Deal  with  Technical  Information; 

•  Are  frequently  attempts  at  industrial  espi¬ 
onage:  or,  seek  to  acquire  "free"  technol¬ 
ogy;  and 

•  Are  a  means  by  which  the  requestor  hopes 
to  acquire  classified  information,  in  many 
cases  involving  the  design  of  nuclear 
weapons. 


THE  FREEDOM  OF  INFORMATION  ACT  (FOIA) 

’  CODIFIES  THE  PUBL HT'S  "RIGHT  TO KNOW" 

•  ORIGINAL  INTENT  -  A  BET  TER  INFORMED  CITIZENRY 

•  CURRENT  EXPERIENCE 

*  INDUSTRIAL  ESPIONAGE 

*  ACQUISI TION  OF  "FREE"  TECHNOLOGY 

*  CLASSIFIED  INFO 

Thus,  it  is  extremely  important  that  the  DOE 
personnel  responsible  for  administering  the 
Freedom  of  Information  Program  are  completely 
cognizant  of  DOE  policy  regarding  the  control  of 
sensitive  information  and  that  they  cooperate 
closely  with  those  organizational  entities  respon¬ 
sible  for  controlling  or  promoting  technology 
transfer.  Hence,  the  inclusion  of  the  Freedom  of 
Information  Program  in  the  Classification  and 
Technical  Information  Division. 

Unclassified  Controlled  Nuclear 
Information  (UCNI) 

As  mentioned  earlier,  in  an  attempt  to  further 
control  the  dissemination  of  sensitive  unclassi¬ 
fied  information,  the  Congress  in  1981  passed 
Atomic  Energy  Act  Section  148,  which  authorizes 
disclosure  controls  for  sensitive  unclassified 
information  in  three  general  areas:nuclear  facil¬ 
ity  design,  security  of  nuclear  facilities,  and 
unclassified  nuclear  weapon  design  manufacture 
or  utilization  information.  Those  of  you  who 
attended  last  year's  seminar  will  recall  that  Trisha 
Chico  from  the  DOE's  Office  of  Defense  Pro¬ 
grams,  provided  you  with  a  comprehensive 
account  of  the  origins  of  Section  148  and  the 
DOE's  plans  for  implementing  it.  In  the  next  cou¬ 
ple  of  slides.  I'll  summarize  briefly  for  those  of 
you  who  were  not  at  the  seminar  last  year  and 
update  for  those  of  you  who  were  here  the  cur¬ 
rent  status  of  the  DOE's  program  for  the  control 
of  this  sensitive  unclassified  information,  which 
has  been  named  "Unclassified  Controlled  Nuclear 
Information"  or  UCNI  for  short. 

One  of  the  things  that  we  have  attempted  to  do 
in  the  past  year  in  the  DOE  with  regard  to  UCNI 
is  to  define  specifically,  for  the  benefit  especially 
of  the  general  public,  exactly  to  what  types  of 
information  UCNI  is  meant  to  apply  and  to  what 
types  of  information  UCNI  is  not  meant  to  apply. 
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FIGURE  21 

UNCLASSIFIED  CONTROLLED  NUCLEAR  INFORMATION  (UCNI) 

•  AEA  SECTION  148(1981) 

•  AUTHORIZED  DISCLOSURE  CONTROLS  FOR  UNCLASSIFIED 

INFORMATION  IN  )  AREAS: 

*  FACILITY  DESIGN 

*  SECURITY 

*  NUCLEAR  WEAPON  DESIGN,  MANUFACTURE  OR 
UTUZATION 

In  this  regard,  the  DOE  regulation  implementing 
Section  148  of  the  Atomic  Energy  Act  specifies 
that  UCNI  specifically  applies  only  to  Govern¬ 
ment  information,  i.e.,  any  fact  or  concept  which 
is  either  owned  by  the  Government,  produced  by 
or  for  the  Government  or  under  Government  con¬ 
trol.  Specifically,  UCNI  does  not  apply  to  non- 
Government  information,  i.e.,  information  which 
does  not  fall  within  one  of  the  aforementioned 
categories.  To  make  the  intended  scope  of  UCNI 
even  clearer,  the  regulation  specifies  certain  pro¬ 
hibitions  regarding  the  administration  of  UCNI, 
and  also  a  number  of  areas  of  scientific  and  tech¬ 
nical  endeavor,  types  of  records  and  certain  tech¬ 
nical  programs  to  which  UCNI  specifically  does 
not  apply. 

FIGURE  22 

GOVERNMENT  INFORMATION 
ANY  FACT  OR  CONCEPT- 

•  OWNED  BY  THE  GOVERNMENT 

•  PRODUCED  BY  OR  FOR  THE 
GOVERNMENT 

•  UNDER  GOVERNMENT  CONTROL 

With  regard  to  the  prohibitions  on  the  use  of 
UCNI,  assumming  that  the  information  or  docu¬ 
ments  under  consideration  are  in  fact  Govern¬ 
ment  information  or  documents,  prohibitions 
regarding  the  use  of  UCNI  generally  parallel  those 
applied  to  classification.  Two  items  which  are 
somewhat  unique  to  the  UCNI  environment  are 
the  prohibitions  against  identifying  information 
or  documents  as  UCNI  in  order  to  restrain  com¬ 
petition  or  prevent  or  delay  the  release  of  infor¬ 
mation  which  is  not  in  itself  UCNI. 


FIGURE  23 

PROHIBITIONS 

•  CONCEAL- 

-  VIOLATIONS  OF  LAW 

-  INEFFICIENCY 

-  ADMINISTRATIVE  ERROR 


•  PERSONAL  OR  ORGANIZATIONAL 
EMBARRASSMENT 

9  RESTRAIN  COMPETITION 

•  PREVENT/DELAY  RELEASE  OF 
INFORMATION  NOT  UCNI 

Among  the  exemptions,  aside  from  the  obvious 
exemptions  listed  on  the  first  half  of  Figure  24, 1 
believe  it  is  worth  noting  that  essentially  all  health 
and  safety  information  which  is  not  specifically 
required  to  be  protected  for  reasons  other  than 
safety  and  health,  as  well  as  essentially  all  pro- 
gramrr:..ii*  or  technical  information  concerning 
low  levc.  commercial  radioactive  waste  ship¬ 
ments  and  the  Waste  Isolation  Pilot  Plant  is  spe¬ 
cifically  exempt  from  the  scope  of  UCNI. 

FIGURE  24 

EXEMPTIONS 

•  NONGOVERNMENT  INFORMATION 

•  NOT  ATOMIC  ENERGY  DEFENSE 

PROGRAMS 

•  CLASSIFIED  INFORMATION 

4  BASIC  SCIENTIFIC  INFORMATION 

•  EMPLOYEE  SAFETY  INFORMATION* 

•WITH  CXCimONS 

The  next  slide  provides  a  conceptual  diagram 
of  the  manner  in  which  UCNI  policy  is  formulated 
and  disseminated  to  appropriate  officials  for 
application  to  specific  documents.  Generally 
speaking,  the  program  and  procedures  outlined 
on  the  slide  closely  parallel  those  used  for  the 
DOE'S  classification  program.  The  key  point  is 
that  decisions  regarding  coverage  or  application 
of  UCNI  to  areas  of  information  are  made  at  a 


FIGURE  25 

EXEMPTIONS 


•  RADIATION  EXPOSURE  DATA 

-  PERSONAL  HEALTH  INFORMATION 

•  PUBLIC  HEALTH  AND  SAFETY 

-  ENVIRONMENTAL  INFORMATION* 

•  LOW  LEVEL/COMMERCIAL  RADIOACTIVr. 
WASTE  SHIPMENTS 

*WIPP* 


•WITH  IXCIPTIONS 


fairly  high,  centralized  level  and  then  dissemi¬ 
nated  widely  to  field  activities  for  specific  appli¬ 
cation  in  the  context  of  local  technical  programs 
and  documents.  In  this  way,  we  intend  to  maxi¬ 
mize,  to  the  extent  possible,  consistency  among 
various  DOE  and  DOE  contractor  entities  in  the 
application  of  UCNI  criteria. 

FIGURE  26 

AUTHORITIES 


INFORMATION  DOCUMENTS 


I  have  included  the  next  couple  of  slides  because 
they  reflect  a  salutary,  and  somewhat  unique 
approach  to  the  identification  and  marking  of 
sensitive  information.  As  you  will  note  on  the 
slides,  there  are  three  separate  markings  which 
are  authorized  under  appropriate  circumstances. 
The  marking  displayed  on  Figure  27  is  intended 
as  a  warning  to  personnel  receiving  Government 
information  in  the  form  of  documents  for  a  vari¬ 
ety  of  purposes,  that  the  information  in  the  doc¬ 
uments  so  received  is  within  the  scope  of  the 
information  generally  covered  by  Section  148.  By 


using  this  marking  as  a  warning  rather  than  as  a 
definitive  identification  of  information  authorita¬ 
tively  identified  as  UCNI,  it  should  be  possible  to 
provide  the  requisite  degree  of  protection  to  a 
relatively  large  number  of  documents,  while 
maintaining  the  centralized  review  procedures 
which  are  important  in  maximizing  consistency 
of  application. 


FIGURE  27 

MARKINGS 


WHO  MAY  APPLY? 
•  ANYONE 


WHEN? 

•  PENDING  REVIEW 

•  RETIREMENT 

•  OTHER 


NOTKMPUMK 

DtftMMINATtON 

CONTAIN!  INFORMATION  THAT 

MAY  li  SUftJfCT  TO  BiCTION 

14t  OF  THC  ATOMIC  INI  ROY  ACT 

OF  1M4.  A!  AMENOID  HI  UfC 

11ML  RfVttW  IT  THI 

DC  PART  MINT  OF  INCROV  WHOA 

TO  RKUAii  18  ACOUMttD. 


The  two  markings  illustrated  on  Figure  28  are 
alternative  methods  for  definitely  identifying 
information  as  UCNI.  The  first  marking,  which 
contains  the  maximum  amount  of  descriptive 
information  is  intended  for  general  applications. 
The  second  marking  is  an  alternative  for  use,  if 
for  any  reason,  it  is  impracticable  or  inconsistent 
with  the  purpose  of  Section  148  to  apply  the  more 
generalized  language.  In  summary,  it  is  hoped  by 
allowing  this  flexibility  in  marking  requirements, 
it  will  be  possible  efficiently  to  apply  Atomic  Energy 
Act  Section  148  across  the  DOE  and  still  retain 


FIGURE  28 

MARKINGS 


WHO  MAY  APPLY? 

•  REVIEWING  OFFICIAL 


WHEN? 

•  UPON  POSITIVE 
REVIEW  FOR  UCNI 
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the  required  degree  of  centralized  control  at  DOE 
Headquarters. 

Finally,  Figure  29  describes  the  physical  pro¬ 
tection  required  for  documents  containing  UCNI. 
In  general,  requirements  for  the  protection  of  UCNI 
closely  parallel  those  found  within  the  Govern¬ 
ment  for  information  which  has  been  designated 
Official  Use  Only  or  a  designation  equivalent,  or 
information  which  has  been  determined  to  be 
Proprietary  by  non-Government  business  enti¬ 
ties.  Thus,  "prudent  care"  might  be  termed  to  be 
the  criterion  required  for  the  protection  of  docu¬ 
ments  containing  UCNI.  In  this  regard,  the 
requirements  are  sufficiently  broad  that  a  variety 
of  conscientious,  well-thought-out  protection  plans 
will  be  equally  acceptable. 

FIGURE  29 

PHYSICAL  PROTECTION 

•  SECURE  CONTAINER 

•  LIMITED  ACCESS  AREA 

•  REPRODUCTION 

•  DESTRUCTION 

•  TRANSMISSION 

-MAIL 
-  PERSONAL 
-TELEPHONE 

•  COMPUTER  SYSTEMS 

For  those  of  you  who  are  interested,  I  have 
brought  with  me  a  couple  of  publications  by  my 
Division  which  describe  the  history  of,  and  cur¬ 
rent  procedures  concerning  the  handling  of,  UNCI 
by  the  DOE  in  general  and  the  Albuquerque  Oper¬ 
ations  Office  and  its  contractors  in  particular.  As 
you  can  see  from  the  slides,  the  DOE's  treatment 
of  Unclassified  Controlled  Nuclear  Information  is 
roughly  analagous  to  its  program  for  the  identi¬ 
fication  and  control  of  classified  information,  albeit 
with  somewhat  less  stringent  specifications  and 
controls,  as  is  appropriate  for  information  which 
is  afterall,  by  definition,  unclassified. 

Militarily  Critical  Technologies 

Another  interesting  program  which  has  been 
receiving  a  lot  of  attention  lately  is  the  Militarily 


Critical  Technologies  List  (MCTL).  As  you  will  recall, 
the  MCTL  is  an  attempt  to  list  all  of  the  technol¬ 
ogies  which  would  be  of  military  significance  to 
foreign  countries.  As  interesting  technology 
transfer  aspect  of  the  MCTL  is  that,  unfortunately, 
the  mere  listing  of  all  of  the  technologies  which 
the  United  States  considers  to  be  of  military  sig¬ 
nificance  provides  a  substantial  amount  of  poten¬ 
tially  useful  intelligence  information  and  might 
even,  through  the  relationships  of  various  tech¬ 
nologies  listed,  act  as  a  technology  transfer 
medium. 


FIGURE  30 

THf  ML  IT  ARLY  CRITICAL  TECHNCLOGIESLIST  (MCTL) 

‘  AN  ATTEST  TO  IOCNTIEY  KEY  MILITARY  TECHNOLOGIES 
’  PURPOSE 

*  ID  PREREQUISITE  TO  CONTROL 

*  CL  AS  SIT  |C  AT  ION  ISSUE 
'  STATUS 

For  this  reason,  it  has  been  difficult  for  the 
agencies  involved  with  the  MCTL  to  agree  upon 
an  unclassified  list.  An  unclassified  list  is  of  course 
desired,  because  unless  the  list  can  be  made 
unclassified,  it  obviously  can  not  be  published  to 
uncleared  commercial  concerns,  in  order  that  they 
may  be  advised  to  control  the  export  of  technol¬ 
ogies  on  the  list. 

Official  Uea  Only  (OUO)  Information 

Related  to,  but  distinct  from  the  DOE’s  UCNI 
program  is  the  program  for  control  of  informa¬ 
tion  desig  nated  for  Office  Use  Only  (OUO).  Within 
the  DOE,  the  OUO  designation  is  used  to  refer  to 
information  which  falls  within  one  of  the  non¬ 
classification  exemptions  to  the  Freedom  of 
Information  Act.  DOE  policy  with  regard  to  FOIA 
exemptions,  is  of  course,  consistent  with  the  intent 
of  the  Act,  i.e.,  all  of  the  exemptions  are  permis¬ 
sive.  Therefore,  if  information  which  is  desig¬ 
nated  as  OUO  is  requested  under  the  FOIA,  it  will 
be  reviewed  and  considered  for  release  to  the 
public.  Since,  as  mentioned  before,  many  of  our 
current  FOIA  requests  relate  to  DOE  technical 
contracts  or  programs,  andin  view  of  the  rela¬ 
tionship  between  OUO  and  the  FOIA  in  the  DOE, 
thereare  substantial  potential  technology  trans¬ 
fer  signific>  nee  in  much  of  the  DOE's  OUO  infor¬ 
mation. 
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FIGURE  31 

OFFICIAL  U5F  ONL  Y  (OUO)  INFORMATION 
'  RELATIONSHIP  TO 
'  FOIA 
'  UCNI 
•  OOE  POLICY 

'  TECHNOLOGY  TRANSFER  SIGNIFICANCE 

The  Technology  Trensfer  Threet — Reel  or 
Imegined? 

As  you  can  see,  we  have  a  multiplicity  of  pro¬ 
grams  in  the  DOE,  and  specifically  at  DOE  field 
offices,  concerned  with  the  technology  transfer 
threat.  These  programs  are  continuing  to  grow 
in  significance  as  more  and  more  people,  both  in 
government  and  industry,  realize  that  the  tech¬ 
nology  transfer  threat  is,  in  fact,  real.  As  we  have 
heard  from  a  number  of  the  previous  speakers,  it 
is  not  only  a  very  real  problem;  it's  a  problem 
that  is  going  to  get  harder  and  harder  to  solve  as 
the  United  States  and  the  world  move  into  the 
post-industrial  age,  where  technology  is  power, 
as  well  as  being  a  vital  ingredient  in  national 
wealth;  and  instantaneous  communications 
between  all  points  on  the  globe  are  a  fact  of  life. 

We've  heard  a  number  of  interesting  technol¬ 
ogy  transfer  "war  stories"  during  the  past  couple 
of  days,  and  DOE  certainly  has  its  share  also.  As 
you  might  expect,  given  the  DOE's  rather  i  nusual 
requirements  to  both  promote  and  control  tech¬ 
nology  transfer,  some  of  the  DOE  war  stories  are 
a  little  different. 

For  example  not  too  long  ago,  Sandia  Labora¬ 
tories  was  engaged  with  several  other  countries 
in  a  major  project  to  design  commercially  feasi¬ 
ble  solar  energy  systems.  Naturally,  since  Sandia 
Laboratories  was  involved,  the  technology 
involved  was  very  sophisticated  and  quite  valu¬ 
able.  Because  of  this,  a  middle  eastern  country, 
not  part  of  the  project,  requested  access  to  design 
and  performance  data  regarding  the  system.  Since 
the  data  was  quite  valuable,  the  request  was 
refused. 

However,  knowing  that  the  information  was 
unclassified,  knowing  a  little  about  how  the  U.S. 
Freedom  of  Information  Act  operated,  and  being 
rather  clever,  the  company  from  the  middle  east¬ 
ern  country  formed  a  corporation  in  the  United 
States  and  demanded  that  the  DOE  allow  them 


access  to  the  technology  under  the  Stevenson- 
Wydler  Act,  since  they  were  now  a  U.S.  company. 

Since  the  Freedom  of  Information  Act  does  not 
require  requestors  to  be  U.S.  citizens,  the  com¬ 
pany  could  conceivably  have  made  a  formal  FOIA 
request,  even  without  forming  the  U.S.  corpora¬ 
tion.  However,  they  correctly  perceived  that  the 
DOE  would  be  much  more  likely  to  give  the  tech¬ 
nology  willingly  to  a  U.S.  corporation.  Since  the 
technology  was  unclassified,  and  since  the  dis¬ 
semination  of  the  technology  was  consistent  with 
the  purposes  of  the  Stevenson-Wydler  Act,  the 
DOE  was  obliged  to  provide  the  technology  to 
the  U.S.  corporation. 

As  might  be  expected  in  our  position  as  Mon¬ 
day  morning  quarterbacks,  the  U.S.  corporation 
gave  the  technology  to  their  foreign  parent  com¬ 
pany,  which  then  used  the  information  received 
to  outbid  all  U.S.  bidders  for  a  recent  major  con¬ 
tract  to  build  a  solar  energy  system  in  the  United 
States.  Without  the  technology  that  they  had 
received  from  Sandia  via  the  DOE,  they  would 
not  have  been  able  to  bid  responsively  on  the 
contract,  nor  would  they  have  been  able  to  build 
the  system. 

A  slightly  different  kind  of  war  story  that  we 
run  in:o  from  time  to  time  in  the  DOE  relates  to 
nuclear  weapon  technologies  that  are  not  unique 
weapons,  such  as  sophisticated  electronics. 
Recently,  a  concern  was  raised  that  certain  elec¬ 
tronic  technology  which  is  used  extensively  in 
nuclear  weapons,  but  which  had  been,  in  the  main, 
determined  to  be  unclassified  some  years  ago, 
would  be  useful  to  possibly  inimical  countries  or 
subnational  groups  for  various  military  pur¬ 
poses.  A  meeting  was  held  to  discuss  what  could 
be  dune  to  perhaps  identify  the  key  components 
of  the  technology  and  then  attempt  to  put  some 
restrictions  on  these  key  bits  of  information. 

After  about  two  hours  of  meetings,  with  all  of 
the  experts  analyzing  the  details  of  the  technol¬ 
ogy  from  every  conceivable  angle,  it  was  deter¬ 
mined  that  enough  key  components  of  the  tech¬ 
nology  had  been  disseminated  that,  as  one  mem¬ 
ber  of  the  group  put  it,  "no  matter  what  we  do, 
eventually  the  technology  will  still  be  available 
from  Radio  Shack!" 

As  you've  heard  all  week,  and  as  I  have  com¬ 
municated  today,  the  technology  transfer  control 
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problem  is  a  knotty  one  indeed,  and  one  with 
which  we  are  just  beginning  to  make  a  coordi¬ 
nated  and  enlightened  attempt  to  deal.  We  cer¬ 
tainly  don't  have  all  the  answers  yet  and  as  you 
can  see  from  the  plethora  of  organizations  just 
within  the  DOE  concerned  with  technology  trans¬ 
fer,  it  is  going  to  take  really  enlightened  com¬ 
munication  and  coordination  both  within  govern¬ 
ment  agencies  and  commerical  companies,  and 
especially  between  the  government  and  its  con¬ 
tractors  if  we  are  going  to  be  really  effective  in 
dealing  with  the  problem. 

FIGURE  32 

IK  TECHNOLOGY  TRANSFER  THREAT 
REAL  OR  IMAGINED? 

At  least,  as  you've  seen  from  the  presentations 
in  the  past  several  days,  we  are  certainly  becom¬ 
ing  more  alert  to  the  problem  and  are  beginning 
to  understand  the  "real  world"  situation  w'th 
regard  to  the  ways  in  which  valuable  technology 
is  inadvertently  and  unfortunately  erroneously 
dissemianted. 

FIGURE  33 

LAN  WE  MAKE  TICIMILIliY  IH  ANVER  WIICY  WORK? 

Kl  V  I  LI  ME  NTS 

'  INI  IGHIENEO  INIEH/INTRA  ACI  NTV 

COMM*  INK  AT  lONS/t  DORIAN  AT  K)N/SYNII€  51% 

'  Kl  AL  WORLD-  ANAL  YSIS 

Thus,  in  summary,  the  bottom  line  is  to  be 
successful  our  technology  transfer  policy  both 
within  and  without  the  government,  must  be  clear, 
coherent,  consistent,  technically  defensible,  cog¬ 
nizant  of  what  the  "real  world"  situation  is  both 
with  regard  to  the  technology  and  to  legal  and 
political  arena  in  which  it  exists.  Even  though 
individual  technology  transfer  issues  may  appear 
small,  we  cannot  afford  to  allow  ourselves  the 
false  sense  of  complacency  exemplified  by  the 
cows  that  were  wading  through  a  Brazilian  river 
which  had  a  lot  of  funny  looking  small  fish  in  it, 
each  of  which  was  only  four  to  six  inches  long. 
One  cow  noticed  this  and  remarked  to  the  other 
cow,  "I  guess  we  don't  need  to  worry  about  the 
fish  in  this  river,  they're  only  four  inches  long  or 
so!" 


FIGURE  34 

TK  BOTTOM  LINE 

TO  BE  SUCCESSFUL,  POLICY  MUST  BEl 
‘  CLEAR 
‘  COKRENT 
*  CONSISTENT 
'  TECHNICALLY  DEFENSIBLE 
'  COGNIZANT  OF  "REAL  WORLO" 

...GOVERNMENT-WIDE! 

SAFEGUARDING  ADVANCED  CONCEPTS  AND 

TECHNOLOGIES 

(A  Users  Point  of  View) 

Joseph  R.  Cacek,  Jr. 

Chlof,  Security  Management 
USAF  Spece  Division 
Los  Angeles,  CA 

When  first  approached  to  speak,  I  really  won¬ 
dered  what  I  had  to  offer  to  a  group  as  experi¬ 
enced  as  this.  I  finally  decided  that  since  I  had 
some  experience  as  a  user  of  the  Industrial  and 
Information  Security  Programs,  I  might  have  a 
little  different  perspective  on  the  implementation 
of  a  DoD-wide  program  for  controlling  illicit  tech¬ 
nology  transfer. 

I.  Parallels  with  the  current  Information; 
Industrlel  Security  Programs: 

a.  DoD  has  apparently  made  a  decision  to 
springboard  off  of  the  Information  Industrial 
Security  Programs.  The  current  team  approach 
(i.e.,  DIS,  Industry,  User  Agencies)  works. 

b.  Security  Professionals  (i.e.,  DIS,  Indusiry, 
User  Agencies)  will  have  both  great  responsibil¬ 
ities  and  greater  responsibilities  under  this  pro¬ 
gram. 

FIGURE  1 

Parallels  with  the  Industrial 
Security  Program: 

•  Team  Approach 

•  Implementing  Directives 

e  "User  Agency"  Responsibilities 

•  Opportunities 
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II.  Responsibilities: 

a.  Establish  a  Professional  Image. 

b.  Educate  both  our  ManagementCommand, 
and  ourselves.  ("5-pounds  of  security")  (Get  our¬ 
selves  closer  to  the  technologies.  Get  out  from 
behind  the  desk!)  Educate  our  organizations  to 
the  reality  of  the  threat. 

c.  Development  and  Documentation  of  spe¬ 
cific  control  measures,  which  must  be  "do-able," 
affordable,  and  realistic. 

d.  Management  of  those  aspects  under  our 
control,  and  implementation  of  good  security 
practices  within  our  own  organizations. 


FIGURE  2 

Responsibilities 

•  Establish  an  Image 

•  Educate 

•  Stipulate 

•  Control 


III.  Development  of  Specific  Control 
Techniques: 

a.  All  developmental  efforts  follow  a  relatively 
predictable  pattern.  By  learning  what  this  pattern 
is  within  our  own  organizations,  we  can  choose 
the  appropriate  milestones  for  inserting  security, 
OPSEC,  and  or  Technology  Transfer  controls, 
without  excessive  impact  on  a  programs  prog¬ 
ress. 

b.  Within  industry,  and  at  least  the  USAF,  the 
term  "System  Security  Engineering"  is  coming 
into  common  usage. 

c.  Failure  to  adopt  a  "Systems  Engineering" 
approach  will  inevitably  result  in  expensive  secu¬ 


rity  "band-Aids"  being  applied  to  programs.  In 
some  cases,  we  have  seen  these  retrofit  security 
measures  become  so  expensive  that  they  have 
actually  become  financial  tourniquets,  killing  a 
number  of  programs. 


FIGURE  3 

•  Standard  Timelines 


Initial  Program 

Concept  Funding 

•  "System  Security  Engineering" 

•  Expensive  Band-Aids  vs  Tourniquet 


IV.  Some  Control  Techniques: 

a.  Foreign  Disclosures  and  Disseminations. 
Within  our  organization,  processing  of  these  types 
of  actions,  including  approval  of  foreign  visits, 
are  done  by  my  office.  I  have  a  trained  killer  on 
my  staff  who  actually  does  this  for  us,  and  who 
has  allowed  us  to  maintain  a  manageable  posi¬ 
tion  from  which  we  can  stay  informed  and  in 
control. 


b.  Having  developed  the  contractual  require¬ 
ments  which  I  mentioned  earlier,  we  must  then 
insure  that  they  are  contractually  implemented 
in  both  prime  and  sub-contracts,  funded  as  nec¬ 
essary.  and  made  known  to  the  DIS,  in  order  that 
they  may  assist  us  in  assuring  compliance. 

c.  I've  chosen  for  my  last  item  a  "favorite"  of 
mine:  releases  at  classified  conferences  and  sym¬ 
posia.  There  is  no  question  that  this  type  of  inter¬ 
action  and  exchange  between  contractors  and 
government  is  necessary.  Conferences  have  been 
with  us  for  years,  and  will  continue  so.  We  must 
start  concerning  ourselves,  however,  not  only  with 
the  content  and  classification  of  a  paper  which 
one  of  our  technical  people  may  wish  to  present, 
but  also  with  the  type  of  forum  (security  environ¬ 
ment)  in  which  it  is  to  be  presented. 


Ill 


FIGURE  4 


Control 

•  Foreign  Disclosures 
e  Contractual  Stipulations 
e  Conference  Releases 


FIGURE  5 


Need-to-Know: 

Authority  for  attending  meeting  is 
automatically  granted  to  all  active 
members  of  the  XXX.  Please  include 
membership  number  with  application  and 
bring  membership  card  for  check-in 
verification.  Non-  XXX  attendees  must 
provide  DOD  approved  Need-to-Know, 
signed  by  a  Government  Contracting 
Officer  or  his  authorized  representative. 


FIGURE  6 


"I, _ ,  certify  that  I 

currently  possess  a _ 

level  security  clearance,  and  a  Need-to- 
Know  commensurate  for  the  classified 

information  to  be  presented  at  the _ 

conference." 


(Signed) 


V.  Conclusion: 

e  Opportunities 

That  says  it  all.  As  the  OoD's  Technology 
Transfer  Control  Program  is  implemented  down 
to  our  level,  those  of  us  who  have  made  the  effort 
to  educate  ourselves,  and  to  develop  a  profes¬ 
sional  and  capable  image  will  have  many  oppor¬ 
tunities  to  excel.  I  myself  have  at  least  another 
two  decades  in  this  business  I  am  planning  on 
making  the  most  of  it,  and  I  am  sure  that  you  are 
too1  Thank  You. 


DoD/INDUSTRY PANEL  ON  TECHNOLOGY 
TRANSFER 

Gerald  L.  Berkin 
Department  of  the  Navy 
Washington,  D.C. 

Good  morning  Ladies  and  Gentlemen.  It's  a 
privilege  and  an  honor  to  have  this  opportunity 
to  chair  this  distinguished  DoD/Industry  Panel  on 
Technology  Transfer  for  the  National  Classifica¬ 
tion  Management  Society.  As  panelists,  we  have 
Lt.  Col.  Joseph  F.  Murray  representing  the  United 
States  Army,  Mr.  David  Whitman  representing 
the  United  States  Air  Force  in  place  of  Mr.  John 
McMann,  and  me,  representing  the  United  States 
Navy.  For  industry,  we  are  privileged  to  also  have 
with  us  today  Mr.  Dean  Richardson  of  Texas 
Instruments  Corporation. 

Dur  assigned  subject,  technology  transfer,  is  a 
fitting  theme  for  this  NCMS  seminar,  because  it 
is  a  most  timely  topic,  given  the  government's 
current  efforts  to  stem  ihe  flow  of  militarily  rele¬ 
vant  technology  to  potential  adversaries  of  the 
United  States.  And,  given  industry's  and  acade¬ 
mia's  apprehensions  over  control  programs  of 
this  kind,  then  technology  transfer  is  indeed  a 
subject  of  topical  and  pressing  interest  to  every¬ 
one  in  this  room. 

We  are  here  as  representatives  of  the  Depart¬ 
ment  of  Defense  and  industry  to  briefly  explain 
the  military  department  and  corporate  view  of 
the  technology  transfer  problem,  the  proposed 
control  mechanisms,  and  to  address  some  of  the 
problems  which  we  are  all  expected  to  encounter 
in  carrying  out  the  government's  objectives  in 
this  significant  area.  After  the  individual  service 
and  industry  presentations,  the  panel  will  enter¬ 
tain  questions  from  the  floor;  you  may  direct 
questions  to  a  particular  panelist  or  to  the  panel 
as  a  whole  and  I'll  field  the  question  to  any  pan¬ 
elist  who  believes  he  can  handle  it.  Feel  free  to 
ask  questions  of  the  panelists  after  this  period  or 
at  any  other  time;  we  are  here,  after  all,  to  help 
you  as  best  we  can. 

Now,  whether  the  control  of  militarily  relevant 
technology  by  the  United  States  is  a  laudable 
objective  or  not  is  really  beyond  the  province  of 
this  panel;  we  are  here,  basically,  to  describe  the 
philosophy  and  the  control  mechanisms 


employed,  or  to  be  employed  by  the  military 
departments  in  support  of  the  Department  of 
Defense's  Technology  Transfer  Control  Program. 
Mr.  Richardson  will  address  industry  and  acade¬ 
mia's  perspective  of  this  matter  and  his  presen¬ 
tation  should  provide  a  balance  of  views  with 
respect  to  the  subject  at  hand. 

As  background  for  most  of  what  has  come  about 
in  the  Defense  Department,  we  must  first  talk 
about  Section  1 21 7  of  the  Department  of  Defense 
Appropriations  Act  of  1984  which  amended 
Chapter  4  of  Title  10,  United  States  code,  by  add¬ 
ing  a  new  Section  140C  which  basically  reads  as 
follows: 

"Notwithstanding  any  other  provision  of  law, 
the  Secretary  of  Defense  may  withhold  from  pub¬ 
lic  disclosure  any  technical  data  with  military  or 
space  application  in  the  possession  of,  or  under 
the  control  of,  the  Department  of  Defense,  if  such 
data  may  not  be  exported  lawfully  outside  the 
United  States  without  an  approval,  authorization, 
or  license  under  the  Export  Administration  Act  of 
1979  or  the  Arms  Export  Control  Act." 

Technical  data  with  military  or  space  applica¬ 
tion  in  the  law's  context  means  any  blueprints, 
drawings,  plans,  instructions,  computer  software 
and  documentation,  or  other  technical  informa¬ 
tion  that  can  be  used,  or  adopted  for  use,  to  design, 
engineer,  produce,  manufacture,  operate,  repair, 
O'  arhaul,  or  reproduce  any  military  or  space 
equipment  or  technology  concerninng  such 
equipment. 

The  theory  behind  the  amendment  to  Chapter 
4,  Title  10  U.S.C.  is  simply  based  on  the  fact  that 
information,  once  publicly  released  is  tanta¬ 
mount  to  having  been  exported.  It  then  behooves 
the  Department  of  Defense  to  withhold  from  pub¬ 
lic  disclosure  that  information  which  would  require 
licensing  under  the  export  control  laws.  This  rather 
simplistic  summation  stems  from  what  was,  before 
Section  1217  of  the  1984  Defense  Appropriations 
Act,  a  glaring  disparity  between  the  pertinent 
Statutes  which  required  resolution.  That  is,  the 
Secretary  of  Defense  was  not  able,  prior  to  Sec¬ 
tion  1217,  to  withhold  unclassified  technical 
information  under  the  Freedom  of  Information 
Act,  even  if  that  same  information  would  be 
licenseable  under  the  export  control  laws 
Assuming,  of  course,  that  the  same  information 


could  not  be  withheld  under  the  then  prevailing 
other  FOIA  exemptions.  So,  if  an  FOIA  request 
resulted  in  the  release  of  licenseable  unclassified 
technical  information,  the  licensing  provisions  of 
the  export  control  laws:  would  have  been,  in  effect, 
circumvented — a  clear, y  unsatisfactory  state  of 
affairs!  The  amended  Chapter  4  of  Title  10  has 
corrected  this  anomaly  and  the  Department  of 
Defense  can  now  lawfully  withhold  from  public 
disclosure  certain  unclassified  technical  infor¬ 
mation  with  military  or  space  application. 

It  is  necessary  to  point  out,  however,  that  the 
Department  of  Defense  does  not  intend  to  deny 
access  to  export-controlled  data  to  certified  con¬ 
tractors  who  provide,  or  seek  to  provide,  goods 
or  services  to  the  Department  of  Defense,  or  who 
will  need  such  data  to  compete  for  foreign  con¬ 
tracts  in  support  of  equipment  or  technology  pro¬ 
vided  a  foreign  government  by  or  with  the  approval 
of  the  U.S.  government.  There  are  other  details 
pertaining  to  this  policy  which  are  contained  in 
the  appropriate  DoD  regulations. 

It  all  comes  down  to,  how  does  a  free  society 
protect  itself  without  becoming  a  totalitarian 
society?  Must  we  or  should  we  help  load  the  gun 
that  is  trained  on  us?  Given  the  objective  of  stem¬ 
ming  the  flow  of  certain  technological  informa¬ 
tion  to  our  adversaries,  how  are  we  to  do  so 
without  causing  a  serious  setback  to  our  own 
technological  efforts? 

It  would  appear  that  the  first  thing  which  must 
be  considered,  once  the  objective  is  set,  is  to 
accept  the  fact  that  total  and  absolute  control 
over  information  is  an  impossibility  in  and  of  itself. 
Even  if  it  could  be  accomplished,  the  price  we 
wouid  have  to  pay  would  be  unacceptable  to  free 
people.  So.  we  must  start  by  trying  to  reduce  the 
flow  of  militarily  relevant  technology,  rather  than 
attempting  to  stop  it  completely 

Given  the  limited  resources  available  for  the 
co.  trol  mechanisms,  we  had  probably  better 
concentrate  on  protecting  truly  critical  technolo¬ 
gies  and  information,  because  we  just  cannot  cover 
the  entire  scientific  and  technological  spectrum. 
From  this,  it  ‘(''Hows  that  some  sort  of  specific 
guidance  will  be  orthcommg  so  that  industry  will 
know  what  car,  a  publicly  released  and  what 
cannot;  in  like  fashion,  government  reviewers  will 
also  know  what  can  and  cannot  be  publicly 
released. 


I  cannot  tell  you  the  form  such  guidance  will 
take;  it  may  be  in  the  format  of  a  classification 
guide,  a  revised  MCTL,  or  it  may  be  in  the  form 
of  an  INFORMOGRAM  or  something  like  that.  Be 
that  as  it  may,  before  information  can  be  selec¬ 
tively  controlled,  the  selected  information  must 
be  clearly  identified  so  that  the  producers  and  the 
controllers  "sing  from  the  same  sheet  of  music." 

Above  all,  the  system  will  depend  in  large  mea¬ 
sure  on  good  faith.  The  good  faith  of  the  govern- 
men'  t  !  nit  information  control  to  only  that 
infoi  vhich  warrants  control  under  the  law, 

1  the  good  faith  of  industry  and  academia  to 
s.  pport  the  government's  efforts  to  safeguard 
militarily  relevant  technology  in  the  nation's 
interest. 

The  objective  has  been  set  and  we  now  must 
proceed  with  the  work  in  good  faith  and  give  it  a 
fair  shake.  Obfuscation  by  the  government  and 
evasions  by  the  private  sector  won't  help,  but  we 
can  do  what  needs  to  be  done  if  we  all  work 
together. 

And  now.  I’d  like  to  ask  the  individual  panel 
members  to  make  their  brief  presentations  and 
we  then  will  be  happy  to  address  your  questions. 

Joseph  F.  Murray 
U.S.  Army 
Washington,  O.C. 

I  am  going  to  keep  my  formal  remarks  short.  If 
you  have  any  specific  questions  about  the  Army’s 
Technology  Transfer  Program  I  will  try  to  answer 
them  during  the  question  and  answer  period. 

The  basic  assumption  underlying  the  Army’s 
T2  Program  is  that  it  is  important  to  control  the 
flow  of  our  critical  technologies  to  our  potential 
adversaries,  particularly  the  Soviet  Union,  which 
relys  heavily  on  the  West  for  lechology  the  Rus¬ 
sians  are  unable  to  develop  for  themselves. 

Our  need  to  control  the  international  flow  of 
our  technology  has  presented  us  with  a  dilemma. 
While  we  must  control  the  flow  of  technologies 
to  our  potential  adversaries,  it  is  equally  impor¬ 
tant  for  military,  political  and  economic  reasons 
that  we  continue  to  share  our  technologies  with 
friends  and  allies.  Recent  Army  initiatives  reflect 
our  attempt  to  balance  the  paradoxical  require¬ 
ments  of  control  and  transfer. 


The  Army's  T2  efforts  got  their  format  start  in 
December  1982  when  the  Chief  of  Staff,  Army, 
made  the  Assistant  Chief  of  Staff  for  Intelligence 
responsible  for  managing  and  coordinating  all 
aspects  of  technology  transfer.  Two  factors 
impacted  heavily  on  ACSI's  approach  to  T2. 

The  first  relates  to  a  characteristic  of  T2  itself. 
Simply  stated,  T2  is  more  a  concept  than  a  func¬ 
tion.  Functional  responsibilities  related  to  T2  are 
dispersed  throughout  the  Army  staff  and  its  major 
commands.  Any  program  that  involves  the  actual 
or  potential  transfer  of  technology  becomes  by 
definition  T2. 

The  second  factor,  a  lack  of  dedicated  resources, 
reinforced  the  tendency  toward  a  decentralized 
program  caused  by  the  alignment  of  functional 
responsibilities. 

After  a  year  and  a  half,  the  Army  remains  the 
most  decentralized  and  least  resourced  of  the 
services  for  T2.  With  this  as  background  I  will  now 
briefly  run  through  current  Army  T2  initiatives 
intended  to  result  in  consistent  and  rational  T2 
decisions. 

Major  General  Odom  recently  established  the 
Technology  Control  Panel  (TCP)  to  act  as  a  coor¬ 
dinating  mechanism  for  all  T2  issues.  This  Army 
level  panel  draws  members  from  the  Army  staff 
and  all  maj  Jr  Army  commands  which  play  a  role 
in  T\  The  panel  has  representatives  from  the 
research,  development  and  acquisition  commu¬ 
nities.  as  well  as  the  intelligence  and  training 
communities.  Two  TCP  initiatives  are  at  the  core 
of  an  effective  Army  T2  Program,  now  and  in  the 
future. 

The  first  initiative  is  a  study  which  will  propose 
a  T;  decision  architecture  for  the  Army.  By  archi¬ 
tecture  I  simply  mean  a  framework  for  how  we  in 
the  Army  decide  when  to  recommend  transfer 
and  when  to  recommend  control.  This  architec¬ 
ture.  which  is  already  being  partially  imple¬ 
mented,  specifies  responsibilities  and  proce¬ 
dures  for  staffing  and  reviewing  T2  issues.  These 
issues  can  be  anything  involving  ihe  actual  or 
potential  transfer  of  technology.  For  example, 
foreign  military  sales,  export  license  requests, 
data  exchange  agreements.  MOU’s  and  so  on  In 
other  words,  any  international  program  which 


potentially  involves  the  transfer  of  U.S.  technol¬ 
ogy  of  importance  to  the  Army. 

I  won't  go  into  the  architecture  now,  however, 
if  you  have  any  questions  I  will  attempt  to  answer 
them  during  the  question  and  answer  penod.  What 
is  important  is  what  the  architecture  is  intended 
to  do. 

Simply  stated,  we  want  to  identify  and  assess 
the  criticality  of  technology  and  systems  or  sig¬ 
nificance  to  the  Army.  Once  we  have  identified  a 
technology  system  or  component  as  critical,  we 
will  evaluate  its  relative  value  to  our  adversaries. 
We  then  assess  the  risk  of  losing  the  technology 
to  our  adversaries  if  the  specific  transfer  is 
approved.  We  base  this  assessment  on  the  pro¬ 
posed  recipient  country's  track  record,  as  well  as 
on  their  ability  and  willingness  to  protect  our 
technology.  After  we  have  made  these  assess¬ 
ments  we  will  determine  if  the  potential  military, 
political,  technological,  cr  economic  gains  of 
making  a  transfer  are  worth  the  risk.  However, 
we  currently  lack  a  very  important  tool  for  totally 
and  effectively  implementing  our  architecture. 

Providing  this  missing  tool  is  the  second  major 
TCP  initiative,  we  have  initiated  a  program  in  the 
R&D  community  to  specifically  identify  critical 
technologies  embedded  in  our  fielded,  develop¬ 
mental,  and  future  systems. 

Once  provided  with  this  list  we  will  be  able  to 
concentrate  on  controlling  those  technologies  that 
are  truly  critical.  We  will  be  able  to  concentrate 
limited  Cl  and  OPSEC  resources  for  the  highest 
payoff.  Systems  not  containing  critical  technol¬ 
ogy  should  quickly  be  approved  lor  transfer;  while 
those  systems  identified  as  containing  critical 
technology  will  be  transferred  only  after  close 
scrutiny. 

The  U.S.  Army  Material  Development  and 
Readiness  Command  (DARCOM)  is  currently  run¬ 
ning  a  pilot  project  to  validate  the  technology 
assessments.  Once  validated  such  assessments 
will  be  made  on  all  Army  systems  on  a  priority 
basis. 

In  the  future  we  anticipate  making  these 
assessments  a  requirement  early  in  the  R&D  cycle. 
This  will  identify  potential  problem  areas  for  the 
Army  and  industry.  Alternative  technologies  for 


key  components  can  then  be  built  into  the  devel¬ 
opment  cycle,  if  appropriate. 

The  TCP,  the  decision  architecture,  and  the  Army 
list  of  systems  and  technologies  critical  to  the 
Army,  are  the  major  on-going  Army  initiatives. 
We  hope  that  they  will  yield  a  progiam  for  the 
Army  which  will  produce  timely,  consistent  and 
rational  TJ  decisions  regarding  when  it  is  in  our 
interest  to  approve  a  transfer  and  when  it  is  not. 

In  summary,  we  are  learning  and  adjusting  as 
we  go  along.  TJ  is  dynamic  and  changing.  Hope¬ 
fully,  the  Army's  program  which  I  have  briefly 
outlined  for  you  today  is  flexible  and  comprehen¬ 
sive  enough  to  allow  us  to  adjust  to  changing 
conditions.  For  us  to  make  the  most  of  our  tech¬ 
nological  edge,  we  must  delay  its  transfer  to  our 
adversaries,  while  sharing  it  to  strengthen  our 
allies  and  friends.  How  well  we  solve  this  dilemma 
is  the  V  challenge. 


David  Whitman,  DoD 
speaking  for 
John  McMann,  USAF 
Washington,  D.C. 

Thank  you  for  giving  me  the  opportunity  to 
address  this  group  on  the  important  issue  of  tech¬ 
nology  transfer. 

The  technology  that  the  Soviets  have  acquired 
from  the  Western  world  has  unquestionably 
played  a  major  role  in  the  modernization  of  both 
Soviet  industry  and  military.  We  have  all  seen 
amp'e  evidence  of  this  fact  reported  through 
intelligence  as  well  as  the  news  media. 

For  decades  the  U.S.  has  had  ample  technolog¬ 
ical  advantage  and  has  not  needed  to  be  con¬ 
cerned  by  the  flow  of  advanced  technology  out 
of  this  country.  But  today,  as  our  technological 
lead  becomes  less  great,  we  must  recognize  the 
technology  responsible  for  that  lead  as  the  valu¬ 
able  and  scarce  national  resource  that  it  is. 

Wc  would  certainly  not  allow  a  Soviet  tanker 
to  pull  up  to  a  U.S.  dock  and  freely  acquire  crude 
oil,  and  yet  this  is  precisely  what  they  are  doing 
to  another  valuable  resource  "our  advanced  tech¬ 
nology." 
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Since  the  Soviets  now  have  the  numerical 
superiority  for  most  weapon  systems,  we  must 
protect  our  technological  lead  which  partially 
compensates  for  our  numerical  inferiority. 

The  Air  Force  is  committed  to  controlling  the 
transfer  of  militarily  critical  technologies  in  order 
to  maintain  technological  superiority  of  Air  Force 
systems.  This  is  our  program  goal.  Notice  that  I 
say  "control"  the  transfer  of  critical  technologies 
rather  than  "stop"  the  transfer. 

It  would  clearly  be  a  mistake  to  overreactto  the 
technology  transfer  problem  by  stopping  all  tech¬ 
nology  flow.  The  advanced  state  of  the  technol¬ 
ogy  in  this  country  is  due  in  large  part  to  the  free 
flow  of  technical  information  within  the  domestic 
scientific  and  academ  ic  communities.  A  balanced 
view  must  be  maintained.  We  need  to  balance 
our  degree  of  restriction  in  accordance  with  the 
degree  of  sensitivity  of  the  technology. 

To  achieve  our  program  goal  of  controlling  the 
transfer  of  militarily  critical  technolgies,  the  Air 
Force  is  undertaking  the  following  initiatives: 

•  To  assure  that  Air  Force  technologies  are 
adequately  covered  by  the  Militarily  Criti¬ 
cal  Technologies  List  by  providing  active 
support  to  DoD's  Militarily  Critical  Tech¬ 
nologies  Project. 

•  To  identify  for  Air  Force  use,  the  most  sen¬ 
sitive  Air  Force  technologies  that  require 
the  highest  degree  of  control  and  restric¬ 
tion. 

Both  of  these  initiatives  can  be  categorized  as 
identification  steps  and  are  an  absolute  necessity 
to  any  reasonable  control  efforts. 

We  are  establishing  criteria  to  help  us  judge 
whether  or  not  a  given  technology  should  be 
re’eased  by  whatever  means.  It  should  be  noted 
that  technology  transfer  can  occur  by  many  means 
including  but  not  limited  to  exports,  conferences, 
publishing,  foreign  visitors,  patents,  and  espio¬ 
nage.  Use  of  the  same  criteria  by  those  offices 
making  release  judgments  for  these  various 
mechanisms  will  add  necessary  consistency  to 
the  overall  process. 

Consistency  is  a  necessity.  It  makes  no  sense 
to  restrict  publication  on  radar  absorbing  mate¬ 


rial  and  then  allow  an  East  German  scientist  to 
study  at  a  U.S.  university  under  the  same  profes- 
sorthat  has  an  Air  Force  radar  absorbing  material 
contract.  Likewise,  it  makes  no  sense  for  the  Air 
Force  to  guard  infrared  detector  technology  if  the 
Navy  is  giving  it  to  the  world.  We  must  have 
consistency  across  both  technology  transfer 
mechanisms  and  organizational  lines. 

To  give  you  an  idea  of  what  I  mean  by  criteria, 
let  me  mention  three  criteria  elements  that  should 
be  considered  in  determining  if  release  of  a  tech¬ 
nology  should  be  allowed.  They  are  the  military 
value  or  sensitivity  of  the  technology,  the  ulti¬ 
mate  destination  of  the  transfer  and  the  effective¬ 
ness  of  the  technology  transfer  mechanism.  For 
example,  sale  of  a  turn-key  factory  is  a  more 
effective  mechanism  than  publishing  a  paper  on 
the  same  subject.  There  are,  or  course,  many 
other  criteria  elements  that  should  be  included, 
such  as  foreign  availability,  Soviet  need,  and  state- 
of-the-art. 

In  addition  to  establishing  technology  release 
criteria,  we  are,  for  a  limited  number  of  technol¬ 
ogy  areas,  developing  export  and  transfer  policy 
guidelines  to  aid  decision  makers  in  that  tech¬ 
nology  area.  Our  first  such  policy  is  for  turbine 
engines  and  will  be  available  shortly. 

A  fev  comments  on  the  Air  Force  organization 
dealing  with  technology  transfer  follows.  For  each 
technology  transfer  mechanism  from  munitions 
sales  to  air  shows,  the  Air  Force  already  has  a 
cognizant  office  in  place.  We  do  not  intend  to 
establish  a  vast  new  bureauracy  to  deal  with  tech¬ 
nology  transfer.  Rather,  we  intend  to  and  are  cur¬ 
rently  implementing  an  overlaying  of  technology 
transfer  control  responsibilities  throughout  those 
existing  offices.  This  is  established  by  a  small 
network  of  concerned  action  officers  interfacing 
with  these  Air  Force  offices,  field  commands,  OSD, 
and  other  agcrocs  These  action  officers  are 
developing  new  procedures  and  technology-ori¬ 
ented  guidelines  to  assist  Air  Force  offices  in  inte- 
grating  technology  transfer  control  into  their 
existing  activities. 

The  final  mejor  initiative  I  would  like  to  discuss 
is  our  awareness  effort.  Because  technology 
transfer  decisions  are  made  by  the  hundreds  at 
scores  of  Air  Force  installations  daily,  it  is  man¬ 
datory  that  these  Air  Force  field  organizations  be 


made  aware  of  the  technology  transfer  threat  and 
the  new  policies  and  procedures  to  deal  with  that 
threat.  We  have  an  active  program  to  take  this 
message  to  our  field  commands. 

I  would  like  to  take  an  overview  of  the  whole 
technology  transfer  issue,  as  related  to  classifi¬ 
cation.  Over  a  period  of  years,  we  have  come  to 
realize  that  certain  unclassified  design  and  man¬ 
ufacturing  know-how  (as  reflected  by  data)  is  pro¬ 
viding  an  invaluable  tool  to  the  Soviet  military 
machine.  We  categorize  this  know-how  as  our 
weapon  system  acquisition  data.  Because  this 
body  of  acquisition  data  is  so  vast,  classification 
is  not  a  reasonable  answer  to  protect  the  infor¬ 
mation.  Therefore,  we  are  searching  for  techno! 
ogy  transfer  controls  to  protect  unclassified  infor¬ 
mation  that  could  properly  be  classified  under 
Executive  Order  12356. 

Perhaps  we  should  look  more  to  classification 
to  protect  the  small,  most  sensitive  subset  of 
design  and  manufacturing  data,  much  of  which 
is  now  treated  as  unclassified.  And  fcr  less  sen¬ 
sitive  acquisition  data,  we  should  encourage 
proper  use  of  the  new  DoD  limited  distribution 
markings  as  required  by  DoD  Directive  5200.20. 
These  markings  do  allow  for  limiting  the  distri¬ 
bution  of  unclassified  critical  technology  infor¬ 
mation. 

A  brief  word  to  industry  before  concluding.  Do 
you  know  who  your  subcontractors  are?  Do  you 
know  how  many  communist-owned,  U.S.  char¬ 
tered  corporations  are  operating  in  this  country? 
You  should,  the  security  of  your  nation  is  at  stake. 

In  summary,  I  would  like  to  leave  you  with  a 
thought  that  I  leave  with  Air  Force  field  com¬ 
mands  that  I  brief  Let  us  stop  treating  the  release 
of  technology  as  a  default  decision;  let's  all  treat 
our  critical  technology  as  the  valuable  national 
resource  that  it  is,  and  make  its  release  a  well 
thought  out,  conscious  decision. 


Dean  C.  Richardson 
Manager,  International  Trade 

Texas  Instruments  Incorporated 
Dallas,  Texas 

Mr.  President,  Madam  President  Elect,  Hon- 

otedGuests,  Ladies  and  Gentlemen,  the  only  good 


thing  about  appearing  last  is  that  maybe  some¬ 
body  will  remember  your  message.  Some  of  you 
may  recall  20  years  ago  when  some  of  us 
embarked  collectively  on  a  crusade  to  impact 
government  policy  on  classification  manage¬ 
ment  and  security  guidance  preparation.  We  did 
impact  government  classificiation  management 
policy  and  today  this  country  has  a  cost  effective 
rational  classification  management  program 
evolved  by  the  dreaded  military-industrial  com¬ 
plex. 

Well,  I'm  still  crusading  for  logic,  rational  cost 
effective  government,  and  today  I  hope  I  can  enlist 
your  aid  in  clarifying  some  concepts  and  defini¬ 
tions  concerning  technology  and  technology 
transfer. 

I'm  not  going  to  talk  about  classification  man¬ 
agement  or  information  security  or  security  pro¬ 
tection.  I'm  going  to  address  technology  and 
technology  transfer — a  matter  of  concern  for  your 
companies  and  the  military  departments  being 
represented  at  this  meeting. 

What  is  high  technology?  Is  there  a  low  tech¬ 
nology  or  how  about  a  medium  technology? 
Everybody  talks  about  high  technology  even 
NCMS.  It  seems  to  be  a  very  popular  buzz  phrase, 
which  reminds  me  of  phrases  attributed  to  var¬ 
ious  decades.  Remember  the  catch  phrase  of  the 
70's?  The  check  is  in  the  mail.  And,  of  the  8C's? 
It's  only  a  cold  sore? 

We  live  in  a  society  fille,'  with  little  miracles. 
Most  of  these  taken-for-granted  miracles  are  the 
product  of  collective  creativity.  Some  miracles 
trace  their  creation  to  the  extraordinary  work  of 
individual  inventors  but  most  are  products  of  col¬ 
lective  efforts  undertaker  by  major  corporations 
at  their  own  initiative. 

The  Wright  Brothers  were  the  individual  inven¬ 
tors  who  reduced -topr  actice  the  theory  of  manned 
flight,  which  in  turn  inspired  the  collective  genius 
of  countless  others  to  create  such  miracles  as: 
automatic  flight  path  and  automatic  landing  sys¬ 
tems  for  airlines;  cruise  missile  seekers  and  con¬ 
trols;  and  the  technology  that  put  Americans  on 
the  moon,  sent  probes  into  deep  space  and  pro¬ 
duced  the  first  reusable  space  shuttle. 

Alexander  Graham  BeH's  telephone  introduced 


instant  long  range  communication  but  the  cor¬ 
porate  creativity  of  thousands  of  people  pro¬ 
duced  our  miraculous  communications  system. 

The  invention  of  the  integrated  circuit  opened 
thewayforits  ingeniousapplication  by  engineers 
and  scientists  into  useful  products  used  every 
day  in  your  home,  office  and  vehicles  as  well  as 
personal  articles  such  as  wrist  watches  with  built 
in  calculators  and  the  hand  held  calculators  with 
the  computing  capability  previously  available  only 
from  an  assembly  of  large  modular  units.  Also 
available  are  the  unique  learning  calculators  that 
speak,  spell,  teach  math  and  translate  languages; 
at  a  price  everyone  can  afford. 

All  these  things  are  miracles  and  all  can  be 
attributed  to  America's  capacity  for  collective  cre¬ 
ativity.  I'm  sure  that  everybody  here  feels  as  I  do 
that  we  Americans  have  an  infinite  capacity  to 
innovate  and  continually  advance  our  standard 
of  living  through  technology  so  why  worry  about 
transferring  technology? 

The  Soviet  quest  :s  one  reason.  Soviets  have 
come  to  view  the  West  as  one  great  big  shopping 
market  for  technology  and  have  mounted  a  major 
effort  to  obtain  it  through  espionage  and  other 
illegal  means  as  well  as  legal  means  found  in 
open  societies  such  as  the  U.S.  Freedom  of  Infor¬ 
mation  Act  Just  by  asking  the  right  questions, 
the  Soviets  are  able  to  pull  from  U.S.  government 
files,  reams  of  technical  data  not  otherwise  avail¬ 
able  to  the  public,  much  of  it  only  recently  declas¬ 
sified.  This  Soviet  effort  is  a  massive  well  orches¬ 
trated  effort,  fashioned  to: 

•  Significantly  improve  their  weapon  per¬ 
formance; 

•  Modernize  Soviet  industry; 

•  Save  Soviet  R&D  rubles; 

•  Develop  countermeasures  to  Western 
equipment. 

And  they  have  achieved  a  measure  of  success. 

So  what  should  we  do?  Assume  a  protectionist 
attitude  and  withdraw  from  the  international 
market  place  for  fear  of  losing  our  technology. 
Should  we  overreact  by  denying  military  prod¬ 
ucts  to  our  allies  and  withdraw  from  joint  ven¬ 
tures?  I  don't  believe  that  is  the  answer. 


With  the  United  States  experiencing  a  balance 
of  trade  deficit  of  over  $60  billion  in  1983,  we  can 
no  longer  afford  the  luxury  of  a  negative  export 
policy.  It  is  important  that  the  United  States 
implement  a  coherent  export  control  policy  that 
directs  events  rather  than  reacting  to  them.  A 
sound  policy  should  be  based  on  control  of  mil¬ 
itarily  significant  technologies;  and  this  control 
must  be  based  on  a  precise  definition  of  technol¬ 
ogy,  a  clear  understanding  of  the  mediums  and 
mechanisms  through  which  technology  is  trans¬ 
ferred  and  an  informed  grasp  of  those  technolo¬ 
gies  that  most  directly  affect  military  systems. 

Much  of  the  confusion  surrounding  the  issue 
of  technology  transfer  is  created  by  an  inade¬ 
quate  or  misdirected  understanding  of  technol¬ 
ogy  itself.  Nationally  we  need  to  agree  on  the 
difference  between  high  technology  and  advanced 
weapon  capability.  We  need  to  grasp  a  clear 
understanding  of  the  difference  between  science, 
technology  and  products. 

People  often  speak  of  science  and  technology 
as  though  the  terms  were  interchangeable'  and 
of  technology  and  know-how  as  though  these 
were  two  different  things;  and  it  is  not  uncom¬ 
mon  to  see  the  meanings  of  science,  technology 
and  products  used  interchangeably. 

The  specific  design  and  manufacturing  know¬ 
how  required  to  produce  products  is  really  the 
issue  and  it  is  of  major  importance.  This  is  what 
technology  is  all  about 

A  clear  distinction  must  be  maintained  between, 
science,  technology  and  products.  Science  is  the 
systematic  pursuit  of  knowledge,  while  technol¬ 
ogy  is  the  application  of  that  knowledge  to  the 
production  of  specific  goods  and  services.  Tech¬ 
nology  is  the  design  and  manufacturing  know¬ 
how  required  to  produce  goods.  Technology  is 
the  specfic  know-how  to  define  a  product  that 
fulfills  a  need  and  then  to  design  and  manufac¬ 
ture  it,  including  the  design  and  development  of 
manufacturing  processes  and  equipment!  As 
opposed  to  technology,  scientific  information  and 
data  is  exchanged  around  the  world,  adding  to 
man's  understanding;  science  alone  does  not 
provide  a  capability  to  produce  goods.  Therefore, 
products  are  the  end  results  of  technology  but 
are  not  in  themselves  technology. 
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The  difference  between  the  export  of  products 
and  technologies  is  that  products  satisfy  short¬ 
term  economic  goals  leaving  the  consuming 
country  dependent  on  continuing  imports; 
whereas  the  transfer  of  technology  provides  the 
consuming  country  with  the  capability  to  pro¬ 
duce  goods  to  meet  both  present  and  long  term 
needs. 

With  these  definitions  as  a  frame  of  reference 
we  can  address  the  issue  of  technology  transfer. 
How  is  it  transferred?  By  the  illegal  means  referred 
to  earlier  as  the  Soviet  quest;  andthelegal  means 
such  as  export  licenses;  memorandum  of  under¬ 
standing  executed  between  governments;  the 
Freedom  of  Information  Act;  and  the  "two  way 
street."  The  most  effective  mechanisms  for  trans¬ 
ferring  technology  are  turnkey  factories,  joint 
manufacturing  ventures,  proprietary  manufac¬ 
turing  data  exchange  and  patent  licenses  coupled 
with  extensive  teaching  efforts. 

On  the  ether  hand,  hardware  sales  trade  exhib¬ 
its,  commercial  literature,  patent  licensing  with¬ 
out  teaching  efforts  and  reverse  engineering  of 
products  are  not  very  effective  m  transferring 
technology.  The  most  common  legal  method  of 
transferring  technology  results  from  a  memoran¬ 
dum  of  understanding  (MOU)  executed  between 
the  U.S.  government  ana  selected  Western  allies, 
often  referred  to  in  diplomatic  circles  as  "trans- 
Atlantic  dialogue"  but  more  commonly  known  as 
"the  two-way  street."  This  essentially  means  that 
when  a  foreign  government  buys  our  products, 
they  expect  to  have  part  of  the  production  accom¬ 
plished  in  country  and  purchases  of  similar  tech¬ 
nology  made  in-country  in  an  amount  equal  to  a 
percent  of  the  sale  price  of  the  contract.  Industry 
refers  to  these  requirements  as  offsets.  For  exam¬ 
ple,  the  following  is  the  lead  off  in  the  preamble 
of  a  12  page  industrial  protocol  agreement  which 
is  a  contract  condition  for  the  direct  sale  of  mili¬ 
tary  systems  by  Texas  Instruments  (Tl)  to  a  close 
NATO  ally.  The  name  of  the  country  is  left  blank 
for  obvious  reasons;  however,  the  agreement  is 
representative  "The  protocol  is  based  on  the 
cooperation  principles  laid  down  in  the  memo¬ 
randum  of  understanding  (MOU)  signed  19  May 
1978  between  the  government  of  and  the 
government  of  the  United  States  of  American 
concerning  defense  equipment  cooperation." 

’  The  purposes  of  this  protocol  are  to  establish 


the  framework  for  procurement  from  in-country 
manufacturers  of  products  with  technological  level 
comparable  to  those  manufactured  by  Texas 
Instruments  Incorporated  (Tl)  itself,  as  well  as  to 
establish  the  framework  for  an  increased  and 
longterm  cooperation  between  in-country  man¬ 
ufacturers  and  Tl  in  the  field  of  research  and 
development."  A  little  further  on  in  Article  2,  the 
protocol  states  "Tl  accepts  the  obligation  to  con¬ 
tribute  to  the  realization  of  the  general  principles 
and  aims  of  the  agreement  dated  19  May  1978 

between  the  government  of _ and 

the  government  of  the  United  States  of  America. 
Tl  makes  the  following  compensation  commit¬ 
ments:  2.1  Tl  agrees  to  a  compensation  of  100% 
of  the  total  contract  value  as  amended  by  contract 
modifications." 

Needless  to  say,  Tl  wi'l  make  every  effort  to 
negotiate  the  100%  figure  down  to  a  reasonable 
level  for  our  type  of  business  which  will  still  be 
difficult  to  satisfy. 

This  type  of  agreement  has  become  associated 
with  all  large  ticket  items  purchased  by  foreign 
countries.  U.S.  industry  reluctantly  is  forced  to 
accept  this  way  of  doing  business  internation¬ 
ally— if  we  want  to  stay  in  business. 

U.S.  trade  deficits  in  1983  exceeded  $60  billion, 
this  means  that  the  U.S.  imported  $60  billion  worth 
of  products  more  than  were  exported  Some 
financial  gurus  expect  the  1984  deficit  to  reach 
$75  billion,  unless  there  is  a  dramatic  change  in 
our  export  policies. 

If  U.S.  industry  becomes  unable  to  compete 
with  foreign  firms  for  sophisticated  international 
business  we  will  be  forced  to  concentrate  on 
uncontrolled  low  technology  commodity  prod¬ 
ucts  in  competition  with  emerging  nations  or,  we 
could  move  our  R&D  and  production  to  offshore 
industrialized  countries  whose  export  controls 
encourage  international  business.  This  would 
reduce  U.S.  employment  and  investment  in  U.S 
facilities  with  a  dramatic  loss  of  tax  base. 

Industry  needs  export  outlets  to  continually  fuel 
our  high  technology  industrial  base  after  U.S. 
requirements  have  been  satisfied 

In  the  past,  most  R&D  efforts  were  funded  by 
the  government,  and  military  application  of  tech- 


nology  preceded  its  commercial  application. 
Today,  electronic  and  aerospace  technologies  are 
developed  by  the  private  sector  for  commercial 
application  long  before  these  technologies  are 
applied  to  weapon  systems.  For  example,  large 
scale  integrated  circuits  developed  through  pri¬ 
vately  funded  research  appeared  in  consumer 
calculators,  watches  and  appliance  controls  7  to 
10  years  before  they  were  used  in  weapon  sys¬ 
tems. 

The  development  of  commerical  technologies 
with  potential  military  applications— the  so  called 
dual  use  technologies — is  accelerating.  However, 
industry  is  not  qualified  to  make  determinations 
concerning  the  potential  military  application  of  a 
new  process.  Such  determination  must  rest  with 
officials  knowledgable  with  current  and  future 
weapon  systems,  with  the  advice  and  coopera¬ 
tion  of  industry.  By  the  same  measure,  these  same 
officials  should  not  be  so  enthusiastic  in  applying 
export  controls  that  they  lose  sight  of  the  differ¬ 
ence  between  technology  and  products  and  thus 
injure  the  competitive  position  of  American 
industry  unnecessarily. 

Industry  views  current  export  controls: 

•  Overly  broad  and  unilateral; 

•  Foreign  availability  is  not  considered  dur¬ 
ing  license  review; 

•  Forces  our  free  world  trading  partner  to 
develop  own  capability; 

•  Removes  incentive  for  U.S.  industry  to 
innovate;  and 

•  Drives  production  overseas  to  U.S.  subsid¬ 
iaries  and  foreign  prime  contractors. 

Richard  N.  Perle.  the  42  year  old  Assistant  Sec¬ 
retary  of  Defense  for  International  Security  Pol¬ 
icy.  has  established  a  rather  large  DoD  export 
control  effort  at  a  projected  cost  of  $10  million  in 
1984.  This  involves  about  60  people  in  the  Pen¬ 
tagon  reviewing  export  license  applications.  So 
far  this  office  has  contributed  to  delaying  export 
license  processing  by  another  45  days.  Because 
of  his  hard  line  on  exports.  Secretary  Perle  is  also 
known  in  some  circles  as  "The  Prince  of  Dark¬ 
ness" — BusinessWeek,  21  May  1984.  Hopefully, 
Secretary  Perle  will  become  persuaded  that  uni¬ 
lateral  control  of  military  scies  stifles  the  growth 
of  our  industrial  base.  What  we  reaily  need  is  a 
more  balanced  approach  between  the  security 


and  economic  needs  of  the  U.S. 

Export  controls  must  apply  to  the  militarily  crit¬ 
ical  technologies,  and  must  be  multilateral,  must 
deal  topically  with  foreign  availability,  must  not 
treat  allies  like  adversaries,  must  be  enforced  both 
in  the  U.S.  and  abroad  and  must  recognize  the 
role  of  exports  in  the  world  marketplace. 

The  facts  of  life  are  that  technology  transfer  by 
whatever  means  is  inevitable.  Export  controls  only 
slow  down  the  "catch-up"  by  the  Soviets. 

Here  are  some  must  do's  to  ensure  U.S.  tech¬ 
nological  lead  time. 

•  Exercise  strict  export  controls  over  critical 
technologies — not  products. 

•  Remove  controls  over  products  available 
from  foreign  sources. 

•  Increase  R&D  spending  in  the  U.S.  by  con¬ 
tinuing  the  current  25%  incremental  R&D 
tax  credit  to  encourage  industry  to  allocate 
more  dollars  to  their  IR&D  programs. 

•  Remove  anti-trust  barriers  to  joint  ven¬ 
tures. 

•  Criminalize  the  counterfeiting  of  trade¬ 
marks. 

•  Encourage  commerical  exploitation  of  new 
technologies. 

•  Further  amend  the  Freedom  of  Informa¬ 
tion  Act  to  restrict  release  of  commercially 
sensitive  data. 

As  a  reminder  to  those  of  us  engaged  in  inter¬ 
national  states  and  those  who  make  policy  deci¬ 
sions  affecting  export  controls  and  ultimately 
international  trade  I  would  like  to  repeat  Presi¬ 
dent  Reagan's  Conventional  Arms  Sales  and 
Transfer  Policy  dated  July  8,  1981 :  "We  will  deal 
with  the  world  as  it  is,  rather  than  as  we  would 
like  it  to  be."  We  will  give  high  priority  to  requests 
from  alliance  partners  and  those  nations  with 
whom  the  U.S,  has  cooperative  security  arrange¬ 
ments. 

•  Degree  the  transfer  responds  to  military 
threats  confronting  the  recipient. 

•  Would  the  sale  enhance  recipients  collec¬ 
tive  security  efforts  with  U.S.? 

•  Would  the  sale  promote  mutual  interests 
in  countering  externally  supported 
aggression? 
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•  Is  transfer  consistent  with  U.S.  interests  in 
maintaining  regional  stability? 

•  Is  the  sale  compatible  with  requirements 
of  U.S.  forces? 

•  Can  the  receiving  nation  absorb  financial 
and  military  support  impact? 

•  Are  possible  detrimental  effects  of  sale 
counter  balanced  by  positive  contribu¬ 
tions  to  U.S.  interests." 


•  -V-  v 


PART  II 
Workshops 

This  section  contains  reproductions  of  handouts  of 
most  of  the  workshop  sessions.  Some  sessions  did 
not  have  available  materials  and/or  the  data  pre¬ 
sented  was  not  available.  The  handouts  are  mostly 
self  explanatory  and  are  furnished  herein  for  infor¬ 
mation  and  use  by  Journal  recipients. 
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WORKSHOP  1 

Sheila  K.  Daigle 
Defense 
Investigative 
Service 
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2.  A  place  has  been  Indicated  on  each  page  of  the  document  for  the  Inserting 
of  the  proper  classification.  If  you  believe  that  the  classification  marks  should 
be  placed  elsewhere  on  the  page  cross  out  the  indicated  places  and  place  the 
markings  where  you  believe  they  should  be. 


3.  Bow-legs  (  )  have  been  placed  by  various  portions  of  the  document.  Not 
all  portions  have  bow-legs  (  ).  All  portions  have  been  numbered  in  the  right 
hand  column  of  the  page.  The  classification  of  the  information  for  the  Identified 
portions  with  or  without  bow-legs  (  )  Is  indicated  on  these  instruction  sheets. 
Please  Insert  the  correct  classification  for  each  of  the  portions  Indicated.  If 
you  believe  that  bow-legs  (  )  have  been  placed  where  they  are  not  needed  draw  a 
line  through  the  bow-lef,s  (  ).  If  you  feel  that  additional  portions  should  be 
identified  by  bow-legs  (  )  with  a  classification,  please  insert  them. 
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This  is  the  last  page  of  the  document.  Follow  the  instructions  on  the  page. 
No  further  portion  identification  is  necessary. 

Now  complete  the  covers,  title  pages,  etc. 
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FIKST  PAGE 

(for  classified  document 

marking  practical  exercise. 

CHAPTER  I 

USER  DESIGNATORS  (  ) 

1.  (  )  The  specification  defines  the  Navy  5-lnch  guided 

projectile  program  and  will  be  used  to  determine  standards  of 
performance. 

a.  (  )  Designators  will  be  NdYag  lasers  such  as 

the  GLLD,  ALLD,  An/FQR-56  and  MO'LE. 

1.  (  )  Wavelength  will  be  1.06425  microns. 

2.  (  )  Power  output  will  be  100  mlllljoulcs. 

3.  (  )  Target  spot  size  will  be  less  than  1  Inch 
at  0.5  km  with  a  beam  width  of  0.01  mllle  radian. 

b.  (  )  Compatibility  between  systems  will  be  constant. 

2.  (  )  Tri-service  codes  will  be  used.  Table  I  Indicates  the 

coding  scheme  for  three  (3}  variable  bandwidths. 


(  )  TABLE  I 


BAND  A 

BAND  B 

BAND  C 

100.  1 

101. 1 

234.5 

100.2 

101.2 

234.6 

100.3 

101.3 

234.7 

100.4 

101.4 

234.8 

100.5 

101.5 

234.9 

(  )  Trl  Service  Codes 

3.  (  )  Among  the  performance  standards  for  the  5-lnch  guided  4  4 

projectile  are: 

a.  Wavelength  at  1.06425  microns. 

b.  Power  output  at  100  millljoules. 

4.  (  )  Among  tli«-  performance  standards  for  the  5-lnch  guided  4  & 

projectile  are  the  wave  ength  at  1.06425  microns  and  power  output  at 

100  millljoules. 

5.  (  )  This  page  has  been  an  example  of  numbered  paragraphs, 

sub-paragraphs  using  an  alpha-numeric  system. 
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CHAPTER  II 

ROTATING  S.  0.  B.'S  (  ) 

(  )  Rotating  side-orb  blinders  (SOB)  present  the  modern 

version  of  unmitigated  SOB's.  Several  generations  of  development 
were  needed  to  improve  unmitigated  SOB's  to  rotating  SOB's. 

(  )  Rotating  SOB's  are  also  called  revolving  SOB's. 

The  term  R/SOB  may  be  used  interchangeably  for  either 
rotating  or  revolving  SOB's. 

(  )  The  practical  application  of  rear-end  pressure 

expressed  in  foot-kicks  (fk)  per  square  inch  was  a 
major  factor  in  the  conversion  of  unmitigated  SOB's  to 
revolving  SOB's. 

(  )  Another  item  of  the  development  program  for  rotating 

side-orb  blinders  was  the  use  of  the  torsion  spring  clamp  clip. 

(TSCC) .  As  two  are  used  in  each  R/SOB  they  are  known  as  the 
tsk-tsk  clips. 

(  )  Installation  of  the  tsk-tsk  clips  was  initially 

accomplished  by  hand  and  resulted  in  many  pinched 
fingers. 

(  )  For  obvious  reasons  this  became  known  as  the 

"damn-sam"  operatior. 

(  )  To  eliminate  the  "damn-sam"  operation  for  the  installation 

of  the  tsk-tsk  clips,  a  modification  was  made  to  the  bastion- 
retard  (bas-tard)  pin.  This  modification  was  the  roughening  of 
the  external  surfaces  of  the  bas-tard  to  enable  it  to  collect 
dirt  particles.  It  was  noted  that  the  dirtier  the  bas-tard  became 
there  were  significant  changes  in  the  unmitigated  SOB's.  Thus 
dirty  bas-tards  were  a  major  contribution  in  the  evolution  of 
unmitigated  SOB's  to  Rotating  SOB's. 

(  )  Individuals  now  bothered  by  unmitigated  SOB's  may 

convert  them  to  rotating  SOB's  by  use  of  the  procedures 
expressed  herein. 

(  )  Apply  rear-end  pressure  by  means  of  foot-kicks. 
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(for  training  purposes  only) 

(  )  Use  tsk-tsk  clips  for  the  torsion  spring  clamp. 

(  )  Be  sure  to  use  a  dirty  bas-tard. 

(  )  Beware  of  the  "damn-sam"  operation. 

(  )  Additional  studies  are  being  conducted  to  determine 

whether  side-orb  blinders  (SOB's)  may  be  further  improved  by 
the  constant  application  of  the  rear-end  foot  kick  pressures. 

(  )  This  has  been  an  example  of  portioning  by  indentation 

only. 
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WORKS HOP  2 


How  to  Prepare  a  Matrix  Security 
Classification  Guide 


Herman  H.  Teifield 


Lawrence  Livermore  National  Laboratory 


Creating  a  classification  matrix  is  almost  as 
simple  as  creating  a  mileage  chart.  In  fact,  its 
format  derives  from  that  source.  A  specially 
prepared  mileage  chart,  Figure  1,  shows  various 
cities  in  sequence  from  New  York  to  San  Francisco 
and  their  relative  distances. 


K.Y.C. 
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S3 
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752 
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l 

I 

* 
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4 

7 

Using  the  same  format  but  substituting  military  weapon  system  terms  (for  the 
cities)  that  bear  a  classification  relationship  with  each  other,  we  arrive  at 
the  following  list  of  terms  and  the  matrix,  Figure  2,  developed  for  its  use. 

o  The  "Valkkrie”  Weapon  System  o  Test  Location 

o  Its  System  designator,  A771-CA  o  Maximum  Range/Speed 

o  Number  of  Test  Firings  for  reliability  o  Test  Results 

o  Period  of  Test  Firings  o  Retrofit  Engine  4YJ34A 

o  UK/FRG  participation 


IT 


• 

WTH» 
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• 

m 

• 

• 

• 

jntfi 
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• 

• 

• 

r 

s 
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-- 
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t 

t 
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t 

A 

The  items  in  Figure  2  were  extracted  from  a 
portion  marked  DoO  source  document  In  which 
the  classification  relationships  were 
noted.  Placing  the  items  and  their 
associated  classifications  in  the  matrix 
becomes  not  only  a  relatively  simple  task 
but  the  matrix  has  now  replaced  the  source 
doucment  as  the  new  basis  for 
classification,  (for  the  sake  of  brevity, 
the  source  document  was  not  included  here). 
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'AWS  III  Part  Classification  Matrix 


?  ?  9  Fig- 3 


There  are  a  number  of  different  ways 
in  which  the  matrix  concept  has  been 
adapted.  Another  example  uses  a 
matrix  to  include  an  entire  mechanical 
assembly  like  a  missile  warhead, 
ficticiously  titled  "JAWS  III".  All 
the  parts  listed,  1  through  14,  are 
organized  in  the  table  by  material. 

The  table  then  lists  a  series  of 
classification  questions,  A  through  F, 
common  to  each  part.  The  result  is 
the  matrix  illustrated  in  Figure  3. 


Obviously,  one  has  to  premeditate  the  answers  to  each  question  for  each  part 
and  then  fill  in  the  squares.  Once  this  is  done  a  new  type  of  classification 
guide  comes  into  being ;  one  that  shows  a  picture  of  each  part,  it’s  relative 
position  in  the  assembly,  what  the  part  is  made  of  and  its  classification 
relative  to  its  size,  weight,  shape  and  association  to  other  things. 

Another  adaption  worth  mentioning  is  the  creation  of  a  matrix  guide  based  on 
an  existing  topical  guide.  The  purpose  of  doing  this  is  to  enhance  the  guide 
for  simplicity  and  clarification. 


Anyone  desiring  an  elaboration  on  the  mechanism  for  creating  simple 
classification  matrices  in  their  technical  or  administrative  area,  Please 
contact  Herman  H.  Teifeld,  Classification  Officer,  Lawrence  Livermore  National 
Laboratory,  P.0.  Box  808,  Livermore,  California  94550. 
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WORKSHOP  3 


PREPARATION  OF 
DO  FORM  254 


BRIEFING  HANDOUT 


CLASSIFICATION  MANAGEMENT  BRIEFING 
Classified  Procurement  Steps 

This  information  has  been  prepared  to  apply  to  a  prime  contract  DD  Form 
254.  The  Industrial  Security  Regulation  (ISR)  references  apply  to  the 
User  Agency.  Additional  pertinent  information  is  contained  in  Appendix 
D,  ISR;  Section  VII,  ISR;  and  Paragraph  2-116,  ISR. 

1.  Determine  security  requirements  for  the  proposed  contract. 

2.  Determine  clearance  status  of  prospective  contractor.  Contact  the 
Cognizant  Security  Office  for  verification  of  the  facility  security 
clearance  and  safeguarding  capability,  if  required. 

3.  Develop  classification  guidance  for  RFQ,  RFP,  IFB. 

4.  Distribute  DD  Form  254  for  these  in  accordance  with  para.  7-103, 

ISR. 

5.  The  security  classification  requirements  may  be  different  for  the 
pre-award  phase  than  during  performance.  If  may,  therefore,  be 
necessary  to  construct  a  specimen  DD  25<*  which  would  be  a  part  of  the 
package  as  a  specification  on  which  the  prospective  contractor  can  base 
his  cost  estimates  for  performance.  If  the  pre-award  phase  does  not 
require  access  to  classified  information,  Item  llo,  Remarks,  should  be 
annotated  to  indicate  that  pre-award  access  is  not  required  and  that  the 
254  reflects  the  access  requirements  for  the  contract  to  be  awarded. 

6.  Upon  selection  of  successful  contractor,  issue  DD  25d  tor  the 
contract.  This  will  always  be  an  original  DD  254  even  though  one  was 
issued  during  the  solicitation  stage. 

7.  Distribute  DD  25*  for  the  contract.  (7-i03a,  ISR) 

3.  Review  security  requirements  during  the  different  stages  of  tne 
contract;  e.g.,  preaward,  award,  Research  ana  Development,  Production, 
etc.  Issue  a  revisea  DD  25**  as  necessary.  Review  tne  security 
requirements  at  .east  biennially  ,'-10-*,  ISR),  upon  final,  ce. every  of 
goods  and  services  and  on  termination  of  the  contract. 

9.  Transfer  accountability  of  tne  resiuual  documents  to  a  follow-on 
contract  or  autnorice  retention  of  me  oocumer.es  and  .ssue  a  "ir.a.  DD 
Form  25-*.  (.'-106,  ISR) 

m  tne  p  r e p a r  a  1 1 o  r.  ; :  me  D D  15- 


10.  Encourage  me  contractor  to  assist 
wnenever  oossib.e. 
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U 

ITEMS  2,  3,  4,  and  5  for  Prime  Contract.  Check  2a,  enter  number  in  3a, 
estimated  date  of  completion  in  4a,  and  date  in  3a. 


ITEMS  2,  3,  4,  and  3  for  Revision  to  Prime  Contract.  Check  2a,  enter 
number  in  3a,  estimated  date  of  completion  in  4a,  leave  date  of  original 
in  3a  (Dace),  check  item  3b,  show  revision  number  and  date  of  revision. 
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ITEM  6:  This  block  pertains  to  follow-on  prime  contracts.  It  must 

be  to  the  same  prime  contractor  for  the  same  item(s)  or 
services,  with  no  changes  in  the  security  classification 
guidance  applicable  to  the  contract.  When  these  conditions 
exist,  enter  an  X  in  the  "Yes"  box,  and  enter  the  number  and 
completion  date  of  the  preceding  contract  in  items  6a  and 
6b.  In  item  6c,  enter  an  X  in  the  "Is"  box.  In  all  other 
cases,  enter  an  X  in  the  "No"  box.  This  is  an  important 
block  because  it  authorizes  the  contractor  to  transfer 
accountability  of  classified  material  from  the  preceding 
contract  to  the  current  one.  It  eliminates  the  need  for  the 
contractor  to  request  retention  of  the  classified  material 
until  completion  of  the  current  contract. 


«.  :•  thte  •  ~  tf  ***•  *•••*•*•  '*• 

..  N00014-82-C-000I  .  DEC  31.  1982  f  AcciuMMtiiiy  claaaiiia*  nUMiil 

••CCCOIM4  cont«,ct  euMtca  Dart  cawaul^fo 

X  I*  Z~.  «•  tut*  MMfMI.  _ 


ITEM  7:  Enter  the  name  and  address  of  the  prime  contractor  in 

Item  7a.  The  name  and  address  in  this  item  should  be 
identical  to  that  furnished  by  the  Cognizant  Security 
Office  when  the  facility  security  clearance  was  verified. 

In  Item  7b  enter  the  Federal  Supply  Code  (FSC)  number  of  the 
facility.  The  Cognizant  Security  Office  will  provide  this 
number  at  the  time  of  verification  of  the  facility  security 
clearance.  In  Item  7c,  enter  the  appropriate  Cognizant 
Security  Office  for  the  prime  contractor. 


»MH  I  111!  ft  :  •»  .Me  »< 

vBC  Corporstion 
123  Broad  Street 
Boston.  32210 


Director  or  Industrial  Security 
-95  SuoMr  Street 
Boston.  32213 
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ITEM  10:  Enter  a  description  or  the  procurement  in  Item  10a.  This 

may  be  material,  studies,  services,  etc.  The  statement 
should  be  short,  concise,  and  unclassified.  Item  10b  is  the 
Department  of  Defense  Activities  Address  Directory  number. 
Item  10c  Indicates  whether  or  not  the  procurement  will 
require  security  measures  that  are  additional  to  those 
normally  required  in  the  ISM,  such  as  access  to  Sensitive 
Ccmpartmented  Information  or  other  special  access  programs. 
Item  lOd  indicates  whether  part  or  all  of  the  work  performed 
on  the  contract  will  be  inspected  by  an  agency  other  than 
the  Defense  Investigative  Service  (DIS)  Cognizant  Security 
Office  shown  in  Item  7c,  as  applicable.  Affirmative  answers 
in  these  Items  require  additional  explanation  in  Item  15. 


>4*.  •4eMifl«eite«  ef  *w  im  iftte  nxdUwuw  tee 

Project  154  3cudi.es 
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cMMrasiuei  iMeewMt  «n  Me*  IS 
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ITEMS  11a  Through  llo:  These  items  are  marked  "Yes"  or  "No"  according 

to  the  requirements  of  each  contract.  An 
explanation  of  each  item  follows  this 
illustration. 
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ITEM  11.  ACCESS  REQUIREMENTS  (Explanation  of  individual  items) 

11a.  Access  to  Classified  Information  only  at  other  contractor/ 
government  facilities.  Note  the  vord  "only."  If  the  YES  box  is  marked 
for  this  item,  items  lib  through  lie  plus  11m  and  lln  must  be  marked  NO 
and  the  remaining  items  marked  as  required.  The  contractor  vill  not  be 
required  to  have  any  safeguarding  capability  at  his  facility  if  this 
item  is  marked  YES. 

lib.  Receipt  of  classified  documents  or  other  material  for  reference 
only  (no  generation).  Note  the  vord  "only."  If  the  YES  box  is  marked 
for  this  item,  11a,  11c  through  lie  and  lln  must  be  marked  NO  and'  the 
remaining  items  marked  as  required.  Contractor’s  safeguarding 
capability  vill  be  required. 

11c.  Receipt  and  generation  of  classified  documents  or  other  material. 
If  the  YES  box  is  marked  for  this  item,  11a,  lib,  and  He  must  be  marked 
NO  and  the  remaining  items  marked  as  required. 

lid.  Fabrlcaclon/Modificacion/Storage  of  classified  hardware.  If 
applicable,  include  as  much  information  as  possible  (additional  info  can 
be  added  in  Item  15)  to  indicate  if  Restricted  or  Closed  Areas  vrill  be 
required.  How  much  hardware  is  involved?  How  large?  When  does  the 
hardware  become  unclassified? 

lie.  Graphic  Arts  Services  only.  Note  the  word  "only."  If  the  YES  box 
is  marked  for  this  item,  11a  through  lid  must  be  marked  NO  and  the 
remaining  items  marked  as  required.  This  type  of  contract  would  not 
require  any  specific  classification  guidance  because  the  markings  on  the 
documents  provided  would  be  sufficient  guidance  for  the  contractor. 
Contractor's  safeguarding  capability  will  be  required. 

Ilf.  Access  to  IPO  information.  This  means  International  ?tct 
Organisations  such  as  NATO,  CENTO,  SAIT  Talks,  etc. 

iig.  Access  to  RESTRICTED  DATA.  This  item  includes  access  to  FORMERLY 
RESTRICTED  DATA  and  CRITICAL  NUCLEAR  WEAPON  DESIGN  INFORMATION  (Cr-UI) 
and  is  information  developed  and  controlled  under  the  Atomic  Energy  Act 
of  1954.  Note  this  item  would  always  be  marked  YES  if  access  to  ENVOI 
is  required. 

llh.  Access  to  classified  CCMSEC  information.  This  item  pertains  to 
communications  security  information.  Special  briefings  are  required  and 
you  should  consult  the  CCMSEC  Supplement  to  the  ISM  for  other 
requirements . 

Hi.  Cryptographic  Access  Authorization  required.  This  item  no  longer 
applies. 


H;.  Access  :o  SENSITIVE  COXPaRTMENTED  INFORMATICS. 
:s  mvolvec.  veur  activity  will  nave  a  Special  Securi 
:e  contacted  prior  to  ar.v  contracting.  Special  secru 
retuirec.  Items  lie  and  oessiolv  lid  would  have  also 
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llk.  Access  co  och«r  Special  Access  Program  information.  Thasa  types 
of  programs  uaually  require  additional  security  procedures  or  actions. 
These  requirements  are  varied  and  say  be  different  for  each  type  of 
Special  Access  Prograa.  Additional  Information  oust  be  included  in  Item 
IS.  Item a  10c  and/or  lOd  oay  also  apply  for  these  programs. 

lll.  Access  co  U.S.  classified  information  outside  the  U.S.,  Panama 
Canal  Zone,  Puerto  Rico,  U.S.  possessions  and  crust  territories.  Please 
indicate  city  and  country  of  overseas  performance  in  Item  IS. 

llm.  Defense  Documentation  Center  services  may  be  requested.  DDC  is 
now  the  Defense  Technical  Information  Center  (DTIC).  YES  in  this  item 
will  require  chat  a  DD  Fora  1540  and  DD  Fora  1541  be  prepared  and 

,  processed  by  the  contractor  before  he  nay  request  these  services.  The 

i  forms  and  ocher  pertinent  information  are  contained  in  Paragraph  T, 

Appendix  I  of  the  ISM. 

l ln.  Classifed  ADP  processing  will  be  involved.  This  item  will  be  marked 
YES  only  if  classified  processing  will  be  involved  at  the  contractor's 
facility.  It  does  not  apply  if  the  contract  is  for  a  maintenance  service 

I  or  when  the  contractor  will  be  performing  the  work  at  a  User  Agency  or 

another  cleared  facility.  If  this  item  is  marked  YES,  the  contractor 
will  be  required  co  prepare  an  ADP/SP?  for  his  ADP  operations  and  the 
system  will  require  approval  of  the  Cognizant  Security  Office  in 
accordance  with  Section  XIII,  ISM. 

j  Ho.  Remarks.  This  item  may  be  used  for  any  other  pertinent 

information. 

ITEM  12.  Note  chat  Item  12a  is  a  statement  of  completeness  and  adequacy 
of  the  DD  Fora  254  chat  is  being  signed  by  the  individual  named  in  Icem 
12b.  Item  12b  contains  the  typed  name,  title  and  signature  of  the 
Program/Proj act  or  Security  Manager.  Item  12c  contains  the  complete 
mailing  address  and  telephone  number  of  the  individual  named  in  Item 
12b. 


*wee»  — «* 


t«WMi  iieeedwmtee  — e  J>e e<i—  ••  **e  atftmtae  *eneS  sue*  «0MS4U  *  *m*  '••em  .  e#u 

is  >»e*"  mm#  •«a#am#m  ••  «(9l  *emm  (MM  laemwei  m*  mee— es*«» 


*»"  ^V*  «iamW»e  #»»«+»*«#■••  ■ 


i  mm*  #ee>l«<«iee  me  •i«am**t«  • 


*  .’  t^ieM 


**#w#  «  at# 

teeiume* 


t  teiivMt  •• 


e  *i 


;  Naval  Researc.n  Laboratory 
Washington,  3.2.  203 ~ 5 


SEcnirr  *a.ha cix 
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ITEM  13:  This  item  concerns  the  contractor's  public  release  of  any 

information  under  the  contract.  The  contractor  is 
responsible  for  obtaining  the  approval  of  the  contracting 
officer  for  the  prime  contract. 


13*  Inform  enow  pertaining  to  claaaifiad  com  reel*  or  prajaeta.  even  (hough  »ueh  information  it  cansidorad  unclaaaif  led.  iftpfl  net  be  roteeeod  for  public 
diaaaannMion  aacapt  te  provided  by  the  Industrial  Jaeuruy  Menus!  fpmm gr spfi  So  end  Appandf*  IX). 

b.  Proposed  public  rcteeses  insll  be  lubmiitrd  for  approval  prior  to  rafasoa  Olrect  ^ Through  Spacffyj; 

Commanding  Officer,  Naval  Research  Laboratory,  Washington,  D.C.  20375 

to  the  Olroctorete  For  Freedom  of  Information  end  Security  keviee.  Office  of  the  Aesisism  Secretory  of  Oefense  fPudffc  Allmirot  '  for  review  in 
ic  cord  once  with  peregraoh  jo  of  the  Industrie!  Security  Manual. 

*  fn  the  ceee  of  nan-OoP  C/ser  Aapncipa.  i«e  faainaia.  per  wore mh  So,  fndugfnef  Security  Manual. 


ITEM  14:  Items  14a  and  14b  specify  the  type  of  security  classification 

guidance  furnished  for  use  in  the  performance  of  the 
contract.  Item  14c  indicates  that  the  contract  is  a 
service-type  contract.  If  Items  14a  and/or  14b  are  used, 

Item  14c  will  not  be  used  and  vice  versa.  Item  14d  is  used 
for  retention  of  classified  material  after  the  completion  of 
the  contract  and  requires  approval  of  the  contracting 
activity.  Item  14e  should  read  "Biennial  review"  instead  of 
"Annual  review"  and  is  used  to  show  the  date  the  review  is 
due. 


X.  ioowuy  Clgaaificat  ign  Sage  if  i<  align g  lor  (hit  la'.cugitgn  ctmroci  art  damifiaa  Pa  lav  “T"  pgncMl*  Mafeil  mg  lumpfp  KwhMwn  ••  -«  purtdl 
Apt  narrative  jr  c  taaaif  Italian  gw<ae<n  fumianea  ihail  imwimk  or  hava  nianaaua*  —a  cod  a  a  to  clear  I  a  mg  graanafv  .aaotifv  ink  clamant  * f 
.nfarmatian  «m<h  ftguirtt  •  claaaif  Italian.  **an  •  ctaaai/lcatian  gutdt  (»  .><11  lead.  -nm  r«hiM  » I  iht  luidaial  panatnmg  io  ma  raaciflc  .  onir actual 
rffom  ma?  Pa  aatraciad  and  fumiihaa  ("a  % •mihiw  a  ioioi  gutdaf  •»  >•  udfiacd  rach  individual  panian  af  iha  |u*datii  «n«n  panama  ta  iha 

eamraciuaf  affart  »hall  ba  claarlr  aannfiad  .a  Itam  i»P  7S«  aiiaving  nUmMim  out*  >•  pravidad  .'ar  rath  tea  if  ciaaaifiad  ui/amanae  ><ianttflad 
«  an  cairaci  *t  guide? 

I)  C  tiagary  of  c l aaaif tea* itn.  I!)  Data  it  ««am  lot  jaciaaaificaiian  jr  rcviev  '•»  lactaaaificaiian  and  till  Tha  J«i«  or  want  far  la  vn  grading 
ff  aaaiicadle*. 

Tha  official  itnca  <n  Ham  l.*k  >a  'laamtian  'or  ^msaing  »•  aniracter  raairi  jf  ail  guide*  ana  .hangaa  •  harai#  ‘hai  *re  vaga  •  pan  il  hi* 
tpacil Italian.  Ileasiliec  mfermanen  "•*  Pa  aiiachaa  if  (urmanaa  under  icparata  raver 

a.  *  t'ompuiaa  narrative  »  ;»  ^  aiiachaa  <»  ~  'ftnamiiiaa  aider  icaaraia  .  j»«  and  mane  $  pari  i(  'hi*  tgec  if  i  c  ••  tea 

a  "ha  'oi  laving  ••  lagaific  at  tan  auiaaii*  -"ad  a  a  a  arc  ji  "*»*  laacificauan  and  •«  ill  aiiachaa  it  M  ^  ftnamiiiaa  ana##  taearata 

:avcr  Li  *t  gw to  wndar  l'a«  J  ar  m  an  ariachmani  >r  '(/a.  clarence  <vnan  na  am*) 

_  iarv.ea*iima  entree'  luMaatfaci  Saeofv  «cirw«f»an*  n  accaraamca  airh  .  J  ff:  !  SM.  «a  war  cart  ere.  < 

__  J.  "1"  only  if  tflia  •  final  «aac  if  Italian  and  Itam  a  .a  a  ’MO"  anaarar  'n  'eaaoaaa  'a  'ha  caotraeiar**  'apwn  Jaied 
faiamtan  of  >m  aeanfica  vice  tilled  oarer  i  at  •  ruihariaed  'or  a  parted  oi 
*  Maaal  'eater*  if  this  DO  F ana  .*>1  .«  'apyrred.  f  'Vl*'  orev.ee  lata  i«h  >a»iaa  a  Jua 


144 


ITEM  15:  Icem  15  is  the  real  purpose  of  the  entire  DD  Fora  254.  This 

block  is  used  to  provide  the  contractor  with  the  security 
classification  guidance  required  for  contract  perroraance. 
The  guidance  will  normally  include  one  or  more  of  the 
following: 

(1)  Identification  of  security  classification  guides  or 
extracts  thereof  which  are  furnished  to  the  contractor 
or  identification  of  the  specific  guides  from  which 
classification  guidance  may  be  obtained. 


(2)  Narrative  classification  guidance  which  identifies 
the  specific  types  of  information  to  be  classified  and 
appropriate  downgrading  or  declassification  instructions. 
When  classified  hardware  is  part  of  the  contract,  Identify 
the  classified  hardware  and  indicate  when  the  hardware 
becomes  classified. 

(3)  Any  special  instructions  and  controls  for  handling, 
processing,  scoring,  and  transmission  of  the  classified 
material. 

(4)  Any  explanatory  comments  or  statements  required  for 
information  or  clarification  of  ocher  items  identified  in 
che  OD  Form  254;  e.g.,  LOc  and  d,  II  j,  k  and  1. 

(5)  When  che  contract  is  for  certain  types  of  services 
and  Icem  He  is  marked,  specific  statements  must  appear  in 
this  Icem.  These  statements  are  contained  in  paragraph 

7  —  L 0 2 ,  ISR. 


This  icem  may  be  expanded  as  necessary  by  adding  additional 
pages  as  necessary. 


ITEM  16:  This  iceo  indicates  the  name  and  address  of  Che  approving 

official  for  che  DD  Fora  254. 


MOTE:  The  DD  Fora  254  is  che  only  authorized  means  for 
providing  classif icacion  guidance  co  che  concraccor  for 
perforaance  on  a  classified  concracc.  Ic  should  be  as 
specific  as  possible  and  ic  should  include  only  chac 
informacion  which  pertains  co  chac  specific  concract. 
Encourage  che  concraccor  co  assise  in  che  preparacion  of 
che  DD  Fora  254  and  co  provide  comaencs  on  che  guidance 
he  has  received.  Work  wich  che  concraccor  co  achieve 
guidance  chac  you  boch  underscand  and  can  use  properly  in 
order  co  procecc  che  necessary  inforaacion. 


The  Ui  Specialist 

:or  each  Cognizant  Security 

Of  f  ic 

e  is  listed 

below: 

New  England 

Dick  Maquire 

vbl7) 

451—02: 

IAV) 

955—921 

hid-Aciancic 

Ray  Hero: 

''215) 

2:1—02? 

.AV) 

9 

Capital 

Andrea  Wraalscad 

202) 

315-8332 

,AVI 

221-8332 

Mld-Wescern 

Ruch  Schafer 

iCib) 

522-534- 

AV) 

530-53— » 

Southwestern 

Ralph  Beeson 

v  3 1-) 

263-033  1 

AV) 

o93-o:3 1 

Southeastern 

Ted  Skinner 

( -Q4 ) 

-29-o335 

.AV) 

o9’-o335 

Northwestern 

Sheila  <.  Daigle 

V-.5) 

56 l-5-o" 

.AV) 

53o-5-o7 

Pacif ic 

Vacant 

;  2 1 2  > 

o<*3-133» 

AV) 

333-1084 
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TRAINING  PURPOSES  ONLY 


OEPARTmEMT  op  DEFENSE  •  The  REQUIREMENT*  or  TmC  OOO  INOuSTRf  al  SECURITY  manual 

contract  security  classification  specification  Secret 


THIS  SRCClFlr  .TION 
IS  f OR 


1  contract  number  or  other  • 

IOEN  T|  F  iC  ATiON  number  OATC  TO  RE 

(Prim*  i  nation*  null  toa  thmwrt  ^©MRLETEO 

•or  of I  mubrtwrit *•  #a)  f  r.  *flmof  no, . 

a.  MiMf  fONtiucT  numICR  a. 


THIS  SPCCIFICATION  IS: 
ru.  'wow  »•(•».  u  u«, »  „  t  „ 

Pm  aofa*  A  at  a  tor  Um  a ; 


N00014-84-C-0001 


to.  julCONTNiCTffiiH  Ham  ]*■  H«*T  »'C«  IUBCOnT»*CT  NO 


)j  lor  autoranfracllni 
to#  ro«rf  aarnruf  liar) 


rcouiit  •*o. 
rc oo c * T  ror  •«ouo**i. 

OR  R  r  O  r  OR  OUOUIION 


IIHN  Ml  1C*  I  I  ON  NUMIII  O 

NOOO 1 4-84-R-000 1 


II  VKS.  •  Min|»lrlr  •  fnllnaHnii; 


A*  •  iMiMlwtn  lil »  li*r  rlssaalMaH  aalrilal  an  praceiln*  roatrocf 


a  i  f  PftMf'i  f  U'n 


o  Nairn  Aitilii  »•  A  7.  •§•  f'lali'  of  Priam*  <  niil*m  Im» 

ABC  Corporation 
1112  Jefferson  Davis  Highway 
ria.  VA  222Q9  .... 

Cm  Nf»mr  A'lilr<  •»  A  /ip  CsmI*1  ►  ••*(  Ts«*»  NhIu  ■••Ri 


►  SC  Numli.-r  r.  Nam-,  AtMrra.s  A  Zip  CHI  Of  Ca«nlaont  Saaurlfy  Omer 

Director  of  Industrial  Security 
11099  S.  LaCienega  Blvd. 

Los  Aneeles,  CA  94129 


n*.  A*l*'r**a<w  A  Zip  Cmla  al  Copitlaani  ftcurlty  Qlllc* 


*U  .  Aibtiria  A  Zip  CoAa  af  CofnlaaM  farprlfy  Qfflra 


|  bti  TJ  ■ 

'';4‘ 


Receipt  aMil  ffMrriliuN  uf  r  I  .«•  *«l  ir.l  i|)M| 
#r  iilhn  malarial 


b  Ai-oaaa  l«  rilHo#  Cpa  lal  Araeae  Propram  lalaroallM 

rspoafto  In  ffow  It). 


I.  A*  eaa««M  II.  E  cloaalfla*  INtr««lwi  aalllR  tto  U-  I. 
►  naaw  Canal  Z'-m* .  Poaeia  Rico.  U-  L  Poaaaaalona 
ami  Tiad  TroKolai. 


m  Da  I  an  a#  Diapwatatlaa  Canaar  or  (Mint*  lalMMlM 
Analyst  e  Cantor  Boraloaa  a«r  M  rapoaatad. 


n.  Claoatftoil  ADR  prooaaamp  mill  to  InvotooA. 


I*.  Arcaao '  faaailirif  COMPEL  inlnen»otinii.  _J£»_ 

I.  Crypiagr  arSii  As  •  na  a  AiR  Asiei  ml  ion  rr  tf*«irr  .1  w 


W  Rafar  all  OR*11"**  pfRalnlng  i«  ruMfw  I  «ot's«rify  •  la«affli  «Hm  apa«  If !*•>  inn  la  flu  affltN  warned  tola*  fJVOMMALLP ■  Ito  ACO  fffMl  fColf 
KNClfClUVCVi  •irtmri  alfli  a*rf»»an  ra rued  of  Apiffi  an »l  rrapnnaa  fa  ACOj  fO**v  RfM  iun«*t;fw  tor  latrwOHfl). 


m.  The  ilaiiif'i  affun  «uMan*r  canlalned  in  lAfa  apes  Itn  a*  ion  »mI  u«  <  a*  Mu  a*  •  nlrfinrof  Hurt  In  to  r<  npifeia  a«i  MopHlt. 


A  Typed  name  Ml  la  and  al«nROi  af  HMf*A/PM|«ri  ■  anaper  #  «HNar  Acflalfy  n  mmm.  oAAtoOO.  Zip  CoA«.  lolopAona  naatof  Mi  offlai  0| 

. .  . . .  Navel  Research  Laboratory 

Security  Manager  Washington.  D.C.  20775 

(202)  767-2240 


iprr'irofcsrcnil 


aviticonnn  ffiom  Ja)  fa  aviAMMi  In  .  naira  a  fata  fu  mor*  donffto  fwlnmio/ton.  Caafaai  Final  Iporfffcorion  i  fffomo  I*  OMR  t)  ora 
mrfAnrif  y  tor  <.  online  tore  la  remora  lb  a  raprorfasl  *  fa  a  all!  to  fntoeon— fon.  Xvcft  o«  rfnna  Or  cinfroc  tori  aAoff  0#  fOPon  *n  at  c  ndmro  alp  «Ra  prawfacsr 
of  rfia  fnstooirf  of  IrriMllr  Monuof- 
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13a  Informal lun  pertaining  to  classified  contracts  or  |trn)rn«  win  though  noth  miormetlnn  la  cuneidvrrU  um  laaalllaO.  ahaii  not  b*  released  lor  public 
tiiaaaminaitim  racept  aa  pravided  by  lha  Industrial  Senaiiv  Manual  (permit****  So  and  Appendix  IX). 


K  Drvpoeeo  public  releases  ahaJI  be  submitted  for  approval  prior  release 


|  Dirac  I 


X  Through  (  Specify) 


Commanding  Officer,  Naval  Research  Laboratory,  Washington,  D.C.  20375 


10  lha  Directorate  For  Freedom  al  Inlormallon  and  Security  kevlew.  Office  ol  Ihe  Aaaieiant  Seceeiurv  ul  Delenae  f/>uftjir  ADairs;  •  lot  review  m 
accordance  with  paragraph  ia  of  tha  Induotrlai  Security  Manual. 

V*99  *f*<f*>«  aae  looinora,  per  ear  aa*  So,  fnduaina/  Security 


**  Securli y  Claaai/lcotton  Bpacl/tcotiana  for  thla  aollcltoliun 'contract  are  idenilflad  below  ("**'  applicable  boafaa)  and  •apply  ariaclunanle  «•  t e *utrmd) 
Any  narrative  or  classification  gutda(a)  /umlahad  ahall  be  annulotad  or  have  informal  Ion  appended  to  dearly  and  prrcleaiy  identify  aach  etament  of 
information  which  eapyiraa  o  clooalflcotlon.  Whan  a  claaalflcailon  guide  la  ultliead.  that  puetlun  of  ihe  gulda(a)  pertaining  lo  tha  apaclflc  contractual 
effort  may  be  a  atr  act  ad  and  f  urn  I  a  had  tha  contractor.  When  a  total  gulde(a)  la  ul  Hired  ,  each  Individual  portion  oi  Ihe  ggnieial  wlilch  parialna  i«  Ihe 
contractual  affaet  ahalt  be  claarly  Idantlflad  in  Itam  |4l>  The  fultuwing  Iniurmaliun  rmiai  be  provided  fur  each  Hem  of  rlaaailieit  inlormallon  Identified 
in  an  attract  or  guidat 

fll  Category  of  cloaal/lration.  (If)  Data  or  evenl  for  <l*«-looolfiiollun  m  review  lot  dec iitaaif leuMun.  wnd  <|f|)  The  date  tr  event  lur  iin»ugiMdtng 
i’ll  appffcabfaj. 


The  official  naaied  In  flam  12b,  la  raepenetble  lor  furnishing  tin-  ronlrurtnr  inpiea  <<|  all  guides  wi»«i  itimigea  ihetem  ihnt  i 
apeciftcatton.  Claaaiflad  information  may  be  altorheti  or  lurntahed  under  separate  cuvet 


ip  nisei*  m  part  oi  this 


X  a.  A  camplatad  narrative  la  (1} 


or  (2) 


|  iranamitied  under  aeparaie  cuver  umi  maile  a  pari  of  ihle  apedfiraliun 

i  liunamillad  unde*  separate 


,  b.  Tha  fallawlng  ciaaalflcatlan  gulda(s)  la  ma«ie  a  pari  of  thla  ape  c  if  leal  Ion  and  la  (I)  ("  )  atiached.  or  (2) 
coear.  fLlaf  gwfdea  under  from  f  5  or  in  an  mtt achmonl  by  iflfe,  rafarance  nuntbar  and  daiaf. 


Service-type  caniraci /aybcantrect .  (Specify  inarntcifona  in  accordant  e  wfih  UH'ISM  aa  appropriate. 

,  Id.  "X"  only  if  thla  la  u  final  apat  Iflcaliun  ami  Item  ft  ia  a  "NO"  unawer.  In  reapnnae  io  Ihe  i  onlrnrlur'e  re  goes  I  dated  a 
relent  ion  uf  the  ideniilled  classifier!  muleii.il  ia  mtthtrrlred  im  •«  period  of 
Annual  if  view  of  Ihla  DD  ►  urm  2M  ia  require*!. 


It  "XM",  |te«iv Me  dale  aia  h  review  la  due: 


-3Q-Afir.il.  1985- 

IS.  Meinurka  iFhtfiever  poaalftia,  iffuetrala  proper  «  feaaffo  «le«  faaalll*  ull*wi,  rani  II  mhlr.  ifowipMlltiir  Mtafntrf  fiat*). 


1.  Specifically  designated  contractor  employees  assigned  to  this  contract  will  be 
required  to  hold  Top  Secret  personnel  security  clearances  for  access  to  classified 
information. 


2.  Any  classified  information  generated  or  received  during  performance  of  this 
contract  will  be  classified,  safeguarded  and  handled  in  accordance  with  the  provisions 
of  E.O.  12065,  the  DoD  Industrial  Security  Manual,  dated  January,  1983,  and  OPNAVINST 
5510. IF. 


3.  Contractor  must  submit  all  rough  drafts  of  any  contractor  generated  classified 
documentation  to  the  program  manager  identified  in  Item  12b  for  a  security  review. 


tg*  Contract  Securitv  CliilllicMIm  ^rdllrpluni  l«*e  'u*  *•  »*nl»  m  t  %  taiui'Hi  <**••  « «%nlrn»  i  wilt  in  .»n«»..vr*l  t«v  Mu  OD«»  *  "««fJ  in  Ilf*  to*  twiuw.  ■« 

hi  Ihf  prim*  linUKIW.  ••  mllmilrl  This  C nniiw  1  to'turlly  f’l»Mli»  !«•.•«  V**rlfi<  .a .  aivl  ,>IIIM  hmntl»  «rlei*-mf.l  Hi-uih  MU  approved  hy  Ihr  l/» 

Agm»ry  Contracting  Of  1 1»'*»  pr  hi*  Hrprimlplvr  nam'd  in  |»rM.  |M«  I-I-* 


RKWIRCD  OlfTMUUTlOW: 

VC  Print*  CmUKU'  fltpm  .*■> 

rJ£)  Cognisant  lea  toil  v  Off***  ff»**  ft) 


Jf  AintiilairMIvi  Contracting  Off  if*  (Item  Hr) 

»  1  Qualtiy  Aatpmar  laprarwaiive 

!  i  hrfiraairMlP  (Item  $•) 

t  Cognisant  l«c«ltji  Office  fffom  $r \ 
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WORKSHOP  4 


DOE  Workshops 


NCMS  Training  Seminar 
Las  Vegas,  Nevada 


Two  workshops  were  conducted  at  the  NCMS 
Twentieth  National  Training  Seminar  by  DOE 
employees  Maria  Barela,  George  Carnahan  and 
Charles  Demos.  These  workshops  covered  defi¬ 
nitions  and  background  of  the  classification  lev¬ 
els  and  categories  of  information  used  by  the 
DOE.  There  was  discussion  as  to  what  is  required 
of  a  subcontractor  when  they  will  be  doing  work 


for  DOE  and  already  have  a  DOD  interest.  Discus¬ 
sions  centered  around  a  security  plan  and  what 
is  required  in  writing  such  a  plan.  Areas  of  doc¬ 
ument  control,  security  education,  security 
infractions,  and  visitor  control  were  also  dis¬ 
cussed.  Participation  was  solicited  in  a  question/ 
answer  session.  Copies  of  the  slides  used  are 
enclosed  along  with  handouts. 


Restricted  Data  (RD) 


All  Data  Concerning: 

(1)  Design,  Manufacture,  or  Utilization  of  Atomic  Weapons; 

(2)  The  Production  of  Special  Nuclear  Material;  or 

(3)  The  Use  of  Special  Nuclear  Material  in  the  Production  of  Energy 

But  Shall  Not  Include  Data  Declassified  or  Removed  from  the  Restricted  Data  Category 
Pursuant  to  Section  142. 


Formerly  Restricted  Data  (FRD) 


Information  pertaining  primarily  to  the  Military  Utilization  of  Nuclear  Weapons  which  has 
been  transferred  or  transclessified  from  the  Restricted  Date  Category  in  eccordence  with 
Section  142(d)  of  the  Atomic  Energy  Act  (S) 


National  Security  Information 

(NSI) 


That  category  of  Information  which  Is  separate  and  distinct  from  the  restricted  date  end 
formerly  restricted  date  categories  end  which  pertains  to  the  National  Defense  end 
Foreign  Relations  (National  Security)  of  the  United  States  and  has  been  classified  In 
accordance  with  en  Executive  Order. 

Areas  a  Subcontractor  will  need  to  Address  when  Preparing  a  Security  Plan  Include  the 
Following: 

e  Receiving  Classified  Documents 
e  Internal  Control  of  Classified  Documents 
e  Mailing  Classified  Documents 
•  Key  Control 

e  Control  of  Combinations  to  Safes  and  Security  Area  Doors 
e  Access  Control  to  the  Security  Area  and  Visitor  Control 
e  Marking,  Control,  and  Storage  of  Classified  Matter 
e  Shipment  Security 

e  Monitoring  Procedures  for  the  Security  Area 
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•  Non-Duty  Hours  Security*  Security  Education 

•  Parsonnal  Security 

•  Violations 

•  Automatic  (Electronics)  Data  Processing  (ADP  or  EDP)  System 

Each  Subcontractor  Will  Appoint  a  Security  Officer  and  a  Classified  Document  Custodian 
for  thair  Facility.  Tha  Security  Officer  and  tha  Classified  Document  Custodian  Can  Ba  tha 
Sama  Parson. 

The  Security  Officer  Has  tha  Following  Responsibilities  for  tha  DOE  Security  Program: 

•  Receiving  and  Disseminating  DOE  Security  Instructions 

•  Enforcing  Security  Procaduras 

•  Administering  Security  Orientations  and  Instructions 

•  Furnishing  DOE  with  Requested  Information  Regarding  tha  Facility  Security  Program 

•  Notifying  DOE  of  Changes  in  Security  Officer  or  Classified  Document  Custodian 

•  Obtaining  DOE  Approval  Prior  to  Implementation  of  any  Modification  to  Security 
Procedures  or  Safeguards  Affecting  Thair  Security  Interests. 


Security  Infractions 


The  facility  security  officer  Is  responsible  for  assuring  that  DOE  security  regulations  are 
observed  and  that  security  Infractions  are  held  to  an  absolute  minimum. 

Assure  that  Necessary  Action  Is  Taken  to  Preclude  Recurrence. 


Classified  Document  Control 


•  The  Classified  Document  Custodian  Will  Be  Responsible  for  Strict  Accountability  for 
Classified  Documents  Received  or  Generated. 

•  DOE  Order  S63S.1  Furnishes  Information  Concarnfng  the  Marking  and  Handling  of 
Classified  Documents. 

•  Employees  with  "Q”  Access  Authorizations  May  Hava  Access  to  Documents 
Containing  Secret  Restricted  Data. 

•  Employees  with  "L"  Access  Authorizations  May  Have  Access  to  Document  Containing 
Confidential  Restricted  Data  or  Secret  Netlonel  Security  Information. 

•  Mall  Received  Addressed  to  the  Classified  Mailing  Addrass  Will  Be  Delivered  Unopened 
to  the  Security  Officer. 

•  Custodians  Must  Assure  that  All  Classified  Documents  Are  Ratumed  to  Repository  at 
the  End  of  the  Day. 


•  When  a  Classified  Document  is  Unaccounted  For,  Notify  the  Security  Officer  (Prime 
Contractor)  in  Writing  Within  48  Hours  Identifying  the  Document  and  the 
Circumstances  Under  Which  the  Document  Became  Unaccounted  for. 


Security  Education 


The  Facility  Security  Officer  is  Responsible  for  the  Development  and  Maintenance  of  a 
Security  Education  Program. 
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SAMPLE  SECURITY  PLAN  FOR  FACILITIES 


NAME  OF  COMPANY 
&  ADDRESS 


SAMPLE  FACILITY  SECURITY  PLAN 
CONTRACT  NUMBER 


DATE  (MO-YR) 


The  security  procedures  outlined  in  this  plan  have  been  accepted  and  authorized  by  the  management 
of  (name  &  address  of  company). 

Date: _ (Name,  title  &  signature  of 

authorized  company  offi¬ 
cials) 


TABLE  OF  CONTENTS 


SECTION  Page 
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XIV.  Automatic  (Electronics)  Data  Processing  (ADP  or  EDP)  System  15 


APPENDICES 

A.  Security  Area  Characteristics  and  Floor  Plan 

B.  Name  of  Company  Q-Cleared  Personnel 

C.  Security  Area  Control  Sheets 
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I.  Receiving  Classified  Documents 

Classified  documents  mailed  to  (name  of  com¬ 
pany)  must  be  sent  to  the  following  DOE-approved 
mail  channel  address  by  registered  mail: 

Name  and  address  of  company 

Attention:  Name  of  authorized  employees 

No  classified  mail  marked  for  (name  of  employ¬ 
ees)  will  be  opened  by  other  than  the  addressee. 
Only  specified  Q-cleared  employees  approved  by 
the  responsible  DOE  Security  representative  will 
be  authorized  to  handcarry  classified  documents 
between  the  post  office,  located  at  (address  of 
post  office)  and  (name  and  address  of  company). 
The  company  shall  indicate  in  writing  to  the  Post 
Office  the  names  of  the  employees  authorized  to 
receive  the  registered  mail.  No  mail  addressed  to 
either  of  the  above  locations  will  be  left  unat¬ 
tended. 

The  courier  will: 

A.  Travel  directly  between  the  two  locations. 
(Using  the  most  direct  route  and  avoiding  all 
unnecessary  stops). 

B.  Assure  that  envelopes  and  wrappers  will: 

1.  not  be  opened  while  enroute, 

2.  be  adequately  sealed  to  prevent  unautho¬ 
rized  access  to  the  contents  in  transit. 

C.  Assure  that  the  locked  briefcase  used  to  trans¬ 
port  classified  documents  is  labeled  with  the 
name  of  the  courier,  his  classified  mailing 
address  and  telephone  number 

Note:  Should  the  handcarrier  fail  to  arrive 
within  a  reasonable  time  of  his  expected  time 
of  arrival,  efforts  will  be  made  to  determine 
the  cause  of  delay.  If  the  cause  of  delay  cannot 
be  determined  immediately,  notification  will 
be  made  as  soon  as  possible. 

D.  Assure  that  all  handcarries  are  properly  logged. 

Classified  mail  will  be  taken  directly  to  the 
Security  Supervisor  or  his  alternate,  who  will 
immediately  take  the  unopened  package  to 
the  Security  Area. 

Classified  mail  will  be  opened  in  the  Secu¬ 
rity  Area  only,  where  it  will  be  logged  in  the 
Classified  Document  Log  and  placed  in  the 
safe.  All  envelopes  will  be  carefully  inspected, 
and  any  evidence  of  tampering  will  be  imme¬ 
diately  reported  to  the  FBI,  DOE.  Upon  open¬ 
ing  the  inner  envelope,  the  enclosed  "Receipt 
for  Classified  Information"  will  be  dated,  signed 


and  returned  to  the  sender.  Any  discrepancy 
between  the  receipt  and  the  contents  will  be 
immediately  reported  to  the  dispatching 
agency. 

II.  Internal  Control  of  Classified 
Documents 

Classified  documents  will  be  kept  inside  the 
Security  Area  at  all  times.  Company  (name)  Q- 
cleared  personnel  must  go  to  the  Security  Area 
to  see  the  classified  matter,  and  it  may  then  be 
seen  only  on  a  need-to-know  basis.  Only  classi¬ 
fied  documents,  as  prescribed  by  the  contract, 
will  be  stored  at  company  (name).  During  non¬ 
operating  hours,  classified  documents  will  be 
stored  inside  locked  GSA-approved  3-combina¬ 
tion  safes.  All  drawers  will  be  secured  (combi¬ 
nation  drawer  last),  dial  spun  at  least  four  com¬ 
plete  revolutions,  and  each  drawer  thumb-latch 
depressed  while  attempting  to  pull  open  the 
drawer. 

The  receipt  of  all  classified  documents  will  be 
entered  into  the  Classified  Document  Log  as  fol¬ 
lows: 

A.  Control  Number 

B.  Date  Received 

C.  Classification 

D.  Copy  Number  and  Number  of  Copies 

E.  Name  of  Person  From  Whom  Documents  Were 
Received 

F.  Contract  Number 

G.  Unclassified  Description 

H.  Date  Forwarded  or  Destroyed 

I.  Person  and  Company  Forwarded  To 

J.  Registration  Number  for  Mailing 

K.  Date  Receipt  for  Classified  Information 
Returned 

Documents  will  be  segregated  according  to  issue 
number  and  classification. 

Any  documents  removed  from  the  safes  during 
the  day  will  be  returned  at  the  end  of  the  working 
day  and  locked  in  the  3-combination  safes.  Dur¬ 
ing  the  day,  they  will  be  constantly  attended  by 
a  Q-cleared  employee.  When  not  in  use  or  unat¬ 
tended,  they  will  be  returned  to  and  locked  in  the 
safes. 

All  safes  will  be  inventoried  once  each  month 
to  remove  obsolete  documents.  Obsolete  docu¬ 
ments  will  be  returned  to,  in  accordance  with  the 
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procedures  for  mailing  classified  documents,  and 
upon  approval  from  the  applicable  Buyer. 

No  copies  will  be  made  of  any  classified  doc¬ 
uments  without  proper  authorization.  Addition¬ 
ally,  no  classified  documents  will  be  destroyed 
(e.g.,  shredded,  etc.)  at  this  site.  Whenever  a  clas¬ 
sified  document  cannot  be  accounted  for  instruc¬ 
tions  can  be  found  on  page  4,  paragraph  6.g.  in 
the  Security  Guide  for  Subcontractors,  dated 
March  1981  (This  will  be  revised  in  the  near  future). 

III.  Mailing  Classified  Documents 

Classified  mail  will  be  sent  by  registered  mail 
only.  The  document  will  be  double  wrapped,  and 
the  inner  wrapper  will  be  marked  with  the  appro¬ 
priate  classification,  top  and  bottom,  front  and 
back.  An  entry  in  the  log  book  receipt  and  Receipt 
for  Classified  Information  (RCI)  will  be  made  for 
the  mailing  and  a  "Receipt  for  Classified  Infor¬ 
mation"  will  be  sent  with  the  package.  The  last 
copy  of  the  RCI  will  be  kept  as  a  suspense  copy. 
The  entire  package  will  be  sent  via  registered 
mail. 

Additionally,  the  following  procedures  will  be 
followed: 

A.  The  RCI  (which  should  be  placed  in  the  inner 
envelope)  will  identify  the  addressor,  addres¬ 
see,  and  contents  by  unclassified  title. 

B.  The  inner  envelope  will  bear  (in  addition  to 
the  classification  markings  previously  men¬ 
tioned)  the  return  address  and  approved  mail¬ 
ing  address. 

C.  If  documents  bearing  different  classifications 
are  transmitted  in  the  same  envelope  or  wrap¬ 
per,  the  markings  shall  be  that  of  the  highest 
level  classified  documents. 

0.  The  extra  marking,  category  as  well  as  level 
of  classification,  must  be  on  the  front  of  each 
inner  envelope  or  wrapper. 

E.  Appropriate  measures  will  be  taken  to  assure 
that: 

1.  the  security  markings  on  the  inner  enve¬ 
lope  cannot  be  seen  through  the  outer 
envelope;  and 

2.  the  contents  of  any  classified  documents 
transmitted  cannot  be  seen  through  the 
inner  envelope. 

F.  The  outer  envelope  will  be  addressed  to  the 
same  address,  and  have  the  same  return 
address,  with  no  markings  or  notations  to 


reveal  the  classification  or  identification  of  its 
contents. 

G.  All  wrappers  and  envelopes  will  be  tightly 
sealed. 

H.  Only  cleared  personnel  will  take  classified 
material  to  the  post  office. 

IV.  Kay  Control 

All  access  to  the  Security  Area  will  be  by  security- 
controlled  keys  (or  combination  locks).  All  alarm 
systems  shall  be  activated  and  deactivated  via 
security  key  locks.  The  following  procedures  will 
be  followed. 

A.  A  limited  number  of  Q-cleared  employees  of 
(name  of  company)  will  be  issued  keys  or  lock 
combinations  to  the  Security  Area.  These 
employees  will  be  initially  limited  to: 

(name  of  authorized  employees) 

B.  All  keys  issued  to  employees  will  be  num¬ 
bered,  and  the  employees  will  be  required  to 
sign  a  record  book  which  will  be  maintained 
by  the  Security  Supervisor. 

C.  If  an  employee  loses  a  key,  it  will  be  imme¬ 
diately  reported  to  the  Security  Supervisor  of 
(name  of  company.) 

D.  If  a  key  is  lost,  all  locks  operated  by  this  key 
will  be  changed,  and  new  keys  will  be  issued 
to  the  appropriate  employees. 

E.  All  extra  keys  will  be  stored  in  a  locked  safe 
under  the  control  of  the  Security  Supervisor, 
and  records  of  each  will  be  kept. 

F.  Unauthorized  reproduction  of  keys  to  the 
Security  Area  is  forbidden. 

G.  Keys  will  be  inventoried  at  least  annually. 

H.  Keys  and  locks  will  be  changed  periodically 
(at  least  every  five  years),  even  though  all  keys 
are  accounted  for. 

I.  If  required,  "Carry  Home"  keys  will  be  limited 
to  (name  of  authorized  employees). 

V.  Control  of  Combinations  to  Safas  and 
Security  Area  Doors 

A  limited  number  of  (name  of  company)  Q- 
cleared  employees  will  have  the  combinations  to 
the  3-way  combination  locks  to  the  safe  files  or 
the  combination  locks  on  the  Security  Area  doors 
if  applicable.  These  employees  initially  will  be: 

(Names  of  authorized  employees) 

There  will  be  no  written  record  of  the  combi¬ 
nations  retained  (except  in  the  DOE  approved 
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security  safes  in  the  Security  Area)  by  (name  of 
company)  employees. 

A  list  shall  be  posted  on  the  outside  of  the 
combination  drawers  of  the  safe  files,  listing  all 
persons  who  may  have  access  to  the  classified 
matter  therein  (name,  address,  and  phone  num¬ 
ber). 

All  combinations  and  access  codes  shall  be 
changed: 

A.  Upon  termination  of  an  employee  who  is  in 
possession  of  a  combination,  or 

B.  At  least  once  a  year,  or 

C.  If  a  security  compromise  occurs,  or  is  sus¬ 
pected. 

0.  After  outside  maintenance. 

VI.  Access  Control  to  the  Security  Area  ti 
Visitor  Control 

Q-cleared  (name  of  company)  employees  shall 
be  permitted  access  into  the  Security  Area  pro¬ 
vided  their  name  appears  on  the  access  list.  The 
access  list  shall  be  posted  inside  the  Security 
Area.  Classified  matter  will  be  seen  or  discussed 
only  on  a  need-to-know  basis.  Access  will  initially 
be  limited  to  (name  of  authorized  employees).  If 
appropriate,  authorized  employees  will  wear 
company  ID  badges  at  all  times. 

The  Security  Area  is  monitored  on  a  24  hour 
basis  by  (explain  system,  if  appropriate).  At  all 
times  when  the  Security  Area  is  unoccupied,  the 
alarm  system  shall  be  activated  by  the  last 
employee  present. 

Visits  by  DOE  Q-cleared  persons  who  require 
access  to  any  classified  information  in  the  Secu¬ 
rity  Area  are  approved  ONLY  by  a  DOE-277  form, 
"Request  for  Visit  or  Access  Approval"  which  may 
be  signed  by  a  designated  DOE/ALO  Security 
Representative. 

A  list  of  persons  whose  DOE-277  forms  are 
current  will  be  posted  at  the  main  entrance  door 
of  the  Security  Area.  All  visitorr  requiring  access 
to  classified  information  will  sign  the  visitor's 
register. 

The  security  officer  or  designated  alternate  may 
inspect  packages,  boxes,  containers,  briefcases, 
etc.  entering  the  security  area.  No  prohibited  arti¬ 
cles  (firearms,  explosives,  incendiary  devices. 


cameras,  copying  or  reproduction  devices, 
recording  or  transmitting  devices)  will  be  taken 
into  the  Security  Area  without  proper  authoriza¬ 
tion.  A  notice  to  this  effect  is  posted  at  the  entrance 
to  the  Security  Area. 

Visits  to  the  Security  Area  by  uncleared  per¬ 
sons  shall  always  be  discouraged.  If  the  visit  is 
determined  to  be  absolutely  necessary,  the  Secu¬ 
rity  Supervisor  shall: 

A.  Assure  that  the  visitor  wears  a  distinctive  badge 
indicating  his  uncleared  status. 

B.  Assure  that  the  uncleared  visitor  is  prevented 
from  viewing  or  obtaining  access  to  classified 
information  or  classified  material. 

C.  Assure  that  all  possible  contacts  are  aware  of 
the  visitor's  uncleared  status. 

D.  Assure  that  the  visitor  and  the  assigned  escort 
understand  that  the  visitor  shall  remain  under 
the  escort's  physical  control  and  direction  at 
all  times  the  visitor  is  in  the  Security  Area. 

In  an  emergency  situation,  when  it  is  necessary 
that  an  uncleared  person  (such  as  maintenance 
personnel)  be  admitted  to  the  Security  Area,  the 
area  will  be  subject  to  prior  inspection  by  the 
(name  of  company)  Security  Supervisor  to  assure 
that  all  classified  matter  has  been  properly  stored 
to  prevent  unauthorized  access. 

All  uncleared  persons  (also  Q-cleared  persons 
who  are  not  employees  and  name  of  company) 
will  be  logged  into  and  out  the  Security  Area. 

Detailed  instructions  on  other  aspects  of  visitor 
control  are  found  on  pages  15-16  of  the  Security 
Guide  for  Subcontractors. 


VII.  Marking,  Control  and  Storage  of 
Claseified  Material 

All  classified  material  must  be  identified  by  level 
of  classification  (Secret  and  Confidentiallas  well 
as  category  (Restricted  Data,  National  Security 
Information).  In  addition,  records  must  be  kept 
on  all  classified  material  which  indicate  location 
of  material  and  the  employee  responsible  for  the 
material. 

A.  While  not  in  actual  use,  classified  matter  (doc¬ 
uments  or  material)  must  be  constantly 
attended  by  an  appropriately  Q-cleared 
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employee  or  stored  in  a  locked  repository 
which  has  been  specifically  approved  for  such 
storage  by  the  responsible  DOE  Security  rep¬ 
resentative.  Should  operating  requirements 
dictate  the  use  of  additional  or  substitute 
repositories,  contact  the  Supervisor,  Security 
Systems  Division  for  approval. 

B.  A  monitor  sheet  containing  spaces  for  initial¬ 
ing  by  the  locker  and  monitor  shall  be  posted 
on  each  repository  containing  classified  mat¬ 
ter.  This  sheet  shall  be  initialed  at  the  end  of 
each  workday  by  the  person  who  has  locked 
the  repository,  and  except  when  not  feasible, 
by  one  other  person  who  has  physically 
checked  the  lock,  locked  door  or  drawer,  and 
all  exposed  drawers  to  ensure  that  the  repo¬ 
sitory  is  properly  secured. 


VIII.  Shipment  Security 

A.  Prior  to  each  classified  shipment  of  material, 
security  notification,  which  includes  date, 
protective  service,  weight,  waybill  number, 
number  of  containers,  and  estimated  time  of 
arrival,  must  be  furnished  to  the  recipient. 

B.  For  subcontractors  authorized  to  ship  classi¬ 

fied  material,  the  approved  shipping  address 
for  is: 

Also  list  contractor  company  shipping  address 
(if  material  is  involved). 

C.  The  notification  channel  is: 

D.  The  approved  classified  mailing  address  for 
is: 

E.  Packages  containing  classified  material  will 

be  banded  in  at  least  two  dimensions  with 
steel  strapping  and  secured  with  distinctive 
DOE  ALO  seals.  A  notched  type  banding  will 
be  used.  The  DOE  ALO  security  seals  will  be 
obtained  from:  prior  to  use.  These 

seals  will  be  protected  to  prevent  use  by  unau¬ 
thorized  persons.  Used  seals  wiil  be  mutilated 
to  prevent  reuse. 

F.  Packages  or  containers  of  classified  material, 
unless  prohibited  by  health  considerations, 
will  have  included  a  card  or  other  notice  which 
will  immediately  alert  receiving  personnel  of 
the  appropriate  classification  of  the  material. 

G.  Shipping  containers  shall  be  inspected  imme¬ 
diately  upon  arrival.  Breakage  of  the  con¬ 
tainer,  seal,  banding,  or  any  evidence  of  tamp¬ 
ering  will  be  reported  immediately. 


IX.  Monitoring  Procedures  for  the 
Security  Area 

Q-cleared  employees  of  (name  of  company) 
are  appointed  as  monitors  of  the  Security  Area 
on  a  rotation  basis. 

The  monitor's  duties  will  be: 

A.  To  limit  access  of  the  Security  Area  to  autho¬ 
rized  personnel  only. 

B.  To  ensure  that  the  doors  are  locked  at  all  times. 

C.  To  check  the  work  areas  at  the  end  of  the  day 
to  ensure  that  all  classified  materials  and  doc¬ 
uments  are  properly  stored  and  safeguarded. 

D.  To  store  all  classified  materials  at  the  close  of 
the  normal  work  day  in  approved  storage 
locations  and  to  assure  that  all  documents  are 
placed  in  proper  repositories  and  that  they  are 
locked. 

E.  To  appoint  a  responsible  Q-cleared  employee 
to  monitor  the  work  area  at  the  end  of  the 
"overtime"  period  in  the  event  (name  of  com¬ 
pany)  employees  are  working  hours  other  than 
normal.  The  overtime  monitor  will  then 
become  responsible  for  completing  the  mon¬ 
itor  check  sheet  for  that  day. 

The  monitor  will  be  the  last  person  to  leave  the 
area  and  at  this  time  will  secure  the  doors. 

The  monitor  will  also  check  off  and  initial  the 
monitor's  check  sheet  each  day,  and  initial  the 
monitor  sheet  on  the  safes  in  the  Security  Area. 
The  monitor  check  sheet  will  be  maintained  and 
appropriate  entries  made  to  assure  the  security 
of  the  area. 

The  monitor  will  turn  any  alarm  switches  on 
after  signing  the  monitor's  sheet.  Indication  that 
the  system  is  active  is  provided  on  the  alarm 
panel.  The  Security  Area  will  be  continuously 
monitored  by  (explain  system,  if  appropriate). 

As  security  is  the  responsibility  of  all  individu¬ 
als,  each  individual  will  be  responsible  for  refrain¬ 
ing  from  discussing  classified  information  out¬ 
side  the  Security  Area,  or  with  uncleared  persons, 
or  Q-cleared  persons  not  having  a  need-to-know, 
while  on  the  phone;  and  assuring  that  one's  own 
work  area  is  checked  each  evening. 

X.  Non-Duty  Hour*  Security 

The  Security  Area  will  be  locked  at  all  times 
during  non-duty  hours.  The  door  and  walls  will 
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be  built  to  specifications  to  bar  forced  entry.  Access 
to  the  Security  Area  itself  will  be  limited  and  con¬ 
trolled  (explain  non-duty  security  patrol  fre¬ 
quency  and  procedure). 

The  Security  Area  will  be  continously  moni¬ 
tored  (explain  system).  All  alarm  lines  are  super¬ 
vised.  This  system  permits  continuous  monitor¬ 
ing  of  the  Security  Area  during  non-duty  hours. 
Q-cleared  employees  access  the  Security  Area  by 
(explain  your  method  such  as  via  a  push-button 
combination  lock  on  the  door  and  a  key-operated 
switch  to  deactivate  the  alarm  system). 

In  case  of  an  alarm  during  non-duty  hours, 
(explain  procedure  and  authorized  employees  to 
be  contacted). 

In  the  case  of  a  break  in,  the  FBI  (list  appropriate 
telephone  numbers)  will  be 

notified  immediately  by  the  employee  who 
responds  to  the  emergency  call. 

XI.  Security  Education 

See  pages  7-10,  Security  Guide  for  Subcon¬ 
tractors,  for  details. 

XII.  Personnel  Security 

See  pages  10-14  of  the  Security  Guide  for  Sub¬ 
contractors  for  information. 

XIII.  Violations 

See  pages  5-7  of  the  Security  Guide  for  Sub¬ 
contractors  for  information. 

XIV.  Automatic  (Electronics)  Data 
Processing  (ADP  or  EDP)  System 

(If  appropriate).  An  ADP  (EDP)  Security  plan  for 
classified  operations  on  the  (name  model  of 
automatic  data  processing  system  or  word  pro¬ 
cessor)  will  be  submitted  in  a  separate  document. 

Appendix  A 

Security  Area  Characteristics  and  Floor 
Plan 

(Name  of  company)  is  located  at  (address). 


Examples  of  the  detailed  physical  security  fea¬ 
tures  are  as  follows: 

Office  space  is  maintained  on  three  levels  of 
the  building.  The  vault  room  is  situated  on  the 
lowest  level.  (Insert  sketches  or  drawings  of  the 
surrounding  area  as  well  as  of  the  office  or  plant 
facility,  if  appropriate). 

A  separate  room  12'  long  and  T  wide  located 
on  the  lower  level  is  designated  as  the  "Security 
Area."  One  wall,  which  is  an  exterior  building 
wall,  is  constructed  of  concrete  block.  The 
remaining  three  walls  are  constructed  of  dry  wall 
on  solid  wood  studding.  The  floor  is  a  solid  con¬ 
crete  slab  and  the  7'4"  high  ceiling  is  a  6"  drop 
ceiling  suspended  below  solid  wood  planking. 
Access  to  this  room  is  through  a  locked  13/V'  solid 
wood  door.  The  Security  Area  door  lock  is  a  push 
button  combination  lock. 

Access  to  the  Security  Area  is  electronically 
monitored  by  magnetic  door  switch  (ADEMCO 
Control  #1022)  and  an  infrared  intrusion  detector 
(RAYTEK,  BISPY  Series  82).  This  alarm  system  is 
activated  and  deactivated  via  a  key  lock  and  is 
monitored  with  self  checking  supervisory  cir¬ 
cuitry-  which  alarm  if  tampered  with.  In  case  of 
power  failure  the  battery  beck -up  power  supply 
will  continue  operating  for  12  hours. 

The  Security  Area  is  monitored  by  (explain  sys¬ 
tem,  if  appropriate). 

Indicate  in  the  event  of  an  alarm,  the  alarm 
company  calls  a  designated  Q-cleared  company 
employee(s)  and  both  go  to  the  facility  to  deter¬ 
mine  the  cause  of  the  alarm.  If  required,  contact 
the  local  FBI  office. 


Appendix  B 

(Name  of  Company)  Q-Cleared  Personnel 

The  following  (company)  Q-cleared  personnel 
who  will  have  access  to  the  Security  Area  are: 

Names  Home  Phone  Numbers 
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WORKSHOP  5 

Derivative  Classification  in  Accordance 
with  a  Security  Classification  Guide 
Joseph  A.  Grau 


DEFENSE  SECURITY  INSTITUTE 
Defense  General  Supply  Center 
Richaond,  Virginia  23297 


24  April  1984 


PRACTICAL  EXERCISE 


SUBJECT:  Derivative  claasiflcatlon  in  accordance  with  a  security  classifi- 
cetion  guide. 

EXERCISE  TASKS:  Portion  mark  a  security  clasaificetlon  guide  (SCG).  Use  the 
SCC  to  determine  aarkings  for  portions  of  a  report.  Mark  pages  of  both 
documents.  Determine  eppllcable  aesocleted  markings  for  the  report. 

TEACHING  POINTS:  (1)  Classification  markings  on  portions  of  documents  must  be 
besed  on  the  classif icetlon  of  Information  they  conteln  or  reveel.  (2) 

Portion  marking  requires  cereful  ettention  to  what  cen  be  deduced  from  the 
portion,  e  cleer  understanding  of  the  SCG'e  instructions,  end  logicel 
thinking.  It  is  not  e  purely  "mechanical"  procese. 

MATERIALS:  HO  1,  Security  Classif Icetlon  Guide;  HO  2,  Report;  Solution  Sheet. 

SUGGESTIONS  FOR  PRESENTATION:  Distribute  the  hendouts  to  the  audience  and 
allow  time  for  them  to  mark  HO  1.  Then  discuss  the  solution  to  this  pert  of 
the  exercise.  Recommend  the  following  points  be  noted: 

(1)  The  feet  that  marking  of  subjects  and  titles  Is  often  overlooked. 

(2)  Need  to  mark  each  portion  (including  leed-ln  paragraphs)  on  their 
own  merits.  (Can  vary  besed  on  orgenlzetion  policy.) 

(3)  Absence  of  identification  of  the  classification  source  end 
declassification  instructions.  (Suggsst  the  Instructor,  after 
discussing  the  solution,  ssk  if  anything  is  missing  on  the  SCG. 

When  absence  of  these  items  is  notsd,  explain  they  will  be  added  by 
the  "front  office"  when  the  SCG  la  approved.) 

Allow  time  for  marking  HO  2,  then  discuss  the  solution.  Recoamend  the 
following  points  be  discussed: 

(1)  Caution  end  logical  anelysis  required  to  make  sure  nothing  "fells 
through  s  crack"  (paras  l  snd  32). 

(2)  The  need  for  a  clear  understendlng  of  the  SCG's  Instructions  end 
terminology  ('durability"  (pare  7)  end  "effectiveness  of  destruction 
means"  (pare  17)). 

(3)  Need  to  consider  each  portion  on  its  own  merits  and  in  context  (pars 
18). 

(4)  Need  to  review  entire  SCC  before  use.  Several  sections  can  apply  to 
one  portion  (para  21). 

(5)  Method  of  Identifying  the  classification  sourca  snd  determining 
declesslf icetlon  instructions.  Note  particularly  that  the  date  of 
the  SCC  is  given  end  the  declassification  inst  uction  is  "OADR". 

NOTES:  "The  Three  Little  Pigs"  has  bssn  used  for  several  years  ss  a  security 
training  exercise.  This  version  has  been  heavily  revisad  from  an  exercise 
which  bore  no  identification  of  the  preparing  agency.  All  materiel  is 
UNCLASSIFIED. 
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SOLUTION  SHEET:  "Operation  TRIPLE  SWINE" 


Security  Classification  Guide  (HO  1): 

Item  Id  is  S;  items  le  and  2c  are  C;  all  other  items  and  the  title  are  U. 
Items  are  classified  because  they  reveal  the  information  they  designate 
as  classified,  i.e.,  "the  fact  that  .  .  .  ."  Page  is  marked  SECRET  top 
and  bottom. 


"Final  Report:  Operation  TRIPLE  SWINE"  (HO  2): 

Para  1:  C  [item  lb  of  the  SCG]  Note  that  the  little  pigs  had  the  same 
mother.  Later  each  is  referred  to  as  "he"  and  "him,"  so  they  must  be 
brothers. 

Para  4:  C  [le] 

Para  7:  C  [3c] 

Para  10:  C  [3c] 

Para  12:  C  [3a(3),  3c] 

Para  14:  U 
Para  16:  C  [2f] 


think  that  his  being  out  of  breath  would  reveal  how  he  destroyed  the  house. 
But  he  might  have  been  out  of  breath  because  of  any  strenuous  activity  (e.g., 
using  a  sledge  hammer.  The  paragraph  really  says  nothing  about  the  method  of 
house  destruction  (or  even  that  the  house  was  destroyed),  and  is  U. 

Para  19:  C  [lb]  Para  20:  S  [Id] 

Para  21:  S  [2f,  2g]  Para  22:  C  [lb,  3a(3)] 

Para  23:  C  [le,  3a(3)]  Para  24:  C  [2f] 

Para  25:  S  [2f,  2g,  3c]  Para  26:  U 

Paras  27,  28,  29:  C  [le]  Para  30:  C  [2c] 

Para  31:  C  [le,  2c] 

Para  32:  C  [le]  If  the  pig  could  trick  the  wolf  many  times,  he  must  be 
smart. 


Paras 

2, 

3: 

U 

Paras 

5, 

6: 

U 

Paras 

8, 

9: 

U 

Para 

11: 

C 

[3a(3)  ] 

Para 

13: 

C 

[2c] 

Para 

15: 

S 

fid] 

Para 

17: 

S 

[2f ,  2g] 

Para 

18: 

U 

Since  we 

Para  33:  C  l 3a(3) ]  Para  34:  C  [le] 

Para  35:  C  [lb,  3a(3),  3c] 

The  title  of  the  report  is  U.  Both  pages  must  be  marked  SECRET  top  and 
bottom. 


Classification  source  and  declassification  instructions  should  read: 

CLASSIFIED  BY  Operation  TRIPLE  SWINE  SCG,  2  Aug  82 
DECLASSIFY  ON  Originating  Agency's  Determination  Required 


ADDENDUM 


Subsection  1-601,  DoD  5200. 1-R  states  that  "persons  who  apply  .  .  .  derivative 
classification  markings  shall  .  .  .  verify  the  information's  current  level  of 
classification  as  far  as  practicable  before  applying  the  markings.  ..."  In 
many  cases,  the  best  way  to  do  this  is  to  consult  the  appropriate  security 
classification  guide  (SCG).  In  addition,  use  of  an  SCG  will  almost  always 
permit  more  precise  and  accurate  derivative  classification  than  use  of  source 
documents  alone.  This  is  easily  demonstrated  by  adding  an  additional  short 
task  to  the  basic  practical  exercise,  perhaps  —  if  time  is  constrained  —  as 
a  replacement  for  the  section  of  the  exercise  involving  portion  marking  of  the 
SCG  itself. 

Students  should  be  provided  the  following  paragraph  and  instructed  to  consider 
it  as  a  section  of  a  source  document  they  will  use  to  derivatively  classify  a 
small  portion  of  the  "Final  Report:  Operation  TRIPLE  SWINE": 

(S)  Shortly  after  the  three  little  pigs  moved  into  their  newly  finished 
houses,  a  wolf  demanded  entrance  to  the  straw  house,  crying,  "Little  pig, 
little  pig,  let  me  come  in!"  The  pig,  terrified  to  have  a  hungry  wolf  at 
the  door,  replied,  "Not  by  the  hair  on  my  chinny-chin-chin!" 

Point  out  that  all  the  information  found  in  paragraphs  13,  14  and  15  of  the 
report  is  contained  in  this  paragraph.  Instruct  the  students  to  mark  the 
appropriate  classifications  for  the  three  paragraphs  in  the  report,  using  this 
paragraph  as  source  guidance.  You  might  suggest  the  markings  be  placed  above 
the  parentheses  so  they  can  later  be  compared  with  markings  based  on  the  SCG. 
Then  proceed  with  the  rest  of  the  exercise. 

After  the  solution  to  the  exercise  has  been  discussed,  ask  the  students  to 
compare  the  markings  on  paragraphs  13,  14  and  15  based  on  the  source  paragraph 
with  those  based  on  the  SCG.  Without  verification  by  means  of  the  SCG  or 
receipt  of  more  specific  guidance  from  the  classifier  of  the  source  paragraph, 
all  three  paragraphs  in  the  report  would  be  marked  Secret.  Use  of  the  SCG 
allows  accurate  marking,  discriminating  among  the  Secret,  Confidential  and 
Unclassified  information. 
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FOR  TRAINING  ONLY 
OTHERWISE  UNCLASSIFIED 

Final  Report:  Operation  TRIPLE  SWINE  (  ) 

1.  (  )  Once  upon  a  time  three  little  pigs  left  their  mother's  home  and  went 
out  into  the  world. 

2.  (  )  One  was  a  lively  little  pig  who  liked  to  dance. 

3.  (  )  One  was  a  happy  little  pig  who  liked  to  sing. 

4.  (  )  One  was  a  smart  little  pig  who  remembered  what  a  wolf's  real  motives 

were. 

5.  (  )  Soon  the  little  pigs  met  a  peddler  hauling  straw. 

6.  (  )  The  first  little  pig  said,  "Please  sir,  give  me  some  straw  so  I  can 
build  a  house." 

7.  (  )  The  peddler  gave  him  some  straw,  and  the  little  pig  built  his  house; 
but  straw  is  flimsy,  so  the  house  was  not  sturdy. 

8.  (  )  The  second  little  pig  waited  until  a  peddler  hauling  s-ticks  came  along. 

9.  (  )  "Please  sir,"  he  said,  "give  me  some  sticks  so  I  can  build  a  wooden 

house." 

10.  (  )  The  peddler  gave  him  some  sticks,  and  the  second  little  pig  built  a 
house.  But  some  of  the  sticks  came  loose  and  the  new  little  house  almost 
tumbled  down. 

11.  (  )  The  third  little  pig  waited  until  a  peddler  hauling  bricks  came  along. 
Then  he  said,  "Please  sir,  give  me  some  bricks  so  I  can  build  a  house."  The 
peddler  gave  him  the  bricks. 

12.  (  )  The  third  little  pig  built  a  strong  brick  house.  It  has  a  thick  door 
and  a  big  chimney. 

13.  (  )  The  three  little  pigs  had  just  finished  their  houses  and  moved  in, 
when  along  came  a  hungry  wolf. 

14.  (  )  The  wolf  stopped  at  the  door  of  the  straw  house  and  called,  "Little 
pig,  little  pig,  let  me  come  in!" 

15.  (  )  "Not  by  the  hair  on  my  chinny-chin-chin! "  cried  the  little  pig. 

16.  (  )  "I'll  huff,"  roared  the  wolf,  "and  I'll  puff  and  I'll  blow  your  house 

in ! " 

17.  (  )  He  huffed  and  he  puffed  and  he  did  blow  the  straw  house  in. 

18.  (  )  But  the  wolf  was  out  of  breath,  and  the  little  pig  was  able  to  scamper 

away  to  the  door  of  the  wooden  house. 

19.  (  )  The  second  little  pig  opened  the  door  and  let  his  brother  in. 

CLASSIFIED  BY  _ 

DECLASSIFY  ON  FOR  TRAINING  ONLY 

OTHERWISE  UNCLASSIFIED 
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FOR  TRAINING  ONLY 
OTHERWISE  UNCLASSIFIED 

20.  (  )  The  volf  went  to  the  wooden  house  and  called,  "Little  pig,  little  pig, 
let  me  come  in!"  "Not  by  the  hair  on  my  chinny-chin-chin!"  cried  the  little 
Pig- 

21.  (  )  "Then  I'll  huff  and  I'll  puff  and  I'll  blow  your  house  in!"  roared  the 
volf.  He  huffed  and  he  puffed  and  he  did  blow  the  stick  house  In. 

22.  (  )  Once  again,  though,  the  volf  was. out  of  breath,  and  the  two  little 
pigs  scurried  to  the  door  of  the  brick  house.  The  third  little  pig  opened  the 
door  and  let  his  brothers  in. 

23.  (  )  The  volf  rushed  to  the  brick  house  and  called,  "Little  pig,  little 
pig,  let  me  come  in!"  "No  way!"  replied  the  shrewd  little  pig. 

24.  (  )  "I'll  huff  and  I'll  puff  and  I'll  blow  your  house  in!"  roared  the 
volf. 

25.  (  )  The  volf  puffed  and  puffed  and  huffed  and  huffed,  but  he  could  not 
blow  in  the  sturdy  brick  house.  At  last  he  gave  up. 

26.  (  )  "Come  with  me  tomorrow  morning  at  eight  o'clock,"  he  called,  "and  I'll 
show  you  Mr.  Smith's  fine  turnip  field." 

27.  (  )  The  next  morning  the  smart  little  pig  got  up  at  five  o'clock,  vent  to 
Mr.  Smith's  field,  pulled  up  some  turnips,  and  skipped  back  home  again  before 
the  volf  arrived. 

28.  (  )  So  another  day  the  volf  came  to  the  house  again  and  invited  the  smart 
pig  to  go  to  the  fair  the  following  morning. 

29.  (  )  The  next  morning  the  smart  little  pig  got  up  early,  vent  to  the  fair, 

and  saw  all  the  sights.  While  there,  he  bought  a  butter  chum. 

30.  (  )  He  was  on  his  way  home  when  he  saw  the  volf  coming  toward  him.  The 
little  pig  hopped  into  his  chum  and  rolled  right  past  the  frightened  volf, 
who  had  never  seen  a  butter  chum  before. 

31.  (  )  The  next  day  the  volf  came  to  the  house.  He  told  about  the  round 

thing  that  had  frightened  him.  "Oh,"  laughed  the  smart  little  pig,  "that  was 

me  rolling  in  my  butter  chum." 

32.  (  )  The  volf  gnashed  his  sharp  teeth  in  anger.  "You  have  tricked  me  many 
times,  but  you  will  never  trick  me  again,  little  pig!"  he  roared.  "I'm  coming 
dovi.  the  chimney  and  will  eat  you!" 

33.  (  )  Quickly  the  volf  scrambled  up  on  the  roof  of  the  brick  house  and  made 
his  way  to  the  chimney. 

34.  (  )  The  smart  little  pig  ran  to  the  fireplace  and  whisked  the  lid  off  a 
pot  of  steaming  water.  When  the  volf  tumbled  in,  the  little  pig  popped  the 
lid  in  place  —  and  that  was  the  end  of  the  volf. 

35.  (  )  The  three  little  brother  pigs  danced  around  the  room.  Then  they 
settled  down  and  lived  happily  ever  after  in  the  strong  brick  house  with  the 
thick  door  and  big  chimney. 
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;« 

Number  of  pigs 

Relationship  of  pigs 

Fact  that  pigs  are  little 

Fact  of  hair  on  chin 

Fact  that  some  pigs  are  smart 

Other  information 

Lf 


Existence  of  wolf 
Size  of  wolf 

Fact  that  wolf  can  be  frightened 
Intent  to  capture  pigs 
Motivation  of  wolf 
Means  of  house  destruction 
Effectiveness  of  destruction  means 
Other  information 
istruction  of  houses 
Construction  material  used  by: 


(  )  Pig  #1 
(  )  Pig  #2 
(  )  Pig  #3 


Sources  of  building  materials 
Durability  of  houses 


U 

C  DECL  12  F 

U 

S  DECL  12  F 

C  DECL  12  F 

U 

U 

U 

C  DECL  12  F 

U 

C  DECL  OADR 

C  DECL  12  F 

S  DECL  OADR 

U 


u 

u 

c 

u* 


DECL  12  1 


C  DECL  0AD1 
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introduction 

This  presentation  addresses  basic  requirements  for  the  use  of  intelligence  markings. 

The  markings  are  authorized  for  use  by  the  Director  Central  Intelligence  to  identify  and 
control  inteiiigence  information.  DCID  1/7  applies. 


Definitions 


intelligence  Information  and  related  materials  includes  the  following  classified 
Information: 

Foreign  Intelligence-Information  relating  to  the  capabilities.  Intentions  and  activities  of 
foreign  powers,  Organizations  or  persons. 

Counterintelligence-Information  gathered  and  activities  conducted  to  protect  against 
espionage,  other  Intelligence  activities,  sabotage,  or  assassinations  conducted  for  or  on 
behalf  of  foreign  powars,  organizations  or  persons,  or  international  terrorist  activities. 

Information  describing  U.S.  Foreign  intelligence  and  Counterintelligence  Activities, 
Sources,  Methods,  Equipment,  or  Methodology  used  for  tha  acquisition,  procassing,  or 
exploitation  of  such  intelligence;  foreign  military  hardware  obtained  for  exploitation;  and 
photography  or  recordings  resulting  from  U.S.  Intelligence  coiiactlon  efforts. 

Information  on  Inteillganca  Community  protective  security  programs  (a.g.,  personnel, 
physical,  technical,  and  information  security). 


Warning  Notice-Intelligence  Sources  or 

Methods  Involved 

(WNINTEUWN) 

This  marking  is  used  to  Identify  classified  inteiliganca  information  whose  SENSITIVITY 
REQUIRES  CONTRAINTS  ON  ITS  FURTHER  DISSEMINATION  AND  USE.  This  marking  may 
be  used  only  on  intailiganca  which  IDENTIFIES  OR  WOULD  REASONABLY  PERMIT 
IDENTIFICATION  of  an  INTELLIGENCE  SOURCE  OR  METHOD  WHICH  IS  SUSCEPTIBLE  TO 
COUNTERMEASURES  THAT  COULD  NULLIFY  OR  REDUCE  ITS  EFFECTIVENESS. 

Information  so  marked  shall  NOT  BE  DISSEMINATED  iN  ANY  MANNER  OUTSIDE 
AUTHORIZED  CHANNELS  WITHOUT  THE  PERMISSION  OF  THE  ORIGINATING  AGENCY  AND 
AN  ASSESSMENT  BY  THE  SOTC  iN  THE  DISSEMINATING  AGENCY  AS  TO  THE  POTENTIAL 
RISKS  TO  NATIONAL  SECURITY  AND  TO  THE  INTELLIGENCE  SOURCES  OR  METHODS 
INVOLVED.  In  making  such  assassmant,  consideration  should  be  glvan  to  reducing  tha  risk 
to  tha  inteiiigenca  sourcas  of  methods  which  provided  tha  intaliigence  by  sanitizing  or 
paraphrasing  the  information  so  as  to  permit  its  wldar  dissemination. 


Dissemination  and  Extraction  of 
Information  Controlled 
By  Originator  (ORCON/OC) 


This  marking  is  used  to  ENABLE  CONTINUING  KNOWLEDGE  AND  SUPERVISION  BY  THE 
ORIGINATOR.  This  marking  may  be  used  only  on  classified  intelligence  information  which 
CLEARLY  IDENTIFIES  OR  WOULD  REASONABLY  PERMIT  READY  IDENTIFICATION  OF  AN 
INTELLIGENCE  SOURCE  OR  METHOD  which  is  PARTICULARLY  SUSCEPTIBLE  to 
countermeasures  that  would  nullify  or  measurably  reduce  its  effectiveness. 

Information  bearing  this  marking  MAY  NOT  BE  DISSEMINATED  IN  WHOLE  OR  IN  PART 
through  briefings,  incorporation  into  reports,  or  in  any  other  manner  outside  the 
headquarters  element  of  the  recipient  organizations,  or  used  in  taking  investigative  action, 
without  the  advanced  permission  of,  and  under  conditions  specified  by,  the  originator. 

NOTE:  THIS  IS  THE  MOST  RESTRICTIVE  MARKING,  procedures  will  be  established  to 
ensure  that  this  marking  is  applied  to  PARTICULARLY  SENSITIVE  INTELLIGENCE 
Information  and  that  timely  procedures  are  established  to  review  requests  for  further 
dissemination  of  intelligence  information  bearing  this  marking. 


Not  Releasable  to  Contractors/ 
Consultants 

{No  Contract/NC) 

This  marking  is  used  to  identify  classified  intelligence  information  that  SHALL  NOT  BE 
RELEASED  to  CONTRACTORS  or  CONSULTANTS  without  the  permission  of  the  originating 
agency.  This  marking  may  be  used  only  on  intelligence  information  which,  if  disclosed  to  a 
contractor.  WOULD  or  POTENTIALLY  give  him  a  COMPETITIVE  ADVANTAGE  which  could 
reasonably  be  expected  to  cause  a  CONFLICT  of  INTEREST  with  his  OBLIGATION  to 
PROTECT  the  information;  or  which  was  provided  by  a  SOURCE  on  the  EXPRESS  or 
IMPLIED  condition  that  it  would  NOT  BE  MADE  AVAILABLE  to  CONTRACTORS. 

NOTE:  These  restrictions  do  not  apply  to  consultants  hired  under  Office  of  Personnel 
Management  procedures,  or  comparable  procedures  derived  from  statutory  authorities  of 
department  or  agency  heads,  and  who  *  ire  considered  to  serve  as  extensions  of  their 
employing  offices. 


Caution-Proprietary  Information 

Involved 

(PROPIN/PR) 

This  marking  is  used  with  or  without  a  security  classification  to  identify  information 
provided  by  a  COMMERCIAL  FIRM  or  PRIVATE  SOURCE  under  an  EXPRESS  or  IMPLIED 
understanding  that  the  information  will  be  protected  as  a  TRADE  SECRET  or 
PROPRIETARY  DATA  BELIEVED  to  have  ACTUAL  or  POTENTIAL  VALUE. 

Information  bearing  this  marking  SHALL  NOT  BE  DISSEMINATED  in  any  form  to  an 
INDIVIDUAL,  ORGANIZATION,  or  rOREIGN  GOVERNMENT  which  has  any  interests,  actual 
or  potential,  in  competition  with  the  source  of  the  information  without  the  permission  of 
the  originator.  This  marking  may  be  used  in  conjunction  with  the  NOCONTRACT  marking 
to  preclude  dissemination  to  any  contractor. 


Authorized  for  Release  to  (name  of 

country(ies)/ 

International  Organization)  (REL) 

This  marking  Is  used  to  Identify  classified  intelligence  that  an  ORIGINATOR  HAS 
PREDETERMINED  TO  BE  RELEASABLE  OR  HAS  RELEASED,  THROUGH  ESTABLISHED 
FOREIGN  DISCLOSURE  PROCEDURES  end  CHANNELS,  to  the  FOREIGN  COUNTRY(IES)/ 
INTERNATIONAL  ORGANIZATION  Indicated.  No  other  foreign  dissemination  of  the 
materiel  Is  authorized  (In  any  form)  without  the  permission  of  the  orlginetor. 


Not  Releasable  to  Foreign  Nationals 

(NOFORN/NF) 

This  marking  Is  used  to  Identify  classified  Intelligence  that  may  not  be  released  In  any  form 
to  foreign  governments,  foreign  nationals,  or  non  U.S.  citizens  without  permission  of  the 
originator.  This  merklng  mey  be  used  on  INTELLIGENCE  WHICH  IF  RELEASED  TO  A 
FOREIGN  GOVERNMENT  OR  NATIONAL(S)  COULD  JEPOARDIZE  INTELLIGENCE  SOURCES 
Of  METHODS,  OR  WHEN  IT  WOULD  NOT  BE  IN  THE  BEST  INTERESTS  OF  THE  UNITED 
STATES  TO  RELEASE  THE  INFORMATION  FROM  A  POLICY  STANDPOINT  upon  specific 
determination  by  a  SOIC. 

SOICs  ere  responsible  for  developing,  publishing,  end  maintaining  guidelines  consistent 
with  the  policy  guldence  herein  for  use  In  determining  the  foreign  releesablllty  of 
Intelligence  they  collect  or  produce.  These  guidelines  shall  be  used  In  esslgnlng  NOFORN 
control  markings,  and  by  primary  referents  In  responding  to  Inquiries  from  other 
organizations  on  application  of  this  control. 
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Classification  Markings 


SET  If  1 


CLASSIFICATION  PENDING  MARKING 

A.  WHEN  AND  HOW  SHOULD  THIS  MARKING  BE  USED? 

1.  Only  when  the  originator  of  the  material  does  not  have  an 
applicable  classification  guide,  DD  Form  254,  or  has  not  extracted 
classified  information  from  another  document,  but  does  believe  the 
material  should  be  protected  based  on  previous  experience  in  a  similar 
field  of  interest  which  the  government  has  acquired  a  proprietory 
interest.  In  this  case  the  following  marking  should  be  applied  to  the 
document: 


Classification  determination  pending 
Protect  as  though  classified 
(INSERT  CONFIDENTIAL,  SECRET  OR  TOP  SECRET) 

2.  The  above  marking  need  only  to  be  applied  once  on  the  material 
but  placed  conspicuously  so  as  to  draw  attention  of  the  recipient.  No 
other  markings  are  required.  However,  if  desired  by  the  contractor,  it 
is  acceptable  to  add  the  designation  "company  private  or  "proprietary". 

B.  NOW  WHAT  STEP  SHOULD  BE  TAKEN? 

1.  Send  the  document  to  an  appropriate  User  Agency  for  a 
classification  determination.  Explain  why  the  decision  was  reached  that 
it  perhaps  should  be  classified.  ("An  appropriate  User  Agency"  could  be 
one  of  the  following): 

(a)  The  DoD  activity  wherein  a  current  contractual 
relationship  exists  in  a  "like:  atmosphere. 

(b)  The  Head  of  a  Military  Organization. 

(c)  One  of  the  Agencies  listed  on  pages  250/251  of  the 
Industrial  Security  Manual  (ISM). 

2.  Limit  the  distribution  of  this  information  pending  the  results 
of  the  final  classification  determination  and,  of  course,  safeguard  it 
accordingly. 

C.  If  a  response  has  not  been  received  within  thirty  (30)  days  of 
submission  to  the  appropriate  User  Agency,  assistance  may  be  requested 
from  the  contractor's  Cognizant  Security  Office. 
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SET  #  2 

ADDITIONAL  MARKINGS /SPECIAL  ACCESS  MARKINGS 


In  some  instances,  additional  markings  need  to  be  assigned  to 
classified  documents  or  other  material  in  addition  to  the  overall 
classification  of  the  document  and  appropriate  "Classified  by"  and 
"Declassify  on"  markings  as  shown  below: 

A.  RESTRICTED  DATA/FORMERLY  RESTRICTED  DATA. 

1.  Restricted  Data  and  Formerly  Restricted  Data  markings  are 
evidence  of  exemption  from  further  downgrading/declassification 
instruction.  However,  "Classified  by"  is  to  appear  on  material 
generated  after  1  June  1972  that  is  based  derivatively  on  RD/FRD 
information. 

2.  Remarkings  of  RD/RFD  material  originated  prior  to  1  June  1972 
is  not  required. 

3.  The  following  markings  would  be  replaced  in  a  conspicuous  spot 
on  the  outside  of  ^he  front  cover,  if  any,  or  on  the  first  page  if  there 
is  no  front  cover  in  addition  to  the  highest  overall  classification 
assignment  applicable  to  the  document. 

Classified  by:  _ 

RESTRICTED  DATA 

This  material  contains  Restricted  Data  as  defined 
in  the  Atomic  Energy  Act  of  1954.  Unauthorized 
disclosure  subject  to  administrative  and  criminal 
sanctions. 


Classified  by:  _ 

FORMERLY  RESTRICTED  DATA 

Unauthorized  disclosure  subject  to  administrative 
and  criminal  sanctions.  Handle  as  RESTRICTED  DATA 
in  foreign  dissemination.  Section  144b,  Atomic  Energy 
Act,  1954. 


B.  WNINTEL. 


WARNING  NOTICES 

INTELLIGENCE  SOURCES  OR  METHODS  INVOLVED 

1.  This  marking  denotes  material  which  contains  classified  intelligence 
information. 
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2.  This  marking  is  to  be  used  when: 

(a)  So  directed  by  a  classification  guide  or  DD  Form  254. 

(b)  Extracting  Information  from  another  document  carrying 
this  marking. 

3.  This  marking  is  to  be  applied  to  the  front  cover,  if  any,  or  first 
page  or  title  page  of  the  document. 

C.  FOREIGN  GOVERNMENT  INFORMATION  (FGI) 

This  marking  is  applied  and  used  on  the  face  of  the  document 
andused  on  documents  which  contain  foreign  government  information  to 
ensure  that  such  information  is  not  declassified  prematurely  or 
disclosed  to  a  third  country  without  consent  of  the  originator. 

D.  NATO  MARKINGS 

There  are  two  types  of  markings  which  relate  to  NATO  INFORMATION: 

1.  The  following  marking  is  to  be  used  on  U.S.  documents  which 
contain  extracts  from  NATO  marked  docuemtns: 

THIS  DOCUMENT  CONTAINS  NATO  INFORMATION 

This  notation  is  required  to  ensure  that  NATO  information  is  not 
declassified  or  made  accessible  to  nationals  of  non-NATO  countries 
without  NATO  approval. 

2.  One  of  the  following  is  to  be  used  on  documents  to  signify  that 
the  document  is  the  property  of  NATO: 

NATO  SECRET 
NATO  CONFIDENTIAL 
NATO  RESTRICTED 
COSMIC  TOP  SECRET 

3.  One  of  the  above  markings,  as  appropriate,  would  be  applied  to 
the  outside  covers,  if  any,  or  first  page  of  the  document. 

E.  CRITICAL  NUCLEAR  WEAPONS  DESIGN  INFORMATION  (CNWDI)  MARKINGS 

This  marking  is  applicable  when  TOP  SECRET  RESTRICTED  DATA  or 
SECRET  RESTRICTED  DATA  reveals  the  theory  of  operation  or  design  of  the 
components  of  the  thermo-nuclear  or  implosion-type  fission  bomb, 
warhead,  demolition  munition  or  test  device. 

1.  This  marking  would  be  applied  when: 

(a)  S )  directed  by  a  classification  guide  of  DD  Form  254. 

(b)  Information  is  extracted  from  another  document  carrying 
this  marking. 
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2.  The  following  represents  the  manner  in  which  it  is  to  appear  on 
the  front  cover,  if  any,  or  first  page  or  title  page  of  the  document: 

CRITICAL  NUCLEAR  WEAPONS  DESIGN  INFORMATION 
DoD  DIRECTIVE  5210.2  APPLIES 
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CLASSIFYING  \UTHORITY  AND  DOWNGRADING  DECLASSIFICATION  INSTRUCTIONS 

A.  All  Information  classified  by  an  authorized  official  within  the  DoD 
must  show  the  following: 

1.  Classified  bv:  (See  Below) 

(a)  Use  the  Date  of  the  DD  Form  254,  plus  Contract  No.  or 

IFP,  RFQ,  RFP  Nr.  as  appropriate  or  the  designated  applicable  User 

Agency  Classifies' ion  Cuide. 

(b)  If  "Multiple  Sources"  are  also  utilized  -  add  And 

Multiple  Sources"  to  1(a)  above.  When  using  this  additional  statement  - 
records  must  be  maintained  to  support  this  phrase  and  retained  for  the 
duration  of  the  contract  or  program  for  which  the  document  was  created. 

2.  Declassify  on:  (See  Below) 

(a)  Show  the  date/event  as  designated  hy  the  DD  Form  254  or 
User  Agency  Classification  Guide. 

(b)  Most  restricted  source  document  date. 

(c)  Originating  Agency's  Determination  Required  (OADR)  if: 

(1)  The  DD  Form  254  so  designates. 

(2)  If  the  DD  Form  254  or  source  material  shows  an 
indefinite  date  or  event,  declassification  review  date,  or  no  date  or 
event  for  declassification. 

B.  The  following  is  not  required  marking  and  is  used  only  as  stated 
below: 

Downgrade  to  _  on  _  (See  Below) 

1.  Use  if  directed  to  do  so  by  the  DD  Form  254  o  User  Agency 
Classification  Guide  or  as  shown  on  a  source  document. 

2.  Insert  SECRET  or  CONFIDENTIAL  and  indicate  the  effective  date 
or  event  as  designated. 

C.  The  following  samples  of  the  above  are  provided: 

Classified  by:  DD  Form  254,  28  February  1982,  Contract 
N00123-82-C-1234. 

Declassify  on:  31  December  1988 

Classified  by:  0PNAV1NST  1234.5,  1  March  1980 
Declassify  on:  Originating  Agency's  Determination  Required 
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SET  it  4 

REMARKING  CLASSIFIED  MATERIAL  ORIGINATED  PRIOR  TO  AUGUST  1982 


Material  originated  prior  to  1  August  1982  which  specifies  a  date 
or  event  for  declassification  need  not  be  remarked  unless: 

1.  Such  direction  has  been  received  from  the  originator,  User 
Agency  or  by  a  Revised /Final  Form  254. 

2.  If  the  document  is  withdrawn  for  use,  such  as  for  the  purpose 
of  extracting  from  it,  reproduction  purposes,  or  if  the  document  is 
transmitted  outside  the  Agency  or  Facility. 

MARKING  OF  COMPILATIONS 


In  some  instances,  certain  Information  would  otherwise  be 
unclassified  when  standing  alone  may  require  classification  when 
combined  or  associated  with  other  unclassified  information.  When 
classification  is  required  to  protect  a  compilation  of  such  information, 
the  overall  classification  assigned  to  the  document  shall  be 
conspicuously  marked  or  stamped  at  the  top  and  bottom  of  each  page  and 
on  the  outside  of  the  front  and  back  covers,  if  any.  The  reason  for 
classifying  the  compilation  shall  be  stated  at  an  appropriate  location 
at  or  near  the  beginning  of  the  document.  In  this  instance,  portions  of 
a  document  classified  in  this  manner  need  not  be  portion  marked. 

MARKING  OF  WORKING  PAPERS 


1.  Working  papers  include  such  things  as  NOTES,  DRAFTS,  DRAWINGS, 
AND  OTHER  WORK  IN  PROCESS  material  accumulated  or  created  In  preparation 
of  a  finished  document.  This  material  is  to  be: 

(a)  Marked  with  the  overall  classification  and  appropriate 
page  markings. 

(b)  Dated  when  created. 

2.  Working  papers  do  not  require  portion  marking  and 
dovngrading/declassif ic ition  instructions  until  such  time  as  the 
material  is  entered  into  the  accountability  system,  made  a  part  of  a 
permanent  records  or  diipatched  outside  the  facility/activity. 
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A.  FRONT  COVER,  TITLE  PAGE,  OR  FIRST  PAGE  MARKING  - 

1.  A  properly  marked  Front  Cover,  Title  Page  and  First  Page  will 
show  the  overall  classification  at  the  top  and  bottom,  the  document 
title  with  the  appropriate  classification  symbol  in  parenthesis  after 
the  title,  date  of  the  document,  the  appropriate  classification 
authority,  etc.,  and  the  full  address  of  the  facility  or  agency. 

B.  PAGE  MARKING  - 

I.  Interior  pages  will  be  marked  at  the  top  and  bottom  of  each 
page  with  highest  classification  contained  on  that  page,  or  designation 
of  UNCLASSIFIED  if  all  portions  on  the  page  are  UNCLASSIFIED. 

(a)  As  an  alternate,  overall  document  classification  may  be 
marked  at  the  top  and  bottom  of  each  interior  page  when  necessary  to 
achieve  production  efficiency. 

(b)  Classification  of  the  information  must  be  adequately 
identified  In  accordance  with  portion  marking  requirements. 

C.  COMPONENT  MARKING  - 

In  cases  wherein  there  are  major  components  to  complex  documents, 
each  major  component  ctn  be  marked  as  a  separate  document  utilizing  all 
other  classification  marking  requirements. 

D.  PORTION  MARKING  -  (Section,  Part,  Paragraph  or  Similar  Portion) 

1.  Mark  e.  ch  portion  to  eliminate  doubt  about  the  level  of 
classification. 

2.  Mark  ea  :h  portion  with  its  highest  classification  or  mark  it 
UNCLASSIFIED. 

3.  Mark  ea  h  portion  immediately  following  its  number  or  letter 
designation. 

OR 

Before  it  begins  if  there  is  no  number  or  letter  designation. 

E.  PORTION  MARKING  -  10REIGN  GOVERNMENT,  NATO  INFORMATION,  OR  CNWDI 
INFORMATION  - 

1.  When  foreign  government  information  is  included  in  U.S. 
documents,  that  information  must  he  marked  to  reflect  the  originating 
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country  as  well  as  the  level  of  classification,  i.e.,  CANADA-R,  U.K.-S, 
NATO-S. 

2.  The  above  markings  would  not  be  applied  when  the  fact  that 
foreign  origin  must  be  concealed. 

3.  Portions  of  a  document  containing  "Critical  Nuclear  Weapons 
Design  Information"  shall  be  marked  with  an  (N)  following  the 
classification  assigned  to  that  portion,  i.e.,  (S-RD)  (N). 

F.  MARKING  MATERIAL  OTHER  THAT  PAPER  COPIES  OF  DOCUMENTS  - 

The  following  procedures  for  marking  various  material  containing 
classified  information  are  not  all  inclusive. 

I.  Conspicuously  stamp,  print,  write,  paint,  or  affix  the 
classification  assignment  and  other  applicable  associated  markings  to 
the  material  so  that  all  holders  will  be  aware  of  the  protection 
required. 

G.  MARKING  CHARTS,  MAPS,  DRAWINGS,  AND  TRACINGS  - 

1.  Mark  the  legend,  Title  or  scale  blocks,  in  a  manner  that 
differentiates  between  the  classification  of  the  document  and  the  legend 
or  title. 

2.  Mark  overall  classification  on  the  top  and  the  bottom  of  the 
document . 

3.  When  folded  or  rolled,  classification  markings  must  be  visible. 

A.  Applicable  associated  markings  shall  be  included  near  the 
legend  or  title  block. 

H.  MARKING  PHOTOCRAPHS,  FILMS,  AND  RECORDINGS  - 

1.  Mark  to  ensure  that  the  recipient,  viewer,  or  listener  will 
know  the  classification. 

I.  MARKING  MAGNETIC,  ELECTRONIC  OR  SOUND  RECORDINGS  - 

1.  A  clear  statement  of  the  classification  at  the  beginning  and 
the  end  is  required. 

2.  Containers  are  to  be  marked  with  the  appropriate  classification 
and  other  applicable  markings. 

J.  MARKING  FILMS  AND  VIDEOTAPES 

1.  Hark  the  beginning  and  end  of  each  reel  with  the  classification 
and  applicable  markings  so  that  these  markings  are  visible  when 
projected. 
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2.  Mark  the  containers  with  appropriate  classification  and 
applicable  associated  markings. 

K.  MARKING  PHOTOGRAPHS  - 

1.  Negatives  and  positives  must  be  marked  with  the  appropriate 
classification  and  applicable  associated  markings. 

2.  Roll  negatives  or  positives  may  be  so  marked  at  the  beginning 
and  end  of  each  strip. 

3.  Containers  for  negative  and  positives  shall  be  conspicuously 
marked  with  the  highest  level  of  classification  of  their  contents  as 
well  as  any  other  additional  (special)  marking. 

4.  All  prints  and  reproductions  shall  be  conspicuously  marked  with 
appropriate  markings  above  the  face  side  of  the  print,  if  possible. 
When  not  possible  to  do  so,  they  may  be  stamped  or  marked  ou  tne  reverse 
side  or  affixed  by  pressure  tape  level,  stapled  strip,  or  other 
comparable  means. 

L.  MARKING  TRANSPARENCIES,  VUGRAPHS,  AND  SLIDES 

1.  Classification  assignment  must  be  shown  in  the  image  area 
whenever  possible.  When  not  possible  to  do  so,  mark  the  border,  holder, 
or  frame.  Other  applicable  markings  shall  be  shown  on  the  border, 
holder,  or  frame  when  it  is  not  possible  to  show  them  in  the  image  area 
or  in  the  accompanying  documentation  or  other  written  notification. 

2.  When  a  set  of  such  material  Is  controlled  as  a  single  document, 
only  the  title  slide  or  transparency  requires  the  other  applicable 
markings.  However,  if  individual  slides  or  transparencies  are  removed 
from  the  set,  they  must  be  marked  with  all  appropriate  markings. 

M.  MARKING  MICROFORMS  (Microfiche,  Microfilm,  Mlcor  Atrlps  and  Chips, 
Aperture  Cards) 

1.  The  classification  assignment  and  abbreviated  applicable 

associated  markings  on  the  medium  or  container  must  be  readable  with  the 
unaided  eye. 

2.  The  classification  markings  within  the  image  area  must  be 

readable  when  displayed. 

3.  The  classification  markings  must  appear  at  the  beginning  and 
end  of  each  roll  of  microfilm. 

4.  Decks  of  aperture  cards  must  be  marked  with  the  classification 
on  the  first  and  last  cards. 

5.  Decks  of  ap*rture  cards  must  contain  a  card  identifying 

contents  of  the  dec! ,  the  highest  classification,  and  applicable 

associated  markings. 
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N.  MARKING  REMOVABLE  ADP  AND  WORD  PROCESSING  STORAGE  MEDIA 

1.  Removable  information  storage  devices  must  bear  external 
markings  indicating  classification  and  applicable  associated  markings. 

(a)  Examples  of  removable  storage  devices  include: 


Magnetic  Tape  Reels 
Cartridge  &  Cassettes 
Disk  Cartridges 
Disk  Packs 


Diskettes 
Paper  Tapes 
Removable  Disks 
Magnetic  Cards 


2.  ADP  Systems  and  word  processing  systems  employing  such  media 
shall  provide  for  internally  recorded  security  classification  markings 
to  assure  that  classified  information  contained  therein,  which  is 
is  produced  or  generated  will  bear  applicable  classification  and 
associated  markings. 


0.  MARKINGS  DOCUMENTS  PRODUCED  ON  ADP  EQUIPMENT 

1.  Conspicuously  mark  or  stamp  classification  on  the  first  page, 
and  front  and  back  covers,  if  any. 


2.  Apply  other  applicable  markings  on  the  face  of  the  document. 

3.  The  clarification  on  the  interior  pages  may  be  applied  by  the 
equipment. 


4.  If  individual  pages  are  removed  or  reproduced,  they  must  be 
marked  as  a  separate  document. 

P.  MARKING  DECKS  OF  ADP  PUNCHED  CARDS 

1.  When  controlled  as  a  single  document,  only  the  first  and  last 
cards  require  classification  markings. 

2.  The  deck  must  contain  a  card  identifying  contents,  highest 
classification  and  applicable  associated  markings. 

3.  Cards  removed  and  not  returned  immediately  to  the  deck  must 
bear  appropriate  classification  markings. 

(a)  A  group  of  cards  so  removed  may  be  controlled  as  a 
separate  document  and  so  marked. 

Q.  MARKING  FILE  FOLDERS 

1.  Files,  Folders,  Binders,  Envelopes,  etc.,  containing  classified 
documents  when  not  in  secure  storage  shall  be  conspicuously  marked 
according  to  the  highest  classification  of  any  classified  document 
Included  therein. 

2.  Classified  document  cover  sheets  may  be  used  for  this  purpose. 
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(for  training  purposes  only) 


LAST  PAGE 

(for  classified  document 

marking  practical  exercise) 


1.  This  p;tge  contains  no  classified  information.  Please  put  the  correct 
classification  at  the  top  and  the  bottom  of  the  page. 

NOTE:  The  following  are  problems  and  have  nothing  to  do  with  portion  marking  on 
this  page  or  the  classification  of  the  page. 

A.  (  )  This  portion  contains  SECRET  RESTRICTED  DATA.  Please  fill  in  the 

bow-legs. 

B.  How  would  you  mark,  or  change  the  marks ,  on  the  front  and  back  covers  of  this 

document  if  it  contained  SECRET  RESTRICTED  DATA? _ 


Would  you  change  the  markings  on  pages  of  this  document  (other  than  the  portions) 
if  it  contained  SECRET  RESTKiCTED  DATA?  _ 


C.  (  )  This  portion  contains  CONFIDENTIAL  FORMERLY  RESTRICTED  DATA. 

Please  fill  in  the  bow-legs. 

D.  How  would  you  mark,  or  change  the  marks,  on  the  front  and  back  covers  of  this 
document  if  it  contained  CONFIDENTIAL  FORMERLY  RESTRICTED  DATA? 


Would  you  change  the  markings  on  pages  of  this  document  (other  than  the  portions^ 
it  it  contained  CONFIDENTIAL  FORMERLY  RESTRICTED  DATA?  _ 


E.  (  )  This  portion  contains  CNWDI  classified  SECRET.  Please  fill  in 

the  bow-legs. 

F.  How  would  you  mark,  or  change  the  m.u  on  the  front  and  back  covers  of  this 
document  if  it  contained  CNWDI  classified  r'XKET? 


Would  you  change  the  markings  on  pages  of  this  document  (other  than  the  portions) 
if  it  contained  CNWDI  classified  SECRET? 


C.  (  )  This  portion  contains  NATO  SECRET  information.  Please  fill  in 

the  bow-legs. 

H.  How  would  you  mark  the  cover(s)  if  the  document  contains  NATO  SECRET 
information? 


NOTE:  This  is  the  last  j.age  ol  your  study  document. 
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20th  ANNUAL  REPORT 

1 .  The  general  business  meeting  of  the  Twen¬ 
tieth  Board  was  called  to  order  by  President 
John  Puckett  at  9:05  AM.  President  Puckett 
thanked  Mike  Lower  and  his  committee  for 
their  hard  work  and  excellent  organization. 
He  also  thanked  the  attendees  and  encour¬ 
aged  them  to  take  their  training  and  new 
ideas  back  to  their  facilities. 

2.  President  Puckett  stressed  that  his  goals  as 
mentioned  at  the  Fort  Worth  seminar  last 
year  were: 

a.  Continue  membership  growth.  This  has 
been  outstanding  (see  Membership 
report). 

b.  Four  new  chapters.  Three  were  formed 
this  year: 

(1)  Texas  Gulf  Coast: 


The  20th  Board  of  Directors  was  listed  as 
follows: 


President 

Vice  President 

Secretary 

Treasurer 

Director 

Director 

Director 

Director 

Director 

Director 

Director 

Director 

Director 

Executive  Secretary 


John  E.  Puckett 
Pamela  M.  Hart 
Elaine  R.  Gruber 
Irving  T.  Boker 
Gerald  L.  Berkin 
Clarissa  M.  DeAngelis 
Robert  R.  Fredlund,  Jr. 
Elizabeth  M.  Heinbuch 
Bill  Johnson 
James  A.  Maneggie 
James  H.  Mathena 
Robert  C.  Moore 
Sandra  Waller 
Eugene  J.  Suto 


4. 


Deputy  Executive  Secretary  Barbara  H. 

Suto 

Counselor  Emeritus  Donald  B.  Woodbridge 

Mr.  Puckett  stated  the  following  about  the 
Society  at  Work 


(2)  Mid-South; 

(3)  Florida  Sun  Coast; 

c.  Continue  training  &  education 

(1)  A  mini-seminar  was  held  at  Albu¬ 
querque,  New  Mexico  with  100  plus 
attendees.  Betty  Boutwell  and  Dick 
Fredlund  were  to  be  commended. 

(2)  Training  materials  have  been  placed 
in  the  Bulletins.  Gene  Suto  has  insti¬ 
tuted  this  program. 

(3)  The  Education  Committee  chaired 
by  Jim  Mathena  has  made  avail¬ 
able  training  literature  from  the 
Executive  Secretary. 

d.  Finally  the  Bulletins  and  Journal  are  back 
on  track.  In  this  connection  the  latest 
Journal  should  be  at  your  office  when 
you  return  home.  Gene  and  Barbara  Suto 
were  commended  for  their  fine  work  for 
the  society. 


a.  Annual  Seminars  are  held  which  are  the 
heart  and  soul  of  the  society.  He  stated 
the  benefits  of  the  Seminars— both 
national  and  minis  are  many— but  the 
most  important  are: 

(1)  Affords  an  opportunity  to  hear  the 
latest  policy  changes  and  future 
trends  that  affect  our  profession. 
You  get  this  information  from  the 
individuals  and  Agencies  who  are 
responsible. 

(2)  If  you  are  a  novice  in  the  profes¬ 
sion— the  seminars  give  you  hands- 
on  training  opportunities  at  the 
"nuts  and  bolts"  level.  For  exam¬ 
ple,  workshops  on  basic  security 
contract  administration,  Howto  read 
or  prepare  a  Form  DD  254 — recog¬ 
nizing  things  could  cause  a  major 
impact  on  the  contract  in  terms  of 
cost,  manning,  etc.  Perhaps  even 
more  importantly,  you  learn  who 
you  can  go  to  for  help.  This  can  pay 
big  dividends  in  the  areas  of  gain- 
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ing  professional  respect  from  your 
own  peers  and  management,  not 
to  mention  the  savings  in  time  and 
money. 

(3)  This  leads  to  another  important 
society  benefit — That  of  personal 
contacts — not  only  do  you  meet  and 
hear  your  counterparts  in  Govern¬ 
ment  and  Industry  in  formal  pre¬ 
sentations,  there  is  also  ample  time 
to  talk  and  discuss  mutual  prob¬ 
lems  on  a  one-on-one.  You  will  be 
amazed  at  the  red  tape  you  can  cut 
and  how  much  you  can  increase 
your  efficiency  if  you  are  able  to 
pick  up  telephone  and  talk  to  a 
counterpart  that  you  have  met  or 
know  through  the  Society. 

5.  The  Publications  of  the  Society  are  another 
set  of  tools  that  you  will  find  invaluable  in 
your  work.  These  are: 

a.  The  Bulletin.  This  publication  is  designed 
to  keep  you  current  on  information  secu¬ 
rity  and  classification  management 
events  in  our  profession.  It  contains 
training  aids  such  as  sample  briefings 
and  various  "how  to"  advice.  It  will  also 
keep  you  informed  as  to  what  the  Soci¬ 
ety  as  a  whole  is  up  to. 

b.  The  Journal.  Normally  published 
annually  is  the  proceedings  of  the 
annual  seminar.  It  is  a  valuable  refer¬ 
ence  and  training  device. 

c.  The  Directory.  Published  twice  each  year 
provides  you  with  names,  addresses  and 
phone  numbers  of  fel low  members— This 
puts  an  awful  lot  of  help  and  advice  at 
your  fingertips. 

6.  t'-'ie  Membership  Report  by  Pamela  Hart  is 
us  follows: 

f.Yt  .l  'urrlio,*  of  members:  860 
’Co V./  numbv;  <>i  members  on  6/21/83: 711 
Not  increase  in  members  of  149  in 
eleven  months 

7.  The  Treasurer’s  Report  by  Irving  Boker  indi¬ 
cated  the  total  assets  on  hand  as  of  January 


1,  1984,  war  $46,800.  Total  assets  on  hand 
as  of  May  22, 1984,  is  $56,400. 

8.  The  Finance  Committee  Report  by  Gerald 
Berkin  indicated  the  financial  records  are  in 
excellent  condition.  There  was  a  net  loss  for 
1983  of  $2,958.  Total  assets  as  of  December 
31,1 983,  are  $46,950.  The  Society's  financial 
condition  is  sound. 

9.  The  Nomination  Committee  Report  by  Sa n- 
dra  Waller  disclosed  that  a  total  of  906  bal¬ 
lots  were  mailed.  504  ballots  were  returned, 
55.6%.  The  following  members  have  been 
elected  to  three-year  terms  on  the  Board  of 
Directors: 

Gerald  L.  Berkin 
Betty  E.  Boutwell 
Pamela  M.  Hart 
Carol  A.  Thomas 

10.  President  Puckett  presented  awards  to  per¬ 
sons  responsible  for  formation  of  three  new 
chapters: 

a.  Texas  Gulf  Coast  Chapter  awards  were 
to: 

E.  Neil  Self 
Michael  E.  Corbin 
Selena  M.  Post 

b.  Mid-South  Chapter  awards  were  to: 

Bill  Johnson 

Charley  A.  McMinn 
Terris  C.  Lewis 

c.  Florida  Sun  Coast  Chapter  awards  were 
to: 

Ellen  S.  Herndon 
Rick  H.  Batchelor 
Louisa  M.  Blackwell 

1 1 .  Plaques  were  presented  to  out-going  Board 
members  Elaine  Gruber  and  Elizabeth  Hein- 
buch,  and  to  two  Board  members  who  were 
re-elected  for  second  terms  Gerald  Berkin 
and  Pamela  Hart. 

12.  President  Puckett  read  the  citation  and  pre¬ 
sented  to  Eugene  J.  Suto  the  Donald  B. 
Woodbridge  Award  for  Excellence  as  fol¬ 
lows: 
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DONALD  B.  WOODBRIDGE 
AWARD  OF  EXCELLENCE 
CITATION 

During  the  period  from  1964  through  1983, 
Eugene  J.  Suto  promoted,  devised,  and  wrote 
many  of  the  major  directives  for  the  Department 
of  the  Army  implementing  the  program  for  the 
identification  and  protection  of  information 
affecting  the  national  security.  He  actively  partic¬ 
ipated  in  the  development  and  application  of 
sound  classification  management  throughout  the 
Department.  During  the  early  1970s,  Mr.  Suto  ini¬ 
tiated  and  was  responsible  for  leading  a  major 
program  directed  at  the  review  of  the  Department 
of  the  Army's  intelligence  records  for  World  War 
II.  For  this  program  he  recruited  and  led  many 
Army  Reserve  Intelligence  Officers  conducting  the 
review  and  was  responsible  for  drafting  and 
revising  guidelines  used  in  the  declassification 
review  and  determination  process. 

Mr.  Suto  regularly  contributed  to  the  develop¬ 
ment  of  the  several  Executive  Orders  prescribing 
the  information  security  program  since  Executive 
Order  10501.  He  actively  participated  in  ongoing 
efforts  to  develop  national  implementing  direc¬ 
tives  for  two  Executive  Orders  and  meaningfully 
contributed  to  the  Department  of  Defense's 
implementing  regulation  for  those  orders. 

Mr.  Suto  provided  information  to  and  appeared 
before  the  severel  interested  Congressional 
Committees  conducting  both  oversight  hearings 
and  considering  legislation  in  the  field  of  infor¬ 
mation  security.  He  participated  in  the  develop¬ 
ment  of  the  National  Classification  Management 
Society's  position  on  the  question  of  a  legal  foun¬ 
dation  for  the  security  classification  of  informa¬ 
tion.  While  serving  as  the  President  of  the  Society 
he  presented  the  position  paper  to  the  requesting 
Congressional  Committee. 

Mr.  Suto  has  been  notably  active  in  the  area  of 
education  in  classification  management.  Through 
his  personal  efforts  both  in  the  Society  and  in 
other  organizations,  he  has  extended  the  hori¬ 
zons  of  many  individuals  nationwide  in  the  pur¬ 
poses  of  and  need  for  sound  classification  man¬ 
agement. 

Mr.  Suto  has  contributed  his  personal  effort 
extensively  in  the  development  of  the  National 


Classification  Management  Society.  Twice  he 
served  as  its  president,  he  served  twelve  years 
as  a  Director,  he  held  many  other  national  as  well 
as  chapter  offices,  he  was  chairman  or  member 
of  innumerable  committees,  and  regularily  con¬ 
tributed  to  the  production  of  and  authored  sev¬ 
eral  important  articles  in  the  Society's  publica¬ 
tions.  His  unfailing  dedication  to  the  purposes  of 
the  Society  also  merit  recognition. 

Eugene  J.  Suto  has  served  his  country  well 
through  his  perseverance  and  dedication  to  well- 
considered  and  positive  classification  manage¬ 
ment  policies  and  programs.  By  his  long-time 
personal  efforts  and  numerous  valuable  contri¬ 
butions  he  exemplifies  the  high  standards  suit¬ 
able  for  recognition  by  the  National  Classification 
Management  Society  in  presenting  him  with  the 
Donald  B.  Woodb ridge  Award  of  Excellence  in 
Classification  Management. 

13.  President  Puckett  introduced  the  officers  and 
directors  of  the  Twenty-first  Board  of  Direc¬ 
tors  as  follows: 

P.  Hart— President-elect 

I.  T.  Boker— Vice  President-Elect 
S.  J.  Waller— Secretary-elect 

R.  Moore— Treasurer-elect 
G.  L.  Berkin— Director 

B.  E.  Boutwell— Director 

C.  M.  De  Angelis— Director 
R.  R.  Fredlund— Director 
Bill  Johnson — Director 

J.  A.  Maneggie — Director 
J.  H.  Mathena — Director 
J.  E.  Puckett— Director 

C.  A.  Thomas— Director 

14.  The  annual  business  meeting  was  closed  at 
9:45  A.M. 
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THE  BIRTH  OF  THE  NA  TIONAL 
CLASSIFICA  TION  MANAGEMENT  SOCIETY 

Frederick  J.  Daigia,  Lockheed 
Missiles  ft  Space  Company  inc. 

Sunnyvale,  California 

In  his  inaugural  speech  in  1973  then  president 
Nixon  made  an  observation  that  in  some  form  or 
another  must  have  been  in  the  minds  and  hearts 
of  the  founders  of  NCMS-  He  said  "abroad  and  at 
home,  the  time  has  come  to  turn  away  from  the 
condescending  policies  of  paternalism— of 
Washington  knows  best.  That  is  wh\  offer  no 
promise  of  a  purely  governmental  solution  for 
every  problem.  We  have  lived  too  long  with  that 
faise  promise.  In  trust  ng  too  much  to  govern¬ 
ment.  we  have  asked  of  it  more  than  it  can  deliver. 
This  leads  only  to  inflated  expectations,  to  reduced 
individual  error  and  to  a  disappointment  and 
frustration  that  erode  confidence  both  in  what 
government  can  do  and  what  people  can  do." 

Eleven  years  later,  the  same  philosophy  pre¬ 
vails,  we  must  continue  to  turn  away  from  the 
policies  or  paternalism  of  Washington  knows  best. 

The  credit  for  the  initial  efforts  toward  the 
founding  of  the  National  Classification  Manage¬ 
ment  Society  rests  with  a  small  group  of  individ¬ 
uals  who  were  then  part  of  the  only  recognized 
group  involved  in  this  new  world  of  classification, 


namely,  the  classification  personnel  of  the  Atomic 
Energy  Commission  (AEC)  family. 

Early  in  the  spring  of  1963,  a  need  for  improv¬ 
ing  communications  between  the  classification 
people  of  the  nuclear  design  laboratories  and  those 
of  the  nuclear  production  agencies  was  recog¬ 
nized.  It  was  at  this  time  that  the  idea  was  con¬ 
ceived  of  establishing  a  professional  society  in 
the  field  of  security  classification  management 
for  AEC  government  and  contractor  personnel. 
Discussions  were.heid  that  spring  by  Richard 
Durham,  Classification  Officer,  Sandia  Corp.,  Liv¬ 
ermore  Laboratory,  Caiif.,  with  James  Ruff,  then 
Classification  Officer  at  Lawrence  Radiation  Lab¬ 
oratory,  Livermore,  Ca.,  and  with  Doctor  Leslie 
M.  Redman  of  the  Los  Aiamos  Scientific  Labora¬ 
tory,  New  Mexico.  The  three  of  them  agreed  that 
this  would  be  an  appropriate  item  for  discussion 
at  the  first  meeting  of  the  Weapon  Contractors 
Classification  Conference  (WCCC)  working  group 
which  was  to  be  heid  June  4  and  5, 1963,  at  the 
Bendix  Corporation's  Kansas  City  Division. 

In  attendance  at  that  first  meeting  of  the  WCCC 
were:  James  Marsh,  Classification  Officer  and 
Charles  Prohasdka,  Classification  Analyst,  San¬ 
dia  Corporation,  Aibuquerque;  Les  Redman, 
Donaid  Woodbridge  and  Robert  Dreyer,  Classifi¬ 
cation  Officers,  Union  Carbide  Nuclear  Company, 
Oak  Ridge,  Tenn.;  Edward  Caivert,  Classification 
Officer,  South  Albuquerque  Works  AFT  indus¬ 
tries  Inc.;  Dick  Durham,  Classification  Officer 
Sandia  Corporation,  Livermore  Laboratories, 
Calif.;  James  Bunch,  Classification  Officer,  Pan- 
tex  Company,  Amarillo,  Texas;  and  the  host.  Jack 
Long,  Classification  Officer,  Bendix  Corporation, 
Kansas  City  Division. 

On  June  5th,  the  second  day  of  the  meeting, 
the  idea  of  forming  this  professional  classifica¬ 
tion  management  society  was  discussed  in  depth 
and  ali  attendees  agreed  that  it  was  worthy  of 
further  investigation  and  effort. 

Discussion  ensued  as  to  the  advisability  of 
associating  our  organization  with  the  American 
Society  for  Industrial  Security  (ASIS).  It  was  fur¬ 
ther  agreed  to  talk  to  DoD  contractor  personnel 
and  a  meeting  was  scheduled  for  November  20, 
1963. 

In  the  interim,  DoD  contractors  were  contacted 
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and  so  was  an  ASIS  chapter  officer  who  agreed 
to  raise  the  question  with  the  ASIS  directors.  Five 
months  later,  no  response  was  received  from  ASIS. 

The  contacts  with  DoD  contractor  personnel 
was  most  fruitful,  however,  and  on  the  afternoon 
of  November  20, 1963,  in  the  conference  room  of 
Sandia  Corporation,  Livermore,  twenty  three 
classification  representatives  from  DoD  contrac¬ 
tors,  AEC  contractors  and  field  classification  per¬ 
sonnel  of  the  AEC  met,  considered  the  idea  fav¬ 
orably  and  organized  a  steering  committee.  The 
ad  hoc  steering  committee  consisted  of  John 
Shunny,  Sandia  Corporation,  Albuquerque;  Rob¬ 
ert  Rushing,  Lockheed  Missiles  and  Space  Com¬ 
pany,  Sunnyvale,  Ca.,  William  Herling,  Space 
Technology  Laboratory,  Redondo  Beach,  and 
Richard  Durham,  Sandia  Corporation,  Livermore. 
John  Shunny  was  named  Chairman  and  Dick 
Durham  Secretary/Treasurer  of  the  committee. 

The  first  duties  of  the  committee  were  to  solicit 
assistance  from  other  interested  persons  in  the 
then  sparce  classification  community,  draft 
bylaws,  and  select  a  name  for  the  blossoming 
organization.  During  this  meeting  it  was  sug¬ 
gested  and  acted  upon  that  those  present,  so 
inclined,  contribute  $10  to  help  build  a  treasury 
to  cover  initial  costs.  This  contribution  would 
eventually  become  the  members  initiation  fee 
which  was  also  set  at  $10  as  was  the  annual  dues. 

As  of  December  18,  1963,  the  following  were 
considered  the  very  first  chapter  members  of  the 
society.  From  the  AEC  community:  Ed  Calvert; 
Dick  Durham;  James  Patterson,  then  of  Sandia 
Livermore  Laboratory;  and,  John  Shunny.  From 
the  defense  industry  group:  Fred  Daigle;  Lyle 
Dunwoody;  Bob  Rushing;  and,  John  Wise  all  of 
Lockheed  Missiles  &  Space  Company  in  Sunny¬ 
vale,  California. 

By  December  18, 1963,  the  steering  committee 
had  agreed,  after  considerable  research  and  study, 
on  the  official  title  of  "National  Classification 
Management  Society,"  and  the  draft  bylaws  were 
published  and  disseminated  to  the  charter  mem¬ 
bers  and  the  prospective  charter  members.  It  is 
worthy  to  note  here  that  the  society  has  seen  no 
need  to  change  the  name  of  the  society,  even 
though  we  are  now  information  security  ori¬ 
ented,  an  expansion  of  our  original  Classification 
Management  (CM)  concept. 


The  main  driving  forces  during  the  initial 
founding  phase,  prior  to  the  incorporation  of  the 
society  were,  without  any  question  of  doubt,  Bob 
Rushing  and  John  Shunny. 

By  January  16, 1964,  the  formal  charter  mem¬ 
bers  had  grown  by  the  addition  of  Jim  Marsh, 
and  Lorry  McConnell  of  Systems  Development 
Corporation,  Santa  Monica.  Major  A.  A.  Correia, 
then  of  Norton  AFB,  Ca.,  became  our  first  military 
member,  and  Francis  W.  May  then  of  Air  Force 
Headquarters  was  our  first  government  civilian 
employee  to  become  a  member. 

On  March  31,  1964,  the  society  was  incorpo¬ 
rated  as  a  nonprofit  professional  society;  under 
the  laws  of  the  state  of  New  Mexico,  and,  as  such, 
the  society  formally  and  legally  came  into  being. 

As  of  13  May  1964,  the  society  had  grown  to 
35  charter  members,  and  the  treasury  held  $495.00. 
On  1 1  August  a  letter  was  sent  to  all  charter  mem¬ 
bers  furnishing  a  slate  of  officers  for  the  initial 
NCMS  directorships. 

On  17  September  the  ballots  had  been  counted 
and  the  board  of  directors  were  selected  as  fol¬ 
lows:  Dick  Durham,  Bob  Rushing,  Don  Wood- 
bridge,  Tony  Correia,  Les  Redman,  Bill  Herling 
and  Bob  Niles. 

From  among  the  board,  officers  were  elected 
as  they  are  today,  naming  Don  Woodbridge  as 
Chairman  of  the  Board  (a  position  later  elimi¬ 
nated),  Bob  Rushing,  President,  Dick  Durham,  Vice 
President,  and  Bill  Herling,  Secretary  Treasurer 
(a  task  later  divided  into  two  positions).  Plans 
were  immediately  underway  to  hold  the  first 
seminar  in  1965.  Washington,  D.C.,  was  selected 
as  the  site  and  Dick  Durham  was  given  the  job  of 
Seminar  Chairman  and  Gene  Suto  the  Secretary/ 
Treasurer. 

During  this  same  period,  other  activities  were 
taking  place  all  over  the  country  in  the  form  of 
organizing  area  chapters. 

Under  the  leadership  of  Dick  Durham,  the  first 
organization  meeting  of  the  Washington,  D.C., 
chapter  and  perennially  our  largest  chapter  was 
held  in  November  1964  with  forty  interested  per¬ 
sons  attending.  Mr.  Don  Garrett,  then  of  the  Office 
of  the  Secretary  of  Defense  was  selected  as  first 


Chapter  Chairman  and  Gene  Suto,  Secretary/ 
Treasurer.  Almost  concurrently,  in  northern  Cal¬ 
ifornia,  under  the  guidance  of  Fred  Daigle,  the 
first  organizational  meeting  of  the  then  Bay  Area 
Chapter  was  held  in  October  1964  and  the  chapter 
formally  organized  in  December  1964.  Fred  was 
elected  the  first  chapter  chairman,  a  position  he 
held  for  the  first  two  years  of  the  chapters  orga¬ 
nization.  This  chapter  was  renamed  the  Northern 
California  Chapter  and  although  small  in  number 
for  many  years,  proved  to  be  very  innovative  and 
hosted  the  fourth  national  seminar  in  1968. 

The  Southern  California  cadre  of  members  was 
not  idle.  Although  even  fewer  in  numbers  (a  sit¬ 
uation  they  soon  corrected  under  the  leadership 
of  Lorimer  (Lorry)  McConnell)  they  undertook  the 
task  of  organizing  a  chapter  in  1964  with  the  final 
organization  meeting  in  1965.  Southern  Califor¬ 
nia,  although  it  only  started  with  three  members, 
continually  grew  and  provided  a  challenge  to 
Washington  as  the  largest  chapter  until  it  self 
divided  and  a  portion  of  its  membership  created 
the  San  Diego  Chapter.  Southern  California  hosted 
the  first  seminar  held  outside  the  Washington 
area  (in  1966),  and  have  consistently  pioneered 
in  conducting  successful  seminars  in  and  outside 
of  Los  Angeles  at  remote  locations  such  as  San 
Diego  and  of  course  here  in  Las  Vegas.  Believe 
me  that  is  no  easy  task,  they  seem  to  make  it  look 
like  it  was. 

In  the  spring  of  1965  only  16  months  sfter  the 
first  exploratory  meeting  at  Livermore,  the  first 
issue  of  the  Journal  appeared  under  the  editor¬ 
ship  of  Dr.  Les  Redman.  This  Journal  announced 
the  program  for  the  first  national  seminar  and 
contained  articles  by  Robert  Pushing,  George 
MacClain,  Director  of  Classification  Manage¬ 
ment,  Office  of  the  Assistant  Secretary  of  Defense, 
Dick  Durham,  Mr.  C.  C.  Carnes.  Jr.  then  of  Dow 
Chemical  and  by  Fred  Daigle.  Our  bylaws  and 
first  membership  list  of  71  members  was  included. 

Since  then  the  Journal  has  undergone  many 
changes  not  only  in  content  but  in  appearance. 
The  Journal  has  been  registered  as  an  informa¬ 
tion  source  by  the  National  Referral  Center,  Sci¬ 
ence  and  Technology  Division,  Library  of  Con¬ 
gress. 

The  C.  M.  Intelligencer  was  our  first  Bulletin 
although  many  of  you  have  never  heard  of  this 


document,  it  was  the  grandaddy  of  our  current 
C.  M.  Bulletin.  First  issued  as  the  Northern  Cali¬ 
fornia  Chapter  Newsletter  by  Robert  Donovan, 
then  of  United  Technology,  Sunnyvale,  the  Intel¬ 
ligencer  gained  national  recognition  and  evolved 
into  the  early  version  of  our  CM  Bulletin  with  the 
first  edition  published  in  November  1967.  This 
early  bulletin  was  authored  by  Bob  Donovan  and 
printed,  assembled  and  mailed  by  Gene  Suto, 
Research  Analysis  Corporation  and  his  four  girls 
with  headquarters  located  on  the  floor  of  the  Suto 
living  room  about  twenty  feet  from  the  current 
location  of  the  NCMS  executive  office. 

Our  bulletin  has  travelled  a  long  road  to  its 
present  format,  content  and  editorial  policy.  It 
had  many  editors  including  Don  Garrett,  Frank 
May,  Gene  Suto,  James  Marsh,  Fred  Daigle,  Don 
Woodbridge  and  Jim  Bagley.  However,  we  owe 
its  continued  existence  and  its  current  format  to 
Jim  Buckland  and  Jack  Robinson  who  provided 
its  survival  until  finally  returning  the  responsibil¬ 
ity  for  editinq  and  publication  to  our  Executive 
Secretary,  Gene  Suto. 

Our  seminars  are  the  life  blood  of  the  society. 
They  are  the  only  training  seminars  in  the  United 
States  dedicated  to  the  DoD  information  security 
program.  They  are  attended  by  ell  echelons  of 
information  security  practitioners.  Look  around 
you,  we  are  over  400  strong  this  year,  the  largest 
ever,  and  look  at  the  pictures  in  the  lobby  of  the 
first  seminar.  We've  come  a  long  way  but  only 
through  your  loyalty  and  effort.  Enjoy  the  next 
four  days,  meet  everyone  here,  lunch  with  differ¬ 
ent  table  mates  every  day,  not  with  your  boss, 
your  fellow  workers  or  your  friends,  this  is  the 
place  and  the  time  to  make  those  new  contacts. 
I'm  sure  you  will  join  with  me  and  say  thank  you 
founders  of  NCMS  and  thank  you  charter  mem¬ 
bers.  Your  tenacity  in  1963  and  1964  is  paying  off 
in  1984,  and  we  hope  those  founders  and  charter 
members  who  were  not  able  to  join  us  today  can 
fully  realize  how  much  we  mean  by  "thank  you." 
We  will  meet  those  founders  and  charter  mem¬ 
bers  who  were  able  to  join  us  here  in  Las  Vegas 
during  a  special  program  to  be  held  during  the 
President's  Reception,  which  our  President  John 
Puckett  has  very  thoughtfully  dedicated  to  us,  the 
founders  and  charter  members. 
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LETTERS  FROM  PAST  CHARTER  MEMBERS 

Following  are  some  extracts  of  letters  from  a 
few  charter  members  who  were  unable  to  attend 
the  Semina- 

Dear  Fred: 

Twenty  years  sounds  like  an  awful  long  time 
but  it  doesn't  seem  that  long  ago  that  we  started 
NCMS.  Who  would  have  thought  that  it  would 
take  hold  the  way  it  has.  Certainly,  the  people 
who  have  been  the  kingpins  in  keeping  it  going 
have  to  be  given  full  credit  for  maintaining  and 
improving  the  value  and  activities  of  the  organ¬ 
ization.  Much  thanks  and  huzzahs  for  them!  I ! 

Sure  wish  i  could  make  it  to  the  seminar  and 
the  CM  reception,  but  can't  do  it.  Don't  hear 
from  many  of  the  old  gang  but  do  keep  in  touch 
with  Dick  Durham,  Frank  May,  George  Mac- 
Clain.  Guess  you  know  Dick  retired  on  30  March. 
George  has  finally  closed  his  law  office  and  is 
really  retired,  trying  to  beat  his  wife  at  golf. 
Frank  seems  to  keep  busy  playing  golf  between 
here  and  Florida  the  last  I  heard.  Me?  My  wife 
keeps  me  traveling  around  hither  and  yon  for 
bridge  tournaments. 

Give  my  regards  to  all  the  gang— have  fun 
and  stay  happy  1 1 

Best  wishes  to  all.  Thanks  for  thinking  of  me 
and  the  CMers. 

DON  GARRETT 

EDITOR'S  NOTE: 

Don  was  a  charter  member,  first  chairman  of  the 
Washington  Chapter.  Member  of  the  Board  of  Direc¬ 
tors  1966-1969,  and  National  Vice  President— 1967. 

Dear  Fred: 

The  enclosed  might  be  of  some  interest  to 
you  at  this  particular  time.  It  was  my  list  of  the 
original  NCMS  membership,  arranged  accord¬ 
ing  to  when  the  membership  fee  was  paid.  (I 


was  acting  Secretary-Treasurer,  pending  elec¬ 
tion  of  officers.) 

I  guess  I  arbitrarily  ranked  people  (Durham 
No.  1,  Rushing  No.  2,  etc.)  on  the  basis  of  some 
information  I  had  at  the  time.  It  probably  would 
have  been  better  to  have  ranked  all  the  11/63 
people  as  tied  for  No.  1. 1  see  that  of  the  first 
nine  members,  four  were  from  Lockheed. 

Good  luck  with  the  big  meeting.  I  hope  it 
turns  out  well.  I  may  make  it.  My  wife  has  never 
seen  "Lost  Wages"  and  would  like  to.  But  we 
have  potential  conflicts.  In  view  of  my  uncer¬ 
tainty,  please  do  not  plan  for  my  presence— in 
connection  with  the  gifts,  etc.  Thank  you  very 
much  for  the  call  and  the  invitation. 

Best  Regards, 
ED  CALVERT 

EDITOR'S  NOTE: 

Ed  was  one  of  the  founding  fathers  who  attended 
the  first  organization  meeting  in  June  1963.  He  was 
also  Journal  editor  from  1966-1970. 

Dear  Fred: 

Thanks  for  your  friendly  note.  I'm  delighted 
to  learn  that  the  Society  is  doing  so  well  and 
that  the  seminars  continue.  Although  retired 
for  nearly  five  years  from  Los  Alamos  Scientific 
Labs,  I'm  still  working  as  a  manager  In  classi¬ 
fications  both  in  the  review  of  vintage  docu¬ 
ments  and  on  a  project  to  put  DoE  classification 
guidance  Into  a  database.  Bob  Dreyer  and  Don 
Woodbridge  joined  in  for  the  earlier  project  on 
review  of  old  documents  In  81-82  at  Oak  Ridge. 

My  Regards  to  Everyone, 
LES  REDMAN 

EDITOR'S  NOTE: 

Les  mended  the  first  organization  meeting  of 
NCMS,  was  a  member  of  the  Board  of  Directors  from 
1964-1968,  and  was  the  I i  st  editor  of  the  C.M.  Jour¬ 
nal. 


CHARTER  MEMBERS 

National  Classification  Managamant 
Society  Membership 

CHARLES  M.  ATKINSON 
Defense  Atomic  Support  Agency 
Washington,  D.C. 

Phone:  OXford  54318 

••JAMES  JOSEPH  BAGLEY 
U.S.  Naval  Research  Laboratory 
Washington,  D.C. 

Phone:  574-2576 

ROBERT  L.  BECKNER 

TRW  Space  Technology  Laboratories 

One  Space  Park 

Redondo  Beach,  California 

Phone:  679-8711.  Ext.  11934 

JACK  M.  BERKUS 
System  Development  Corporation 
2500  Colorado  Avenue 
Santa  Monica.  California 
Phone:  EX  39411 

RICHARD  J.  BOBERG 
Aerospace  Corporation 
2400  East  El  Segundo  Boulevard 
El  Segundo.  California 
Phone:  648-7466 

JOSEPH  J.  BOYLE 

United  States  Air  Force 

Air  Force  Systems  Command 

Air  Force  Missile  Development  Center 

Holloman  AFB.  New  Mexico 

Phone:  GR.  36511.  Ext.  46153 

JAMES  E.  BUNCH 

Mason  8i  Hanger— Silas  Mason  Co. 

Amarillo.  Texas 

JOHN  J.  BURDETTE 

General  Electric  Company 

Light  Military  Electronics  Dept. 

French  Road 
Utica.  New  York 
Phone:  SW.  71000.  Ext.  5034 
EDWARD  H.  CALVERT 
ACF  Industries.  Inc. 

P.O.  Box  1666 
Albuquerque.  New  Mexico 
Phone:  247-0361 


LEO  D.  CARL 

United  States  Air  Force  (AFISL-3C) 
Tempo  "E",  6th  &  Adams,  S.W. 
Washington,  D.C. 

Phone:  OXford  67941 

CECIL  C.  CARNES 
502  Ord  Drive 
Boulder,  Colorado 
Phone:  443-8937 
*MAJ.  ANTONIO  A.  CORREIA 
United  States  Air  Force 
Ballistic  Systems  Division 
Norton  Air  Force  Base,  California 
Phone:  TUrner  9441 1,  Ext.  6058 

JOHN  E.  COYNE 

North  American  Aviation.  Inc. 

1700  East  Imperial  Highway 
El  Segundo,  California 
Phone:  OR.  09151,  Ext.  3737 

•FREDERICK  J.  DAIGLE 
Lockheed  Missiles  and  Space  Company 
111  Lockheed  Way 
Sunnyvale,  California 
Phone:  RE  94321,  Ext.  24139 

••ROBERT  C.  DREYER 
Union  Carbide  Nuclear  Company 
Oak  Ridge,  Tennessee 

STEVEN  B.  DUDLEY 

Lockheed  Missiles  and  Space  Company 

111  Lockheed  Way 

Sunnyvale.  California 

Phone:  RE  94321.  Ext.  24139 

LYLE  J.  DUNWOODY,  Jr. 

Lockheed  Missiles  »nd  Space  Company 

111  Lockheed  Way 

Sunnyvale,  California 

Phone:  RE  94321.  Ext.  21597 

R.  L.  DURHAM 

11232  Waycross  Way 

Kensington,  Maryland 

Phone:  949-7577 

JOHN  EICHELBERGER 

Monsanto  Research  Corporation 

Mound  Laboratory 

Miamisburg,  Ohio 

Phone: 

••DONALD  C.  GARRETT 
Office  Deputy  Asst.  Sec.  Def. 

Pentagon 
Washington,  D.C. 

Phone:  OXford  75568.  Oxford  74917 
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ROBERTO  R.  GARZA 

System  Development  Corporation 

2500  Colorado  Avenue 

Santa  Monico,  California 

Phone:  EX  39411,  Ext.  7214 

ELWIN  B.  GODWIN 

Autonetics 

3370  Miraloma  Avenue 
Anaheim,  California 
Phone:  772-8111,  Ext.  4505 

CLINTON  D.  HAMILTON 
United  States  Air  Force 
Hq.  A.D.C.  (ADCIG-3) 

P.O.  Box  16 

Ent  Air  Force  Base,  Colorado 
Phone: 

ROBERT  K.  HEBBLEWHITE 
Aerospace  Corporation 
1111  West  Mill  Street 
San  Bernardino,  California 
Phone:  Turner  49211,  Ext.  1023 

BOYD  H.  HEMPEN 

McDonnell  Aircraft  Corporation 

P.O.  Box  516 

St.  Louis,  Missouri 

Phone:  PE  12121,  Ext.  2171,  2924 

VIRGIL  H.  HERALD 

General  Precision  Inc. 

Librascope  Group 
808  Western  Avenue 
Glendale.  California 
Phone:  245-8711.  Ext.  1415 

WILLIAM  J.  HERUNG 

TRW  Space  Technology  Laboratories 

One  Space  Park 

Redondo  Beach.  California 

Phone:  679-8711.  Ext.  1VJ33 

JOSEF  W.  HEYO 

Monsanto  Research  Corporation 

Mound  Laboratory 

Miamisburg.  Ohio 

Phone: 

JAMES  A.  HOWE 
ARO.  Inc. 

Arnold  Air  Force  Station.  Tennessee 
Phone:  455-2611.  Ext.  382 
•henry  b.  ingargiola 

Stanford  Research  Institute 
Menlc  "'ark.  California 
Phone:  326-6200.  Ext.  3168 


JEAN  C.  INGHAM 
Hughes  Aircraft  Company 
Building  121-M/S1 
P.O.  Box  90515 
Lcs  Angeles,  California 
Phone:670-1515,  Ext.  6187 

••FRANCIS  X.  JAHN 
Westinghouse  Electric  Corporation 
P.O.  Box  1693 
Baltimore,  Maryland 
Phone:  761-1000,  Ext.  3378 
••FREDA.  KOETHER 
Advanced  Research  Projects  Agency 
OSD,  Pentagon 
Washington,  D.C. 

Phone:  697-8904 

••JACK  E.  LONG 
The  Bendix  Corporation 
Kansas  City,  Missouri 
Phone:  EM  33211,  Ext.  3325 

HARRY  C.  LOUDENSLAGER 
Battelle  Memorial  Institute 
505  King  Avenue 
Columbus,  Ohio 
Phone:299-3191  Ext.  422 
WALTER  A.  LUCaS 
System  Development  Corporation 
P.O.  Box  1326 

Offutt  Air  Force  Base,  Nebraska 
Phone:  393-8300 

GEORGE  MacC LAIN 

Office  of  Asst  Secy  Def  (Manpower) 

Room  3  C  285 

Pentagon 

Washington.  DC. 

Phone.  OXford  75568.  73969.  74917 

•l.  f.  McConnell 

System  Development  Corporation 
2500  Colorado  Avenue 
Santa  Monica.  California 
Phone:  EX  39411 

MILTON  W.  McFARUN 

Lockheed  Missiles  &  Space  Company 

111  Lockheed  Way 

Sunnyvale.  California 

Phone:  739-4321 

HOWARD  G.  MAINE S 

National  Aeronautics  &  Space  Admin. 

Washington.  DC. 

Phone:  WO  21153 


J.  G.  MARSH 
Sandia  Corporation 
Sandia  Base 

Albuquerque,  New  Mexico 
Phone:  264-3170 

FRANCIS  W.  MAY 
United  States  Air  Force  Hqs. 

(AFISL)  Building  T-E 
4th  &  Adams  Drive.  SW 
Washington,  D.C. 

Phone:  CA  22314 
PETER  J.  MOGLIA 
Hughes  Aircraft  Company 
Building  121  M/Si 
P.O.  Box  90515 
los  Angeles.  California 
Phone:  670-1515,  Ext.  6121 
JAMES  D.  MORAN 
General  Precision.  Inc. 

Aerospace  Group 
Little  Falls.  New  Jersey 
Phone:  256-4000,  Ext.  562 
JOHN  T.  MURPHY 
Space  General  Corporation 
El  Monte.  California 
Phone:  443-4271.  Ext.  1172 

IRLE.  NEWLAN 
Jet  Propulsion  Laboratory 
California  Institute  of  Technology 
4800  Oak  Grove  Drive 
Pasadena.  California 
Phone:  354-3360 

'ROBERTO.  NILES 
Defense  Atomic  Support  Agency 
Pentagon 
Washington.  D.C. 

Phone:  OXford  54318 

EDGAR  0.  OSBORN 

Lockheed  Missiles  and  Space  Company 

P.O.  Box  504 

Sunnyvale.  California 

Phone:  RE  94321.  Ext.  21597 

JAMES  H.  PATTERSON 
Sandia  Corporation 
Livermore  Laboratory 
P.O.  Box  969 
Livermore.  California 
Phone: 


MARLYN  R.  POWELL 
System  Development  Corporation 
2500  Colorado  Avenue 
Santa  Monica,  California 
Phone:  EX  39411,  Ext.  7322 
JANE  O.  REDER 

System  Development  Corporation 
2500  Colorado  Avenue 
Santa  Monica,  California 
Phone:  EX  39411,  Ext.  7675 

LESLIE  M.  REDMAN 
University  of  California.  LASL 
Los  Alamos,  New  Mexico 
Phone:  7-4196 

ROBERT  J.  RUSHING 

Lockheed  Missiles  and  Space  Company 

111  Lockheed  Way 

Sunnyvale,  California 

Phone:  742-8316 

GEORGE  E.  SANDERS 
System  Development  Corporation 
2500  Colorado  Avenue 
Santa  Monica.  California 
Phone:  EX  39411 

LLOYD  C.  SCHUKNECHT.  Jr. 

Stanford  Research  Institute 
Menlo  Park.  California 
Phone:  326-6200.  Ext.  3875 

JOHN  SHUNNY 
Sandia  Corporation 

Sandia  Base 

Albuquerque.  New  Mexico 
Phone:  264-3170 

A  MACNEIL  STELLE.  Jr. 

Atomics  International 
Los  Angeles.  California 
Phone:  DI11000 
WILLIAM  R.  STOBIE.  Jr. 

Lockheed  Missiies  and  Space  Company 

111  Lockheed  Way 

Sunnyvale.  California 
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